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Germany’s Cybersecurity Architecture:
Usage and features of the interactive visualization

Right from the visualization, there is a sidebar with various functions that can be activated, or
deactivated, individually and combined with each other. By default, the fields ‘Box Select’, ‘Tap’, and
‘Hover’ are already selected as active but can be turned off separately.
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The ‘Tap’ function allows to display connections by clicking on actors.

=  Example:
Clicking on the “BSI” actor box generates the following view (excerpt)
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When clicking on (an) actor(s), the visualization turns grey and highlights the linked connections in dark
orange. The color of the actor boxes, while keeping the actor selection and the highlighted connections at
the same time, can be restored either by clicking on the ‘Reset’ button in the sidebar or pressing the Esc key.

‘Box Select’ permits to select specific areas or entire levels.



= Example:
Marking all actors of the UN level generates the following view (excerpt)
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By pressing the Shift key, additional actors can be chosen in parallel as desired.
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The entire selection can be dissolved by clicking on any point within the white area outside the actor
boxes.
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The ‘Hover’ function enables the display of an actor-specific text field which contains the full name of
the actor and its assigned category(-ies). The text fields appear when hovering the mouse over the
respective actor boxes. The underlying actor categorization used is explained in chapter 3 of the
publication.
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Clicking on an actor leads not only to the highlighting of its connections, but also to the display of its
actor profile, which can also be found in the PDF publication, below the visualization.

Click on an actor to display the actor description and explanation of connections.

=  Example:
Clicking on the actor box “Cyber-SR” generates the following view below the visualization (actor
name in bold, actor description in regular, and an explanation of its connections in italic font)
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Nationaler Cyber-Sicherheitsrat (National Cyber Security Council, Cyber-SR, official translation)

Acto As a strategic advisor to the Federal Government, the Cyber-SR aims to identify requirements for long-term action as well as trends in cybersecurity to stimulate appropriate impulses. In accordance,
d ESCri ptl on| the Cyber-SR shall make proposals for the further development of national regulations for more cyber security and identify areas for public-private cooperation. The Cyber-SR is supported by a

permanent scientific working group, advising the Council on strategic issues and developing recommendations for action. The scientific working group also regularly publishes impulse papers.

Exp [anation The BMI, BKAmt, AA, BMVg, BMWK, BMJ, BMF, BMUV, BMDV, BMG, BMZ, and BMBF, the BSI, as well as representatives of the federal states of Lower-Saxony and Hesse, are represented in the Cyber-
of connections SR. In addition, also UP KRITIS and municipalities ly rep: d by the A iation of German Cities, KSV) are represented in the Cyber-SR. It is chaired by the CIO Bund. In the past,
representatives of ENISA, the BfV, and the SWP have also been invited to special meetings of the Cyber-SR. In addition to scientific representatives, the scientific working group also includes a
representative of the BSI. The Cyber-AZ sends its annual report to the Cyber-SR. Besides the federal government, the Cyber-SR is also to provide impetus for the IMK.

Last Update: 04/2021

It also includes the date when the actor profile was last updated. The displayed date refers to the
substantial last update or change of the actor profile in terms of content. For example, a mere
change/update of actor names, actor abbreviations, or a newly added connection in the italicized text
part, which do not require any additional adjustment of the actor profile, are not sufficient.
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Individual actor selections including their connections can also be downloaded as a file via the ‘Save’
function in the sidebar.

-----

=
=
>
5
m
[
o
m

Save

@_‘E QIDIL

=) 2

-

Their use or redistribution is subject to the CC BY-SA license.

Frederic Dutke (crupp@stiftung-nv.de) will be happy to answer any questions, comments or remarks

regarding the publication and visualization.
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