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Executive Summary

When states become the target of malicious cyber activity, they have various
options for responding politically. Which option states pursue depends primarily
on whether they know who is behind a cyber operation. It is therefore essential to
identify the perpetrator(s) of a cyber operation, a process also known as attribution.
While states can engage in different forms of attribution, official public political
attribution—a government entity’s public disclosure of information tying malicious
cyber operations to another state through official channels—represents the most
significant form from a cyber diplomacy standpoint.

In recent years, official public political attributions have gained traction as they
allow states to highlight that they consider the attributed activity inappropriate,
deter similar activities in the future, and raise awareness about threats. However,
although more and more states are using official public political attributions, there
is no clear shared understanding among states regarding how states should do so
responsibly. In relation to international security, such common understandings can
contribute to preventing misunderstandings and increasing the predictability of
inter-state conduct.

To stimulate an international strategic debate on this policy instrument that may
eventually lead to a shared understanding, this analysis provides an overview of
the current state of play and the policy options at a state’s disposal when engaging
in official public political attributions of cyber operations. To do so, it focuses on
the practices of four countries—Australia, Germany, Japan, and the U.S. Based
on a comparison of 164 official public political attributions by the four selected
states—109 by the U.S., 32 by Germany, 17 by Australia, and 6 by Japan—this paper
proposes and applies an analytical framework of 13 parameters with corresponding
options that serves to identify similarities and differences—areas of convergence
and divergence—across countries.
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Inclusion of estimative probability

Choice of communication channel Engagement in international cooperation

and coordination efforts

Specification of the severity of the operation
attributed

Selection of government entity(ies)
communicating the OPPA

Factual description of the operation attributed Formulation of policy objectives pursued

with OPPA

Provision of details on the attributed actor Linkage to national (attribution) policy

Inclusion of a message to the attributed actor Inclusion of reference to prior OPPAs

Provision of or reference to evidence Reference to cyber norms or other

commitments

In examining these cases, this analysis has found the following:

1.

Communication channels and designated government entities vary across
countries and over time. The focus countries’ practices varied in that states used
and prioritized different types of channels, including political, technical, criminal
law channels and economic sanctions channels, to communicate their official
public political attributions. The focus countries were similar in that especially
their Ministries of Foreign Affairs and national cybersecurity, intelligence, or law
enforcement agencies acted as communicators of the official public political
attribution.

Official public political attributions always provide details on the operations
attributed. Many official public political attributions emphasized the targets
or victims of the operations, followed by information on when the operations
took place. At times, states also mentioned the damage and harm caused by the
operations attributed.
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3. Official public political attributions differ in how they specify the attributed
actor and sometimes include a message addressed to the actor. The focus
countries published attributions with varying levels of specificity, ranging from
attributions mentioning individuals working for entities of a particular state to
attributions with exclusive references to Advanced Persistent Threat groups,
with a tendency toward increased specificity in recent years. States sometimes
included appeals to the attributed actor to cease the operation attributed and
expressed that they reserved the right to initiate further consequences.

4. Only some official public political attributions mention evidentiary information
and estimative probability. The focus countries occasionally mentioned
technical evidence and cited governmental and non-governmental sources in
their attribution decisions, with a slight increase in the amount of mentions and
citations over time. States sometimes provided specific technical information to
support their political attributions. In a few instances, states included levels of
confidence or likelihood to quantify the certainty of their attribution assessments.

5. Statesincreasingly coordinate theirofficial public political attributions with like-
minded countries. The focus countries coordinated their official public political
attributions internationally in three main ways: participating in internationally
coordinated attributions, supporting public attributions of another state with
or without their own attribution assessment, and retrospectively endorsing
the official public political attribution of another state. In recent years, the
focus countries predominantly used the first way through joint statements or
advisories, either through ad hoc, like-minded constellations or institutionalized
processes within the EU.

6. States regularly explain why they attribute, pointing to the operation, their
policies, and/or international commitments. The focus countries often provided
reasoning for why they attributed a particular cyber operation, especially when
using political channels, by outlining the severity of the operation, formulating
policy objectives, linking the attribution to general policy, referencing prior
official public political attributions, or alluding to international commitments.

Given the varied ways in which states carried out their official public political
attributions, the degree and scope of international convergence regarding how to
conduct official public political attribution is limited among the four states at present.

For official public political attribution to mature as a policy instrument, a nuanced
international policy debate is required, and decision-makers should seek ways to
increase convergence, despite, or precisely because of, the topic’s sensitivity. Since
many states are currently either systematizing or establishing their policies and
processes on (public) attribution, there is a political momentum for inter-state
exchanges to build and operationalize shared understandings.
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1. Introduction

As society becomes increasingly digitized and cyber operations evolve in quality and
quantity, the likelihood of public and private entities being compromised is growing.
A measurable portion of such compromises is the product of the work of states or
associated actors’ who increasingly conduct cyber operations. Although remaining
a complex task, finding out who the perpetrator of such operations was or is—a
process referred to as attribution—is facilitated by maturing and improving methods
for analyzing evidence and governmental attribution capabilities.

When states know who is behind a cyber operation, they face the choice of whether
they want to attribute political responsibility for these activities publicly—either
stand-alone orinthe context of other response instruments.? States may be interested
in tying a malicious cyber operation to another state publicly, for example, to highlight
that they consider the behavior inappropriate and establish accountability”, to deter
similar activities from reoccurring in the future, or to raise general awareness about
cyber threats. At the same time, making an attribution public through official channels
may also result in the revelation of intelligence information or draw repercussions
from the government named politically responsible. In recent years, states have
increasingly solved this trade-off in favor of publicly disclosing information tying
cyber operations to another state through official channels. This analysis zooms in on
these practices referred to throughout this study as official public political attribution
(OPPA).

Such public attributions have been conducted by more and more states.” The U.S.
Department of Justice (DOJ) did so for the first time in 2014, “charg[ing] five Chinese
military hackers for cyber espionage against U.S. corporations and a labor organization
for commercial advantage.”® Additionally, states that find themselves frequently at
the receiving end of other states’ public attributions have also progressively begun


https://www.atlanticcouncil.org/wp-content/uploads/2012/02/022212_ACUS_NatlResponsibilityCyber.PDF
https://academic.oup.com/cybersecurity/article/1/1/53/2354517
https://academic.oup.com/cybersecurity/article/1/1/53/2354517
https://www.stiftung-nv.de/sites/default/files/snv_kas_-_beantwortung_von_staatlich-verantworteten_cyberoperationen_0.pdf
https://www.csis.org/analysis/creating-accountability-global-cyber-norms
https://www.csis.org/analysis/creating-accountability-global-cyber-norms
https://eurepoc.eu/table-view/
https://eurepoc.eu/table-view/
https://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-cyber-espionage-against-us-corporations-and-labor
https://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-cyber-espionage-against-us-corporations-and-labor
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to publicize their respective claims.” For instance, in June 2023, the Russian Federal
Security Service (FSB) deemed the U.S. National Security Agency (NSA) politically
responsible for compromising “thousands of Apple phones to spy on Russian
diplomats.”

Even though the number of attribution cases has increased and a growing number of
states have made use of OPPA, there is no clear shared understanding among states
on how to conduct OPPAs responsibly. For the purposes of this analysis, responsible
OPPA reflects standards of appropriate behavior when publicly attributing a
cyber operation to another state in accordance with the objective of maintaining
international stability and security.” This can occur in the form of specifying positive
duties or precluding certain actions. Shared standards on OPPA can contribute to
international security by increasing the predictability of inter-state conduct—at
least when states abide by them. In 2015, all United Nations (UN) Member States
agreed on a catalog of 11 voluntary, non-binding cyber norms. However, given their
abstract nature, these norms leave open and consequently give states ample room for
interpretation as to how they should publicly communicate their attributions.’ Since
OPPAs offer states the opportunity to react to threats from other states and require
intelligence information, they are often considered a matter of national security, which
can complicate substantial international discussions on the matter.

Afew states have tried to put (public) attribution on the international agenda, inter alia,
calling for “additional guidance on this important topic,”'” the provision of “explanatory
guidance on attribution,””* the “deepening [of] inter-state exchange and the sharing


https://therecord.media/beijing-rebukes-u-s-over-alleged-cyberattack-on-chinese-university
https://therecord.media/beijing-rebukes-u-s-over-alleged-cyberattack-on-chinese-university
https://therecord.media/russia-accusses-us-of-hacking-apple-devices-to-spy-on-diplomats
https://link.springer.com/article/10.1007/s40803-019-00129-8
https://link.springer.com/article/10.1007/s40803-019-00129-8
https://link.springer.com/article/10.1007/s40803-019-00129-8
https://undocs.org/A/70/174
https://undocs.org/A/70/174
https://undocs.org/A/70/174
https://undocs.org/A/70/174
https://undocs.org/en/a/76/135
https://undocs.org/en/a/76/135
https://www.justsecurity.org/42768/international-cyber-law-politicized-gges-failure-advance-cyber-norms/
https://www.justsecurity.org/42768/international-cyber-law-politicized-gges-failure-advance-cyber-norms/
https://documents.unoda.org/wp-content/uploads/2022/04/US-remarks-for-March-OEWG-norms.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/20230307_Switzerland_submission_OEWG_voluntary_norms_as_delivered.pdf
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of best practices regarding the attribution of cyber incidents,”" or responded to the
proposal to establish an “international attribution mechanism.”’® Yet, none of these
attempts led to a comprehensive international discussion on how states can and
should practice public political attribution in a responsible manner.”® UN Member
States merely agreed that “future work at the United Nations could also consider how
to foster common understandings and exchanges of practice on attribution.”

Although there is yet to be a comprehensive international debate on public attribution,
a number of developments suggest that the issue is becoming more relevant to states.
First,attribution is playing an increasingly central role within a state’s overall response

toolkit to cyber operations as many policy instruments, such as sanctions, often build

upon it."”® Second, states have begun to institutionalize their domestic decision-
making process in the form of national attribution processes or policies and have

started to be more forthcoming about it."® Third, a growing number of states is seeking
to acquire the necessary capabilities to engage in attribution in the first place.”® All of
these developments may lead to more OPPAs by more states in the future.

Against this backdrop, this analysis seeks to take stock of past national OPPA
practices. Assuming that these practices at least implicitly reflect ideas about how
to conduct OPPAs responsibly—that is, how states consider OPPAs should (not) be
communicated—this stock-taking exercise permits to identify how states currently


https://documents.unoda.org/wp-content/uploads/2022/07/Kombi-General-Threats-Statement-OEWG_July_2022.pdf
https://front.un-arm.org/wp-content/uploads/2021/03/Chairs-Summary-A-AC.290-2021-CRP.3-technical-reissue.pdf
https://front.un-arm.org/wp-content/uploads/2021/03/Chairs-Summary-A-AC.290-2021-CRP.3-technical-reissue.pdf
https://www.mofa.go.jp/files/100213609.pdf
https://www.mofa.go.jp/files/100213609.pdf
https://www.mofa.go.jp/files/100213609.pdf
https://digital-commons.usnwc.edu/cgi/viewcontent.cgi?article=2922&context=ils
https://digital-commons.usnwc.edu/cgi/viewcontent.cgi?article=2922&context=ils
https://digital-commons.usnwc.edu/cgi/viewcontent.cgi?article=2922&context=ils
https://www.atlanticcouncil.org/wp-content/uploads/2014/11/Confidence-Building_Measures_in_Cyberspace.pdf
https://www.atlanticcouncil.org/wp-content/uploads/2014/11/Confidence-Building_Measures_in_Cyberspace.pdf
https://www.rand.org/content/dam/rand/pubs/research_reports/RR2000/RR2081/RAND_RR2081.pdf
https://www.rand.org/content/dam/rand/pubs/research_reports/RR2000/RR2081/RAND_RR2081.pdf
https://www.rand.org/content/dam/rand/pubs/research_reports/RR2000/RR2081/RAND_RR2081.pdf
https://www.unidir.org/sites/default/files/2022-01/UNIDIR_Non-Escalatory_Attribution_International_Cyber_Incidents.pdf
https://www.unidir.org/sites/default/files/2022-01/UNIDIR_Non-Escalatory_Attribution_International_Cyber_Incidents.pdf
https://www.unidir.org/sites/default/files/2022-01/UNIDIR_Non-Escalatory_Attribution_International_Cyber_Incidents.pdf
https://undocs.org/en/a/76/135
https://undocs.org/en/a/76/135
https://www.stiftung-nv.de/sites/default/files/snv_kas_-_beantwortung_von_staatlich-verantworteten_cyberoperationen_0.pdf
https://www.stiftung-nv.de/sites/default/files/snv_kas_-_beantwortung_von_staatlich-verantworteten_cyberoperationen_0.pdf
https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/s_2021_621.pdf
https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/s_2021_621.pdf
https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/s_2021_621.pdf
https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/s_2021_621.pdf
https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/s_2021_621.pdf
https://www.ria.ee/en/media/1496/download
https://www.ria.ee/en/media/1496/download
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/66.03.07_-_Statement_-_OEWG_-_Cyber_Security_-_4th_Session_-_On_IL_(with_cover).pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/66.03.07_-_Statement_-_OEWG_-_Cyber_Security_-_4th_Session_-_On_IL_(with_cover).pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/66.03.07_-_Statement_-_OEWG_-_Cyber_Security_-_4th_Session_-_On_IL_(with_cover).pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/66.03.07_-_Statement_-_OEWG_-_Cyber_Security_-_4th_Session_-_On_IL_(with_cover).pdf
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perceive the normative framework in this respect. It also allows the examination of
similarities and differences and thus provides indications as to whether the analyzed
practices have given rise to convergence—shared understandings—about the
responsible conduct of OPPA.Such convergenceis desirable,as it can contribute to the
development of collective expectations regarding appropriate courses of action and,
in turn, guide state behavior. A comprehensive understanding of what states consider
to be an (in)appropriate OPPA may contribute to preventing misunderstandings
and is therefore essential for conflict prevention, conflict management, and further
stabilization instruments, such as confidence-building measures.

This paper highlights the OPPA practice of four focus countries: Australia, Germany,
Japan, and the U.S. These states have been selected because they have already
undertaken numerous attributions and thus provide a broad basis for analysis. This
selection also allows to analyze practices in different regions of the world with
different policy postures and capabilities. All these states belong to the “Western”
camp and therefore presumably share similar normative ideas as like-minded states.
Nonetheless, “two governments will never be exactly the same in their factors to
consider””" when engaging in OPPA.

This analysis first develops a definition of OPPA and sheds light on what is known
about the four selected states’ national decision-making processes for conducting
OPPAs. In the following, based on their past OPPA practices, it proposes and applies
an analytical framework comprising 13 parameters and corresponding options
at a state’s disposal when conducting OPPAs. These parameters relate to both
procedural and organizational factors, as well as their communication as such. In a
subsequent step, under the assumption that states may also be interested in sharing
and disseminating preferences with other states, this paper analyzes whether and
how the selected countries have engaged in efforts to spread their perspectives on
public attribution among other states. The Annex includes country-specific lists of
all OPPA practices and tabular “OPPA Profiles” based on the parameters and options
introduced in Chapter 3.

In doing so, this analysis seeks to facilitate convergence of understandings on
responsible OPPA. It does not attempt to prescribe what form responsible OPPA should
take or what normative understandings should be established. Rather, by providing a
framework that may inform both states and policymakers already engaged in public
attribution and those who are not, it seeks to enhance the understanding of the options
that states have at their disposal when publicly communicating a political attribution
in an effort to stimulate a strategic debate on this important policy instrument.

10


https://www.tandfonline.com/doi/full/10.1080/01402390.2021.1895117
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2. Official Public Political Attribution

2.1 Definition

This analysis examines OPPAs that are understood as a government entity’s public
disclosure of information tying cyber operations to another state through official
channels.

Technical
information

Intelligence i
g Technical e | ‘

information BRI

Geopolitical
information

Attribution “refers to identifying the entity responsible for a cyber [operation or set
of cyber operations].””* The focal point of attributions are cyber operations, which
are defined as the “targeted use and [modification] of digital code by any individual,
group, organization or state using digital networks, systems and connected
devices [...] to steal, alter, destroy information or disrupt and deny functionality
with the ultimate aim to weaken and/or harm”?* specific actors. States, IT security
companies,”* and third parties, such as academic research institutions, NGOs, and
the media,”® can conduct attributions. Conceptually, attribution takes the form of
technical,” political, and/or legal®’ attribution.

11


https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3453804
https://www.stiftung-nv.de/sites/default/files/antiwar_cybertriangle-herpig.pdf
https://www.stiftung-nv.de/sites/default/files/antiwar_cybertriangle-herpig.pdf
https://www.microsoft.com/en-us/security/business/security-insider/threat-briefs/iran-response-for-charlie-hebdo-attacks/
https://interaktiv.br.de/elite-hacker-fsb/en/index.html
https://citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-operation-against-catalans-using-pegasus-candiru/#attribution-to-candiru
https://citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-operation-against-catalans-using-pegasus-candiru/#attribution-to-candiru
https://citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-operation-against-catalans-using-pegasus-candiru/#attribution-to-candiru
https://eurepoc.eu/glossary
https://www.stiftung-nv.de/sites/default/files/snv_kas_-_beantwortung_von_staatlich-verantworteten_cyberoperationen_0.pdf
https://www.stiftung-nv.de/sites/default/files/snv_kas_-_beantwortung_von_staatlich-verantworteten_cyberoperationen_0.pdf
https://legal.un.org/ilc/texts/instruments/english/commentaries/9_6_2001.pdf
https://legal.un.org/ilc/texts/instruments/english/commentaries/9_6_2001.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3453804
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3453804
https://www.hoover.org/sites/default/files/research/docs/lin_webready.pdf
https://www.stiftung-nv.de/sites/default/files/snv_kas_-_beantwortung_von_staatlich-verantworteten_cyberoperationen_0.pdf
https://www.stiftung-nv.de/sites/default/files/snv_kas_-_beantwortung_von_staatlich-verantworteten_cyberoperationen_0.pdf
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This analysis focuses on political attribution, which generally denotes the attribution
of authorship for cyber operations to a specific state. It considers cases of OPPA
in which the attributed political actor is another state that is being specifically
mentioned within the OPPA. It excludes attributions where, for example, an
unspecified nation-state is exclusively named as the perpetrator of cyber operations
without further indication. An example of such a political attribution falling outside
the scope of this analysis represents a 2018 statement by former Australian Prime
Minister Scott Morrison, in which he stated that “Australian organisations [were]
currently being targeted by a sophisticated state-based cyber actor.”

The attribution of a cyber operation to a particular state can come at different “levels
of granularity,”*° with the most “advanced level [being] the identification of specific
organizations and individuals.”" Attribution to a state may also extend to activities
of non-state actors in instances when they act in complete dependence of another
state or under its instruction, direction, or control.?” Such actors could include
mercenaries or organized crime groups. It also encompasses Advanced Persistent
Threat (APT) groups. Since APTs are “typically state-controlled,”* an exclusive
reference to an APT group may also reflect a political attribution. This analysis omits
public attributions that highlight the activities of non-state actors, such as cyber
crime groups or hacktivists, when no link to another state is being drawn, and the
operation is thus not attributed to a specific state.

It is a state’s discretion whether to share a political attribution at all, and, if so,
whether to use non-public or public means to that end. For instance, non-public
avenues may take the form of summoning a country’s ambassador, delivering a
démarche, or expelling foreign diplomats. China, for instance, is reported to have
been “advancing [attributions] privately at diplomatic summits, particularly in
response to Western criticisms about its espionage campaigns.”*® Opposed to
non-public attribution, public attribution means that the attribution assessment
is shared in a publicly accessible way. Such publicly accessible ways can take the
form of statements, publications, or reports. Public political attributions are thus
likely only a fragment of total political attributions and a temporary snapshot, as
many political attributions are only made after a sometimes significant period of
time. States may be reluctant to go public, for instance, because it bears the risk of

12


https://pmtranscripts.pmc.gov.au/release/transcript-43989
https://pmtranscripts.pmc.gov.au/release/transcript-43989
https://web.archive.org.au/awa/20200921064313mp_/https://www.cyber.gov.au/sites/default/files/2019-04/ACSC_Threat_Report_2016.pdf
https://link.springer.com/book/10.1007/978-3-662-61313-9
https://link.springer.com/book/10.1007/978-3-662-61313-9
https://link.springer.com/book/10.1007/978-3-662-61313-9
https://link.springer.com/book/10.1007/978-3-662-61313-9
https://www.atlanticcouncil.org/wp-content/uploads/2012/02/022212_ACUS_NatlResponsibilityCyber.PDF
https://www.atlanticcouncil.org/wp-content/uploads/2012/02/022212_ACUS_NatlResponsibilityCyber.PDF
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Empfehlungen-nach-Gefaehrdungen/APT/apt.html
https://home.treasury.gov/news/press-releases/jy1256
https://home.treasury.gov/news/press-releases/jy1256
https://therecord.media/beijing-rebukes-u-s-over-alleged-cyberattack-on-chinese-university
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losing “entry points for intelligence collection.”*® At the same time, their reluctance
might also stem from wider implications. For instance, states must calculate risks
for a potential misattribution that could affect their credibility. Moreover, a public
attribution might influence if or the extent to which the private sector or other
entities can claim insurance coverage.

To exclude the possibility of states “rely[ing] on non-governmental proxies to make
their accusations for them,”*® this analysis analyzes only official public attributions.
In contrast to non-official assessments,* this requires the attribution to take place
via official communication channels by government entities of the attributing
state. For example, it is therefore not considered an official channel when “five
[unidentifiable] people with direct knowledge of the findings of the investigation”
are cited in a media report as the source for attributing a specific operation to
another state. In practice, in addition to ministerial statements, official channels
can thus take various forms,*" comprising for instance also technical advisories
or unsealed indictments, that publicly name another state as perpetrator of an
operation or campaign. However, it should be noted that respective definitions
of what constitutes an official channel may vary across countries given differing
institutional settings and bureaucracies.

2.2 National Processes

Before discussing individual OPPA practices in the following chapter, it is essential
to consider how Australia, Germany, Japan, and the U.S. reach their respective
decisions.In their 2019 report, the Global Commission on the Stability of Cyberspace
(GCSC) noted that “designing and exercising processes for reaching attribution at a
national level and international level [...] can significantly improve the timeliness
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and effectiveness of attribution statements.””” A similar recommendation was
made in more general terms within the 2021 GGE Report.”* Such processes are of
relevance because they can facilitate inter-agency cooperation and the assignment
of responsibilities®.

Of the four states, Australia and Germany have publicly acknowledged a national
attribution process, but details remain sparse given their classified nature.”” In
comparison, the U.S. has established an attribution-encompassing, but not
attribution-exclusive, policy coordination process in response to significant cyber
incidents.*® This pre-existing U.S. process was codified in 2016,*” the Australian
process already in use was disclosed in 2018,“® and Germany followed suit with the
public acknowledgment of its own national attribution process in 2021.

The establishment of these processes reflects the increased political importance
that Australia, Germany, and the U.S. attach to the issue of (public) attribution.
There is no public information about whether Japan has a similar dedicated national
process in place, either for attribution specifically or, more generally, in response
to significant cyber incidents. Nonetheless, the Japanese government has hinted
toward a willingness to formulate a national attribution posture.
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All three processes place emphasis on ensuring inter-departmental coordination
and designating responsibilities to that end. The processes are explained in more
detail below:

@& The Australian national attribution process®” aims to “guide and inform a
decision by the Australian Governmentto make a public or private attribution
disclosure.” It represents a joint policy of the Australian Departments of
Foreign Affairs (DFAT), Home Affairs, and Defence, co-led by the two former
departments.” In June 2021, Australia’s inaugural Ambassador for Cyber
Affairs and Critical Technology Tobias Feakin shared some insights into how
the process plays out in practice. He disclosed that the process involves
the gathering of intelligence from “Five Eyes partners and from other like-
minded groups,” which would then be assessed to “get to a case which is as
far as possible beyond reasonable doubt proof of evidence.”

®® Participating authorities in Germany’s national attribution process, led by
the German Federal Foreign Office, are the Federal Ministry of the Interior
(BMI), the Federal Chancellery, and the Federal Ministry of Defence, with
involvement of agencies in their purview, specifically the German domestic
(BfV), foreign, and military intelligence agencies, as well as the national
cybersecurity agency, the Federal Office for Information Security (BSI).
According to German Cyber Ambassador Regine Grienberger, the German
process is composed of various steps, including the initiation of the inter-
agency process; the collection of technical information by the intelligence
agencies and the national cybersecurity agency, as well as simultaneous
consultations by the Federal Foreign Office with allied states; the
development of a proposal by the Federal Foreign Office on whether and
how to respond politically; and subsequent discussion and decision made
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by all involved ministries consensually.”” Every involved ministry can initiate
the process following a cyber incident in German networks of presumably
international origin or following another state’s request to join an OPPA. The
proposal includes recommendations of whether, and if so how, the response
should be communicated publicly.” Germany’s national attribution process
alsocomesinto play when acoordinated attributionis soughtatthe EU level.

In response to significant cyber incidents, the U.S. National Security
Council, under the purview of the White House and in the form of the Cyber
Response Group, coordinates a policy response.®” Under the chairmanship
of a White House representative, the Cyber Response Group is composed
of representatives from the State, Treasury, Defense, Justice, Commerce,
Energy, and Homeland Security (DHS) Departments, as well as the United
States Secret Service, the Joint Chiefs of Staff, the Office of the Director
of National Intelligence (ODNI), the Federal Bureau of Investigation (FBI),
the National Cyber Investigative Joint Task Force, the Central Intelligence
Agency, and the NSA.?" It is, among others, tasked with “identify[ing] and
consider[ing] options for responding to significant cyber incidents, and
makl[ing] recommendations to the Deputies Committee.”®” In relation to
OPPA, it is also mandated to “consider the policy implications for public
messaging in response to significant cyber incidents, and coordinate a
communications strategy, as necessary.”” In turn, the Cyber Response
Group may involve the National Security Council’s Deputies or Principals
Committee for further consideration and decision, if necessary.
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3. Official Public Political Attribution in Practice:
Australia, Germany, Japan, and the U.S.

This analysis builds upon a total of 164 cases of OPPAs by the four focus countries:
109 by the U.S.,°* 32 by Germany (including practices by the European Union (EU)
in the name of EU Member States),” 17 by Australia, and 6 by Japan. The earliest
occurred in 2014 by the U.S., followed by Germany in 2015, and Australia and Japan
in 2017.°° The cases studied in this analysis were communicated between May 2014
and May 9, 2023.To the best of the authors’ knowledge, these 164 cases encompass
all public attributions that match the previously introduced OPPA definition and
were made by the selected countries in this specific timeframe.

50
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2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
Australia mGermany =Japan =U.S.

The practices of the focus countries indicate that when opting for an OPPA, states

face three principal questions: (1) what to attribute, (2) how to attribute, and (3) why
to attribute the respective cyber operation(s).
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In examining their practices, 13 parameters can be identified that reflect how the
four countries have addressed these questions. These parameters relate to both
procedural and organizational factors, as well as to their communication. This
analysis can only account for parameters that became visible in individual OPPA
practices, meaning only those that were shared externally by states. Therefore,
it cannot be precluded that states may also consider these parameters for other
purposes, such as strategic communication and signaling. As a matter of course,
also different parameters, such as the general state of the relationship between
attributing and attributed state, may play a role in internal deliberations and
reasoning.”’

When analyzing which parameters and options play a role in focus countries’ OPPAs,
the following six conclusions can be drawn:

Table 1:
Overview of Parameters Conclusions
Conclusions and

Parameters
—] 3.1 Communication channels and designated
oPPA government entities vary across countries and over
time.
Choice of communication channel
Selection of government entity(ies) communicating the
OPPA
Vs f) N 3.2 OPPAs always provide details on the operations
10 10 i
N3/ attributed.
Factual description of the operation attributed
3.3 OPPAs differ in how they specify the attributed
—J\> actor and sometimes include a message addressed
to the actor.

Provision of details on the attributed actor

e

Inclusion of a message to the attributed actor

67 How states address these parameters and what specific options they decide on may also be impacted by other
factors outside of the scope of this analysis. For instance, given that OPPAs are inherently a public communication
practice, a state’s preferences may also be constrained by language particularities that can pre-determine or
influence the scope for respective policy action.
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Parameters Conclusions

3.4 0nly some OPPAs mention evidentiary information
0101 L -
and estimative probability.

Provision of or reference to evidence

Inclusion of estimative probability

R@% 3.5 States increasingly coordinate their OPPAs with
\ Q / like-minded countries.

Engagement in international cooperation and
coordination efforts

ﬁ?ﬁﬁ 3.6 States regularly explain why they attribute, pointing
70N . . L i .
“\1“}° to the operation, their policies, and/or international

commitments.

Specification of the severity of the operation attributed

[©

Formulation of policy objectives pursued with OPPA

=)
5

Linkage to national (attribution) policy

O
D*IED
O

Inclusion of reference to prior OPPAs

@

Reference to UN cyber norms or other commitments

In acting on these parameters, states face various options reflecting a spectrum of
choices. The subsequent sections explain the conclusions in detail. Each section
contains tabular overviews including both parameters and options, indicating
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whethera particular state has done so (®) or not (0),°® and concludes with adedicated
section outlining the scope and implications for convergence among the focus
countries. The Annex includes four country-specific “OPPA Profiles” summarizing
how each focus country has considered individual parameters in its OPPA practices.

As Germany, Australia, and Japan have publicly attributed much fewer cyber
operations than the U.S., their OPPA policies are likely of a more emerging nature,
in contrast to a rather established U.S. approach. Yet, states will only engage in
OPPAs when it is in their national interest to do so and the OPPA in question offers
a political benefit. Fewer OPPAs by the other focus countries may thus also be
explained by different situations in which states find themselves, such as general
affectedness by cyber operations or the scope of available intelligence information
to substantiate the pursuit of an OPPA. Given these considerations, and especially
given the high quantitative variation of OPPAs among focus countries, the following
study of their practices seeks to provide an overview that is not meant to indicate
that particular options are “right” or “wrong” to pursue.

3.1 Communication channels and involved government entities vary
across countries and over time.

Who participates in the decision-making process behind an OPPA and is responsible
for its communication represents a foundational parameter that is closely
connected to the selection of channels used to communicate an OPPA. They are
essential because both may pre-determine or influence how many other parameters
will be addressed—for example, the amount of factual explanation provided and
the specification of reasons why an OPPA is pursued. At the same time, these two
parameters are predominantly of a domestic and institutional nature.

The four focus countries have used channels® as a means to communicate an OPPA
and have designated government entity(ies) as follows:
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Parameter Options

Choice of technical communication

channel

Choice of communication Choice of political communication
channel channel

sanctions channel”
Combination of various

communication channels as part of a
coordinated attribution practice

®
®
Choice of criminal law or economic O
O

Designation of Ministry of Foreign
ﬁb Affairs, national cybersecurity/ .

intelligence/law enforcement agency,

Selection of government or another government entity as
entity(ies) communicating communicator of the OPPA
the OPPA
Joint issuance of an OPPA by multiple
domestic authorities Q

Which channelis being selected and which domestic entities are involved can impact
the framing of the OPPA and its external reception. Framing and reception can, for
example, be influenced by associated policy fields as well as the purview and level of
the designated entity within the political hierarchy. In addition, how states act upon
these parameters can reflect the pursuit of different policy objectives’’ and the
addressing of various target audiences, ranging from the attributed actor, over the
international community as a whole, to the domestic public. Additionally, practical
considerations can play a role, as particular channels and government entities can
generate a higher degree of public spotlight than others, which may or may not be
desired on the part of the attributing state.””

Communication Channels

The focus countries have used technical, political, criminal law, and economic
sanctions channels to communicate an OPPA.” This analysis takes into account that

70 While separate channels in nature, the criminal law and economics sanctions channels are considered together in
this option as the U.S. is the only focus country having used either channel to convey an OPPA.

71 The objectives specifically alluded to within focus countries’ OPPAs are analyzed in more detail in the framework of
Section 3.6.

72 For example, a ministerial statement by a country’s Ministry of Foreign Affairs is highly likely to attract greater
media attention than an OPPA published via a technical advisory.

73 In comparing these specific parameters and their usage by focus countries, it must be noted that not all states are
in equal positions. This is because not all types of channels may be available to every state. For instance, this can
be for legal reasons, as, a country’s legal system may not provide the option to indict individuals acting on behalf
of foreign nation-states. Or, as a matter of capacity, states may not find themselves in a position to use technical
channels when desiring to communicate an OPPA that usually requires the publication of technical analysis.
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an OPPA can be stand-alone, but may also be made in the framework of other policy
instruments.’”* Technical, criminal law, and sanctions channels fall inside the scope
of this analysis when they include information tying an operation to another state as
its perpetrator.”” Having these channel types in mind throughout the further analysis
of parameters is helpful, as it permits a better analytical distinction between various
OPPAs, especially given their varying objectives and the prioritization of particular
aspects.

Technical channels entail alerts, advisories, and reports of a more technical nature.
In focus countries’ practice, they have included, for instance, annual intelligence
reports by the intelligence service of a state’® or more ad hoc alerts by a country’s
cybersecurity agency.”” Technical channels are usually predominantly addressed
toward domestic organizations, such as small and medium-sized enterprises or
critical infrastructure entities. They can be pursued with the objective of issuing a
warning before the highlighted operation or providing advice to mitigate or confine
possible compromises.

In contrast to technical channels, political channels’® are usually issued by
government entities at a higher political level. Examples are statements by a
country’s Ministry of Foreign Affairs’® or a ministry spokesperson in the form of a
press conference or press briefing,® the provision of an official quote for media
reporting,®’ or the response to a parliamentary inquiry.®” Political channels for
publicizing an OPPA are predominantly directed toward the general public, the
attributed actor, and the international community as a whole. They can serve the
objectives of seeking to deter continued or future malicious behavior through its
exposure or represent a strive to attain accountability for the operation attributed.
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Criminal law and economic sanctions channels® as included in this analysis are
press releases of unsealed indictments and announcements of adopted sanctions.®*
They are primarily directed toward the attributed actor, but may also signal the
possibility of consequences for states engaged in activities similar to the indicted
or sanctioned behavior.

The following charts highlight the channels that the focus countries have used over
the time frame analyzed to communicate an OPPA (in each case, as a percentage of
a country’s total OPPA practices). Annex I-1V include tabular overviews listing the
respective channels used by the four states.
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83 The White House and other U.S. entities have no insight into potential initiatives by the DOJ to pursue an indictment,

84
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given the separation of powers. Further along the process, the DOJ may give a heads up to different entities
regarding a reached indictment. This is different to sanctions, which the Department of Treasury may be told to work
on by entities of the U.S. Executive Branch. On indictments as a means for public attribution see also John P. Carlin
(2016): Detect, Disrupt, Deter: A Whole-of-Government Approach to National Security Cyber Threats, in: Harvard
National Security Journal 7, pp. 391-436; Garrett Hinck and Tim Maurer (2020): Persistent Enforcement: Criminal
Charges as a Response to Nation-State Malicious Cyber Activity, in: Journal of National Security Law and Policy 10,
pp. 525-561; and Chiméne I. Keitner (2019): Attribution by Indictment, in: AJIL Unbound 113, pp. 207-212.

Given this paper’s focus on the public communication of political attributions, for which the DOJ drafts respective

press releases, and to permit better comparability across cases (because indictments generally originate from
different grand juries), the scope of analysis is limited to the respective press releases announcing the unsealing
of indictments, in contrast to looking additionally at the unsealed indictments as such. It is acknowledged that,
in practice, the unredacted components of indictments constitute an important addition to press releases, for
example, because the evidence presented permits external parties to analyze the specific incident in more detail.


https://harvardnsj.org/wp-content/uploads/2016/06/Carlin-FINAL.pdf
https://harvardnsj.org/wp-content/uploads/2016/06/Carlin-FINAL.pdf
https://harvardnsj.org/wp-content/uploads/2016/06/Carlin-FINAL.pdf
https://jnslp.com/wp-content/uploads/2020/05/Criminal-Charges-as-a-Response-to-Nation-State-Malicious-Cyber-Activity.pdf
https://jnslp.com/wp-content/uploads/2020/05/Criminal-Charges-as-a-Response-to-Nation-State-Malicious-Cyber-Activity.pdf
https://jnslp.com/wp-content/uploads/2020/05/Criminal-Charges-as-a-Response-to-Nation-State-Malicious-Cyber-Activity.pdf
https://www.cambridge.org/core/journals/american-journal-of-international-law/article/attribution-by-indictment/F7FBB757CF9F597A7818FEEB6015DBD6
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Criminal Law & Economic Sanctions Channels
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Of all three channel types and across countries, technical channels were employed
most frequently and by all states. Technical channels were used particularly often by
the U.S. and by Germany before establishing its national attribution process in 2021.
In contrast, Australia and Japan have preferred political channels. Concurrently, the
Australian, German, and Japanese OPPAs display a diversification of channels used
over time. For example, Australia and Japan recently began also using technical
channels, whereas Germany, moving in a somewhat opposite direction, has
increasingly emphasized political channels. Criminal law and economic sanctions
channels have only been used by the U.S. as a means to communicate a political
attribution publicly.

Coordinated OPPAs

Inadditiontousing channelsindividually,focus countries haveincreasingly combined
various channels as part of a domestically coordinated attribution practice. An OPPA
practice is assumed to be domestically coordinated when different communication
channels are used simultaneously onthe same dayorinvery close temporal proximity.
This has included the combination of technical and political channels or the use of
the same channel type by two different entities. The respective OPPAs usually, but
not always, referenced each other.?” The analysis showed that 32% of U.S. OPPAs
have been issued simultaneously via various channels. Starting in 2020, the U.S. has
also practiced public attribution via all three types of channels simultaneously in
four instances. Australia and Japan have also each published a corresponding alert
to an attribution via political channels once.
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https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
https://www.justice.gov/opa/pr/four-russian-government-employees-charged-two-historical-hacking-campaigns-targeting-critical
https://www.justice.gov/opa/pr/four-russian-government-employees-charged-two-historical-hacking-campaigns-targeting-critical
https://www.mofa.go.jp/press/release/press4e_002281.html
https://www.mofa.go.jp/press/release/press4e_002281.html
https://www.mofa.go.jp/press/release/press4e_002281.html
https://www.mofa.go.jp/press/release/press4e_002281.html
https://webarchive.nla.gov.au/awa/20200921035611/https://www.cyber.gov.au/acsc/view-all-content/alerts/routers-targeted-cisco-smart-install-feature-continues-be-targeted-russian-state-sponsored-actors
https://webarchive.nla.gov.au/awa/20200921035611/https://www.cyber.gov.au/acsc/view-all-content/alerts/routers-targeted-cisco-smart-install-feature-continues-be-targeted-russian-state-sponsored-actors
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The combination of channels can impact how states act on other policy options,
allowing them to emphasize various aspects by leveraging the particularities
of different channels. Coordinated OPPAs can contribute to a comprehensive
government response to a specific cyber operation by combining multiple tools at
a state’s disposal, but they require a substantial amount of dedicated resources
to realize. Thus, such domestically coordinated OPPAs likely primarily represent a
possibility in response to operations that are deemed particularly significant and
whose effects may be highly palpable at the time of the OPPA’'s communication.

Selected Government Entities

Regarding who is designated to publish an OPPA via any of these channels reveals
a considerable spectrum ranging from three (Germany), four (Japan), six (Australia)
to 14 (U.S.) entities having previously communicated OPPAs.*” This is unsurprising
given different jurisdictional contexts and does not (necessarily) account for
other domestic entities additionally involved pre-OPPA in collection, analysis, or
decision-making. Ministries of Foreign Affairs, national cybersecurity agencies, and
intelligence agencies of the focus countries were particularly often involved in the
communication of an OPPA. Annex I-IV list all attributing actors per focus country
and OPPA.

In the Australian®® and Japanese cases, their Ministries of Foreign Affairs were the
most visible players in the communication of their attributions, as has been the case
for Germany since 2021. In Japan, the Japanese National Police Agency increasingly
surfaced as an OPPA actor, having been involved in OPPAs twice—one-third of
Japanese total OPPAs—since 2021. Similar to Australia, Japan, and Germany, the
U.S. State Department issued most of the U.S. OPPA's through political channels. Yet,
when looking at the total U.S. OPPA practices across all three channels, the U.S. State
Department—unlike the other states—has only acted as a communicator in roughly
13 % of U.S.OPPAs.The FBl and the Cybersecurity and Infrastructure Security Agency
(CISA)/DHS are the three U.S. entities that have most often publicized an OPPA.

Joint OPPAs

The practices of the focus countries indicate that attribution is increasingly seen
as an issue demanding inter-agency cooperation. For instance, multiple domestic
authorities of the U.S. and Australia jointly issued OPPAs and, more recently, Japan
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did the same. For the U.S., this has become visible especially in the form of technical
channels® and for Australia through statements.®" In this regard, it is noteworthy
that roughly 90 % of U.S. attributions in the form of alerts, advisories, or reports, and
58 % of Australian OPPAs via ministerial statements were issued by more than one
ministry/domestic agency. The latest Japanese OPPA via alert dating from October
14, 2022 represents the first concerted effort by Japanese agencies.’” In contrast,
Germany has exclusively communicated OPPAs through individual entities.

Convergence among Focus Countries

Of all the parameters discussed, the selection of communication channels
and the designation of government entities are the parameters that most
depend on domestic political considerations and the institutional set-up of a
particular state. Given the broad variation in both channels and government
entities involved in communicating OPPAs, substantial international
convergence on these mattersis limited. The practices of the four countries in
question indicate that these decisions rest on specific national peculiarities.
Whether states pursue domestically coordinated or conjoint OPPAs is most
likely pre-determined by varying institutional designs and mandates in
different states

3.2 OPPAs always provide details on the operations attributed.

Determining what has happened constitutes the central object of any OPPA and can
lay the groundwork for providing a line of argumentation as to why public attribution
is being pursued ina particularinstance. It thus represents a fundamental parameter
that all focus countries have acted on in the affirmative within their OPPAs. Yet, what
details are provided on an operation depends heavily on what actually took place or
is known about it. More importantly, it is up to a state to decide what and how much
details to share publicly in this respect.
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https://parlinfo.aph.gov.au/parlInfo/download/committees/commjnt/27d1412f-0716-454a-9b40-c8e8276eb931/toc_pdf/Parliamentary Joint Committee on Intelligence and Security_2021_06_11_8851_Official.pdf
https://parlinfo.aph.gov.au/parlInfo/download/committees/commjnt/27d1412f-0716-454a-9b40-c8e8276eb931/toc_pdf/Parliamentary Joint Committee on Intelligence and Security_2021_06_11_8851_Official.pdf
https://www.npa.go.jp/cyber/pdf/R041014_cyber_alert.pdf
https://www.npa.go.jp/cyber/pdf/R041014_cyber_alert.pdf
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https://www.npa.go.jp/cyber/pdf/R041014_cyber_alert.pdf
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Focus countries have touched upon the following aspects in their descriptions of
the operations attributed:

Parameter Options

1 Indication of (type of) target/victim
/0N . yp & o
10 10 and/or its location

\'13/

Indication of date when the operation
attributed took place and, if .
applicable, its duration

Factual description of the
operation attributed

Indication of harm and/or damage
caused by the operation attributed ‘

Their practices indicate that states have some leeway when it comes to what and
how much they share. What elements of an operation a state chooses to emphasize
in the framework of an OPPA can also influence other parameters. Of all the focus
countries, Japan has been the least explicit when it comes to outlining what has
happened. The others mostly include information on at least two, if not all three,
options.

Relating to the operation attributed, focus countries have usually provided information
on the target and/or victim of the operation. States have, inter alia, adduced that
critical infrastructure entities® or government actors® have been among the targets
and emphasized in which area or sector the affected entities work or have specialized
in, for example, “COVID-19-related research.”® Other targets highlighted in focus
countries’ OPPA include media and broadcasting entities,*® “sporting institutions,”®’
businesses,’ NGOs,”” think tanks,'®” and academic and research institutions.’”" Also,
managed service'”” and “web hosting providers”'®® have been named as specific
targets.

93 Among the sectors particularly mentioned in focus countries’ OPPA feature the banking/financial, transportation,
energy, and healthcare sector.
94 For example, Germany mentioned that its Federal Chancellery and the Federal Financial Supervisory Authority

were among the targeted entities (BMI (2015): Verfassungsschutzbericht 2014). Australia once mentioned in its
statement that “websites affected included sites belonging to the Georgian government” (DFAT (2020): Attribution
of malicious cyber activity in Georgia by Russian Military Intelligence).

95 CISA (2020): FBI-CISA PSA PRC Targeting of COVID-19 Research Organizations. In addition, for example, in an alert
Germany referred to “Wirtschaft und Forschung im Bereich Energietechnik, Rontgen- und Nukleartechnologie,
Messtechnologie, Luft- und Raumfahrt sowie Ristung” [business and research in the fields of energy technology,

X-ray and nuclear technology, measurement technology, aerospace and armaments, own translation] (BfV (2016):
BfV Cyber-Brief Nr. 02/2016) as being in particular interest of the attributed actor, Snake, in this instance.
96 For example, DFAT (2020): Attribution of malicious cyber activity in Georgia by Russian Military Intelligence.

97 For example, DFAT (2018): Attribution of a pattern of malicious cyber activity to Russia.

98 For example, National Police Agency (2021): ERNLRZELZERTEELRES.

99 Forexample, DOJ (2020): Two Iranian Nationals Charged in Cyber Theft and Defacement Campaign Against Computer
Systems in United States, Europe, and Middle East.

100 For example, BMI (2020): Verfassungsschutzbericht 2019.

101 For example, Ministry of Foreign Affairs of Japan (2018): Cyberattacks by a group based in China known as APT10

(Statement by Press Secretary Takeshi Osuga).
102 For example, BfV (2017): BfV Cyber-Brief Nr. 02/2017.
103 DFAT(2020): Attribution of malicious cyber activity in Georgia by Russian Military Intelligence.
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https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2014.html
https://www.foreignminister.gov.au/minister/marise-payne/media-release/attribution-malicious-cyber-activity-georgia-russian-military-intelligence
https://www.foreignminister.gov.au/minister/marise-payne/media-release/attribution-malicious-cyber-activity-georgia-russian-military-intelligence
https://www.cisa.gov/resources-tools/resources/fbi-cisa-psa-prc-targeting-covid-19-research-organizations
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2016-02-bfv-cyber-brief.pdf?__blob=publicationFile&v=5
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2016-02-bfv-cyber-brief.pdf?__blob=publicationFile&v=5
https://www.foreignminister.gov.au/minister/marise-payne/media-release/attribution-malicious-cyber-activity-georgia-russian-military-intelligence
https://www.dfat.gov.au/news/news/Pages/attribution-of-a-pattern-of-malicious-cyber-activity-to-russia
https://www.npsc.go.jp/pressconf_2021/04_22.htm
https://www.justice.gov/usao-nj/pr/two-iranian-nationals-charged-cyber-theft-and-defacement-campaign-against-computer
https://www.justice.gov/usao-nj/pr/two-iranian-nationals-charged-cyber-theft-and-defacement-campaign-against-computer
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2019-gesamt.html
https://www.mofa.go.jp/press/release/press4e_002281.html
https://www.mofa.go.jp/press/release/press4e_002281.html
https://www.wirtschaftsschutz.info/SharedDocs/Kurzmeldungen/DE/ITSicherheit/Cyberbrief_2_17_dow.pdf?__blob=publicationFile&v=4
https://www.wirtschaftsschutz.info/SharedDocs/Kurzmeldungen/DE/ITSicherheit/Cyberbrief_2_17_dow.pdf?__blob=publicationFile&v=4
https://www.foreignminister.gov.au/minister/marise-payne/media-release/attribution-malicious-cyber-activity-georgia-russian-military-intelligence
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States also often referred to the location of the target, for instance, by highlighting
in which countries the targets were located,'** whether domestic organizations have
been amongthe entities targeted,'” orif entitiesin allied or partner states have been
affected.’® In many instances, states have also indicated when the operation took
place and partially when it began, or whether it was still ongoing,’”” thus providing
details on the timing and duration of the operation.

In their factual descriptions, the focus countries also brought up whether the
operation attributed caused any physical harm, such as threatening or “put[ting]
lives at risk,”'%® for example, by meddling with the delivery of health treatment
options.’” Also, economic damage, for instance, due to “significant remediation
costs”"'? for the private sector, has been alluded to by the U.S.

Convergence among Focus Countries
The four focus countries seem to agree that OPPAs should always provide
some details on the operation(s) attributed. In this respect, many OPPAs
particularly emphasized the targets of an operation, followed by when the
operation took place. Across cases, discussions of damage and harm were
increasingly, but less often alluded to.

3.3 OPPAs differ in how they specify the attributed actor and
sometimes include a message addressed to the actor.

Among the parameters particularly impacted by the parameters discussed in section
3.1 are how states specify the attributed actor and whether they include a message
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https://www.justice.gov/opa/pr/nine-iranians-charged-conducting-massive-cyber-theft-campaign-behalf-islamic-revolutionary
https://www.justice.gov/opa/pr/nine-iranians-charged-conducting-massive-cyber-theft-campaign-behalf-islamic-revolutionary
https://www.justice.gov/opa/pr/nine-iranians-charged-conducting-massive-cyber-theft-campaign-behalf-islamic-revolutionary
https://www.mofa.go.jp/press/release/press4e_002281.html
https://www.mofa.go.jp/press/release/press4e_002281.html
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/07/statement-by-nsc-spokesperson-adrienne-watson-on-irans-cyberattack-against-albania/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/07/statement-by-nsc-spokesperson-adrienne-watson-on-irans-cyberattack-against-albania/
https://www.dfat.gov.au/sites/default/files/australia-attributes-wannacry-ransomware-to-north-korea.pdf
https://www.dfat.gov.au/sites/default/files/australia-attributes-wannacry-ransomware-to-north-korea.pdf
https://www.state.gov/attribution-of-russias-malicious-cyber-activity-against-ukraine/
https://www.state.gov/attribution-of-russias-malicious-cyber-activity-against-ukraine/
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2018-02-bfv-cyber-brief.pdf?__blob=publicationFile&v=6
https://trumpwhitehouse.archives.gov/briefings-statements/press-briefing-on-the-attribution-of-the-wannacry-malware-attack-to-north-korea-121917/
https://www.cisa.gov/resources-tools/resources/fbi-cisa-psa-prc-targeting-covid-19-research-organizations
https://www.cisa.gov/resources-tools/resources/fbi-cisa-psa-prc-targeting-covid-19-research-organizations
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
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Table 4:

Provision of Details

on Actor Attributed &
Message to Attributed
Actor — Options and
Focus Countries’ Practice

addressed to it. Focus countries’ OPPAs have always attributed authorship for the
outlined behavior and have sometimes added a message directed at the respective
political entity. In addition to a factual description of what has happened, laying out
who has done it therefore represents an equally essential element of any OPPA.

Table 4 provides an overview of the details provided by focus countries on the
attributed actor and messaging examples, which will be discussed in more detail

below.

Parameter

Vi

Provision of details on the
attributed actor

pd
2

Inclusion of a message to
the attributed actor

29

Options

Reference to individuals working for
organs or entities of a particular state

Reference to organs or entities of a
particular state

Reference to actors operating under
the direction of or sponsorship by a

specific organ/entity of a particular

state

Reference to actors operating under
the direction of or sponsorship by
government of a particular state

Reference to government of a
particular state

Reference to “state X”

Exclusive reference to a specific APT
group

Additional provision of details
about the location out of which the
attributed actor has operated

Additional inclusion of reference
to prior activities/operations of
attributed actor

Appeal to attributed actor to cease
operation attributed

Announcement of possible further
consequences
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Actor Attributed

An OPPA, as defined in this analysis, attributes authorship to the government of
another state.”’” In practice, the relationship between the attributed government
and the perpetrator(s) of a cyber operation is best described as a “spectrum”''® that,
according to Jason Healey, ranges from “state-prohibited” to “state-integrated”
non-state actors."'“ This is because, for instance, cyber criminal groups may pledge
their allegiance to a specific government and conduct activities in their support

or government entities actively recruit private sector personnel to work for them.

From a technical standpoint, the leap from attributing an activity to an actor group
to attributing an activity to specific individuals is one of the most challenging steps.

Given this spectrum, states have some leeway with respect to how they refer to the
perpetrator of cyber operations within their OPPA.To this effect, focus countries have
employed seven different ways to point out that they consider another government
to be politically responsible for the cyber operation in question.

Decreasing in specificity, focus countries have referred to:

» (1) Individuals working for organs or entities of a particular state,
+ (2) Organs or entities of a particular state,

+ (3) Actors operating under the direction of or sponsored by either a specific
organ/entity or (4) the government of a particular state,

+ () The government of a particular state,
« (6) A particular state, or

« (7) Exclusively to an APT group.

The Annexincludes anoverview of which actors have been attributed withinindividual
OPPAs. The degree to which respective references are specified is likely the product
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https://legal.un.org/ilc/texts/instruments/english/commentaries/9_6_2001.pdf
https://legal.un.org/ilc/texts/instruments/english/commentaries/9_6_2001.pdf
https://www.atlanticcouncil.org/wp-content/uploads/2012/02/022212_ACUS_NatlResponsibilityCyber.PDF
https://www.atlanticcouncil.org/wp-content/uploads/2012/02/022212_ACUS_NatlResponsibilityCyber.PDF
https://www.atlanticcouncil.org/wp-content/uploads/2012/02/022212_ACUS_NatlResponsibilityCyber.PDF
https://cyberscoop.com/conti-ransomware-russia-ukraine-critical-infrastructure/
https://cyberscoop.com/conti-ransomware-russia-ukraine-critical-infrastructure/
https://www.nytimes.com/2021/08/26/technology/china-hackers.html
https://www.nytimes.com/2021/08/26/technology/china-hackers.html
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of political preferences, underlying evidence, and the mandate of the government
entity communicating the OPPA. The degree of specificity may also change over the
course of a state’s maturing attribution policies and capacities.

In terms of political preferences, the extent of specificity provided is relevant, as it
can have different political implications. For example, suppose an attributing state’s
key objective in pursuing an OPPA is to deter the attributed actor from engaging
in similar behavior in the future. In that case, a more specific description of the
perpetrator can signal the sophistication of a state’s attribution skills, which may
limit the amount of room for the political leadership of the attributed state to claim
plausible deniability and avoid political responsibility. Especially when coupled with
an outline of the attributed actor’s previous activity, enhanced specificity can also
provide a more precise public record of another state’s activities. At the same time,
a more specific identification of the perpetrator may also make it more necessary
to substantiate the attribution claim with evidence. Specifying an individual as the
attributed actor can also make other measures possible, such as sanctions or arrest
warrants.

Focus countries’ practices indicate that levels of specificity vary depending on the
channel type used for an OPPA.

Political Channels

From all channel types, political channels showed the greatest variety in how an
attributed actor was specified. Both Australia and the U.S. mentioned organs or
entities of a particular state,''® actors operating under the direction of or sponsored
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https://2017-2021.state.gov/the-united-states-condemns-russian-cyber-attack-against-the-country-of-georgia/index.html
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.internationalcybertech.gov.au/Attribution-to-Russia-of-malicious-cyber-activity-against-Ukraine
https://www.internationalcybertech.gov.au/Attribution-to-Russia-of-malicious-cyber-activity-against-Ukraine
https://www.foreignminister.gov.au/minister/marise-payne/media-release/australia-joins-international-partners-attribution-malicious-cyber-activity-china
https://www.foreignminister.gov.au/minister/marise-payne/media-release/australia-joins-international-partners-attribution-malicious-cyber-activity-china
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by a specificorgan/entity'”” or the governmentof a particular state,'”’the government
of a particular state,'”" or exclusively indicated the name of a particular state.

While there was no single predominant level of specificity employed by the U.S. within
political channels,’”® Australian OPPA practice via ministerial statements’* was
predominantly characterized by the second highest level of specificity, namely the
designation of organs or entities of a particular state. Among the attributed entities
by Australia via statements are a group acting on behalf of the Chinese Ministry
of State Security (MSS),'* the Russian Main Intelligence Directorate (GRU),'*® and
North Korea.'”” However, U.S. OPPA practices of the last few years also indicated a
tendency towards higher levels of specificity.'” In statements, the U.S., for instance,
named the Russian GRU'* and the Russian Foreign Intelligence Service (SVR),
“cyber actors affiliated with PRC’s MSS,”"*" as well as the Iranian'*” and North Korean
governments'* as perpetrators of a specific cyber operation.
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In contrast to the U.S. and Australia, German and Japanese attribution practices—in
general—made use of less specific references when naming the attributed actor. In
this respect, it is noteworthy that Japan never employed entity-specific references
in statements by its Ministry of Foreign Affairs, either directly or indirectly through
individuals or actors acting on their behalf or under their sponsorship. Instead,
Japanese OPPAs via statements attributed operations either to actors or individuals
acting on behalf of or under sponsorship by the government of a specific state
or exclusively referred to the name of the country without further indications.
Japanese entities other than the Japanese Ministry of Foreign Affairs attributed
cyberoperationstoanother state at a higher level of specificity. In a press conference,
Japan’s National Police Agency attributed an operation to the group Tick, which was
arguedto be anorganization of the Chinese People’s Liberation Army’s (PLA) Strategic
Support Unit Network System Department 61419,"*° indicating that the government
entity issuing the OPPA may impact how the attributed actor is specified.

Among the studied cases, German OPPAs announced via political channels displayed
the broadest range of invoked specificity, ranging from specific entities,”’ the
government of a specific state,'*® or APT groups.'*° However, exclusive references to
APT groups were last included in 2018, thereby confirming the tendency for OPPAs
announced via political channels to show increased specificity.

Technical Channels

Compared to their political counterparts, focus countries have generally employed
higher specificity when disclosing information about the perpetrator of a cyber
operation in their usage of technical channels. For instance, Australian OPPAs
communicated via technical channels referred either to actors operating under the
direction of or sponsorship by a specific organ/entity’*” or the government'*' of a
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particular state. Similar to Australia, U.S. public attributions in the form of alerts and
advisories'“” most frequently attributed operations to actors operating on behalf of
or under sponsorship by the government of a specific state.'** Especially since 2020,
U.S.authorities also increasingly referenced organs or entities of a particular state

or actors operating under their direction or sponsorship.'* The tendency toward
increased specificity in OPPAs issued through technical channels is also displayed
in the only alert that Japan has published to communicate an OPPA to date, in which
it attributed authorship to the Lazarus Group, claimed to be a subgroup overseen by
North Korean authorities.

Germany predominantly referred to an APT group for attribution when using technical
channels.”” When doing so, two types of references can be distinguished that match
different specificity levels. Which type was employed depends on which particular
technical channel has been used. Whereas alerts mainly exclusively mentioned an
APT or other actor group, attributions in annual intelligence or other reports were
either titled or included in the framework of chapters that imply a link to specific
foreign intelligence services. In contrast to the former, the latter can be equated to
naming actors operating under the direction of or sponsorship by a distinct organ/
entity of a particular state.”*® Once, in 2019, the German annual intelligence report
also specifically attributed an operation to the Russian GRU.

Criminal Law and Economic Sanctions Channels

Different from political and technical channels that offer states some political
leeway, the legal underpinnings of indictments pre-determine the degree of
specificity required when this channelis being pursued. The pursuit of individual, as
opposed to sectoral, sanctions, may also preset the level of specificity that needs
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to be invoked. Respective national U.S. legislation'® and sanctions authorities
necessitate an attribution at the individual level or of either an organ or entity of a
particular state or actors operating under the direction of or sponsorship by either
a specific organ/entity or the government of a particular state.’>? While all of these
four (out of the seven) levels of specificity have been employed, U.S. OPPA practice
via criminal law and economic sanctions channels has most often identified actors
or individuals acting on behalf of or under sponsorship by a specific state or organ/
entity of a specific state. For example, individuals working in Unit 61398 of the
Chinese PLA,® Units 26165 and 74455 of the Russian GRU,'** Units of the North
Korean Reconnaissance General Bureau (RGB),"*° and Iran’s Ministry of Intelligence
and Security (MOIS), together with its Minister of Intelligence'*® were identified.

Additional Information on Attributed Actor

In addition to specifying the attributed actor, Australia, Germany, and the U.S. have
alsoincludedreferencesto prioroperations by the attributedactorinafewinstances.
For example, the U.S. underlined that the “GRU’s malign cyber activities include
deployment of the NotPetya and Olympic Destroyer malware.”’®” Corresponding
references can offer the benefit of painting a comprehensive picture, increasing
coherence between practices, and underlining the necessity of resorting to an OPPA
in the specific incident given the outlined track record of the attributed actor. These
references may also be used to tie together operations of the same campaign or to
create a chain of attribution evidence. Japan has not included respective references
in its OPPAs.

Lastly, two focus countries have also, albeit rarely, provided details concerning
the operating location of the attributed actor. The U.S."*® has done so a few times
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through both technical channels and indictments, whereas Japan once included
respective information in a press conference. For example, Japan specified that the
Chinese PLA's Strategic Support Unit Network System Department 61419 would be
based inthe city of Qingdao within China’s Shandong Province.'* Including locational
indications can underline a state’s resolve to respond to the attributed behavior and
may demonstrate its own analytical capacities.

Message to Attributed Actor

Focus countries have also included messages, with varying emphases, toward
the attributed actor within their OPPAs disseminated via political channels. In
this respect, all focus countries except for Japan have included calls to cease the
operation attributed or refrain from similar types of activities in some of their OPPA
practices,'®® which Australia also linked to the operation causing an inconsistency
with international commitments.”®’ In its statement following the Ghostwriter
operation, Germany, for example, strongly urged the Russian government to end
undue cyber activities immediately.’®” In the same OPPA, Germany also mentioned
previous private bilateral interactions with the attributed state in which Germany
raised the highlighted activities and underlined that the operation attributed would
heavily impact its bilateral relationship with the attributed actor, the Russian
Federation.’®® Similarly, on one occasion, the U.S. highlighted previous bilateral
exchanges, specifically recounting that it “raised [its] concerns about both this
incident and the PRC’s broader malicious cyber activity with senior PRC Government
officials.”'®* Nonetheless, if included, such references may require making public
preceding confidential bilateral diplomatic engagements. At the same time, they
can offer attributing states the opportunity to highlight that prior measures were
taken before making the attribution public.

Germany,'**the EU,and the U.S.also used OPPAs to signal the possibility of additional
response measures in the future. For example, the EU, in the name of all EU Member
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States, delineated that it “consider[s] further steps to prevent, discourage, deter
and respond to such malicious behaviour in cyberspace,”'*® while the U.S. included
passages “reiterat[ing] that [...it would] take appropriate measures to defend [its]
interests.”’®” References like these can situate a specific OPPA within the broader
response toolkit available to states and underline additional room for maneuver on
the part of the attributing actor in addressing a particular threat.

Convergence among Focus Countries

Pointing out who is politically responsible constitutes a fundamental part of
a state’s attribution claim. Focus countries’ OPPA practices showed similarity
in that their OPPAs always specified who was being attributed. Regarding the
provision of details on the perpetrator, focus countries’ OPPAs demonstrated
considerable variation, but specificity tended to increase over time, especially
in OPPAs communicated via political channels. Regardless of the general
differences that can be drawn between channels as general categories, the
practices of focus countries also showed that specificity within channels
were handled very differently by states. It would thus be premature to assess
whether any or some of these levels represent a particular state’s preferences.
While there is agreement that some level should be included, convergence
on what level of specificity to employ could not be traced. This low degree
of convergence among focus countries’ practices likewise extends to the
provision of additional information on the attributed actor, which has not
been provided comprehensively by states. Additionally, the second parameter
covered in this finding—whether to include a message to the attributed
actor—is one, if not the, parameter that offers itself the fewest of all for
inclusion in any potential norm on responsible OPPA. This is because it will
always likely be driven exclusively by sovereign national policy considerations
on a case-by-case basis.

3.4 Only some OPPAs mention evidentiary information and
estimative probability.

Evidence and technical analysis are essential for any attribution process and also
impact a state’s decision whether to go public with a given attribution. If they choose
to go public, states may also decide to share some of the information underlying
their attribution assessments. By publishing such evidence, attributing states can
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make claiming plausible deniability on the part of the attributed actors harder. This
is of relevance, as, for example in the past, some of them have frequently raised
the—according to them—*“unsubstantiated”'*® nature of Western OPPAs directed
at them. As UN Member States have agreed that they “should consider all relevant
information”'®® when confronted with cybersecurity incidents, this parameter allows
states to publicly display or provide indications as to what relevant information was
considered, if they so wish. In doing so, focus countries may also seek to point out
that their political attributions build upon a preceding technical attribution.

Moreover, at least conceptually, whether a state decides to shed light on evidence
in its OPPA is also closely related to the inclusion of words of estimative probability
(WEP) that can serve to “quantify the level of confidence [states] have in their
evidence or their conclusions [...] via words or numbers,””° thereby reflecting “that
attribution is gradual, not absolute.”’”" From an external perspective, their inclusion
can also facilitate comparability among various OPPAs.

In their OPPAs, the focus countries have acted on these two parameters in the
following ways:

Parameter Options

Mentioning of existence or general
0! reliance on technical evidence without
further details
Provision of or reference
to evidence Reference to governmental sources of
evidence

Reference to commercial reporting

Provision of technical information

Inclusion of a level of confidence or

likelihood

Inclusion of estimative
probability

168 Permanent Mission of the Russian Federation to the United Nations (2023): Statement by the Representative of the
Russian Federation at the Fourth Session of the UN Open-Ended Working Group on Security of and in the Use of ICTs
2021-2025 and Iran (2023): Statement Mr. Heidar Ali Balouji First Counselor of the Permanent Mission of the Islamic
Republic of Iran to the United Nations at the UNGA OEWG on ICTs.

169 UNGA (2015): Group of Governmental Experts on Developments in the Field of Information and Telecommunications
in the Context of International Security (A/70/174).

170 Chris Cooley (2020): Words of Estimative Probability | A Threat Intelligence Reference.

171 Thomas Rid and Ben Buchanan (2014): Attributing Cyber Attacks, in: Journal of Strategic Studies 38 (1-2), pp. 4-37.
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International consultation as a possible source of evidence alluded to within an
OPPA will be discussed in the subsequent section (3.5).

Evidence

When comparing and evaluating the focus countries’ practices in terms of the
evidence their OPPAs provide, various trade-offs must be considered. Whether
publishing evidence is desirable from the point of view of the attributing state
greatly depends upon the communication channel chosen. This is because some,
such as technical channels, may even necessitate some form of evidence, even if
possibly provided out of different motivations. At the same time, not all types of
channels are equally suited to accommodate various kinds of evidence, as, for
example, “an indictment or press release does not lend itself to providing indicators
of compromise [IOCs],”"”? which are often included in technical channels.

The extent of disclosure may also be subject to other factors, such as the target of
the operation, as a state can be expected to provide less information when it itself
has been the target of the operation, as opposed to the compromise of private sector
actors. The scope of evidence provided also hinges on whether a cyber operation
or campaign is attributed. In addition, the operation’s severity and the question
whether the operation is still ongoing can implicate the provision of evidence as
more information may, for instance, be required for urgent mitigation purposes. The
provision of evidence can also be aimed at the broader cybersecurity community and
journalists as part of an effort to substantiate the attribution and, in turn, increase
external support for a specific OPPA.

From an international stability point of view, there are reasons in favor of and against
disclosing attribution evidence publicly."”? On the one hand, referencing underlying
evidence can increase the comprehensibility and credibility of the attribution
assessment for other states. Similarly, this may permit insights into the decision-
making process of a specific state, which can contribute to building confidence with
third states. On the other hand, states may be reluctant to share evidence, as this
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may reveal their sources and methods,'’* potentially compromising theirintelligence
operations and permitting adversaries to adapt their behaviors to evade attribution
in the future. Including a reference to evidence in one OPPA may also impose some
sort of self-obligation for further OPPAs to attribute only in similar situations of
strong evidence.

Against this backdrop, focus countries have referred to evidence without providing
further details in a few cases. For example, Germany once referred to unspecified
reliable findings,'”* Japan highlighted that its OPPA was based on the “identifi[cation
of] continuous attacks,”'’® or the U.S. denoted that it was “publicly attributing the
massive WannaCry cyberattack [...] with evidence”"”” In other cases, the focus
countries provided further insights into the origins of the evidence leading to their
attributions. Such evidence originated either from their own government agencies or
non-governmental entities.

Governmental Sources of Evidence

Among the governmental sources of evidence alluded to by focus countries were
assessments provided by intelligence agencies of a state,’””® law enforcement
investigations,’’? or insights gained from incident response activities by national
cybersecurity agencies.”®™ All four countries referenced findings from their
security agencies in their alerts and advisories. In addition, almost all unsealed
U.S. indictments and adopted sanctions included references to preceding law
enforcement investigations. Contrary to other focus countries, which rarely
mentioned the source of evidence in OPPAs communicated through political
channels, Australia referred to “advice from Australian intelligence agencies” in a
third of its public attribution statements.
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Commercial Sources of Evidence

Governmental attributions do not take place in a vacuum, as IT security companies
also conduct and sometimes publish political attributions.'® While a preceding
private sector attribution may also increase pressure on the part of states and alter
their decision calculus to react politically,’®* a cooperative relationship between
governments and the private sector can increase or reinforce the former’s technical
attribution capabilities through additional threat intelligence input. States may thus
also decide to reference private sector publications within their OPPAs.

In this respect, two focus countries—the U.S. and Germany—did so in some of
their OPPAs. Australia has only been involved in one joint advisory with the U.S. that
referenced private sector sources.’® Given their shared emphasis on technical
analysis, technical channels are particularly suited for pointing to private sector
reporting. Germany has done so within its OPPAs through technical channels,
whereas the U.S. has incorporated references to private sector attributions in all
types of communication channels. Such references have taken various forms,
including quotations within a technical channel’s footnotes,'** paraphrases of the
findings of private sector reports,’® or notes on the supplementary support of the
attribution by “technical indicators from [...] the private sector.”'®” In a few cases,
the U.S. and Germany have also acknowledged contributions made by IT security
companies.

Thepossibilitytotouchuponprivatesectorinformationcandiminishboththepressure

to disclose intelligence information and the need to entertain an intelligence gain/
loss discussion. Simultaneously, referencing private sector attributions may also
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spare states from needing to make a direct attribution themselves. Arecent example
in this respect might represent the joint March 2023 advisory of German and South
Korean authorities. Instead of directly naming North Korea as the attributed actor,
the advisory used external reporting to avoid making a direct attribution itself. In a
footnote on the specified attributed actor—KIMSUKY—it noted that “members of
the IT security community regularly link KIMSUKY to North Korea’s Reconnaissance
General Bureau.”'® In this context, it is worth noting that the U.S. already attributed
KIMSUKY to North Korea two and a half years prior."”” This example underlines the
political leeway, little as it may be, that states have in specifying the attributed actor
within their OPPAs.

Provision of Technical Information

Especially in OPPAs disseminated via technical channels, but sometimes also
political channels, Australia, Germany, Japan, and the U.S. provided technical
information.”" Technical information includes information on the vector of the
operation, tactics, techniques, and procedures (TTPs)'®? of the attributed actor
and I0Cs'** of the activity in question. It must be stressed that TTPs and IOCs do
not themselves directly tie an operation or campaign to a state. Rather, they allow
pinpointing an activity to a specific threat actor and give insights into its behavior.
Linking this specific threat actor to another state requires taking into account other
aspects, such as intelligence information and geopolitical analysis.'** For instance,
states stressed the exploitation of a specific vulnerability,’*® the deployment of
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(wiper) malware,® or distributed denial of service activities'®” by the attributed
actor. They also noted tools and IT infrastructure used by the actor attributed,
permitting them to shed light on, for example, how access was established or how
communication with command-and-control servers was facilitated.

As the provision of technical evidence in the form of TTPs and IOCs is usually
reserved for technical channels, it is an interesting development that U.S. OPPAs
in the form of political statements or indictments are increasingly being flanked
by the simultaneous publication of a technical channel offering an additional level
of insight informing the attribution decision.’®® Australia and Japan have each also
issued atechnicaladvisory/alertin addition to an OPPA statement by their respective
Ministries of Foreign Affairs once. This may indicate an increased willingness on the
part of these states to substantiate OPPAs in the form of political statements beyond
pointing to the vector of the operation by referring to a corresponding technical
channel for further evidence. However, this also requires a high degree of capacity
on the part of the attributing state.

Estimative Probability

Alongside references to evidence, the U.S.,’° Japan,””’ and Germany*’’ have
mentioned levels of confidence?” or likelihood*** with respect to their attribution
assessments in minimal scope. Including such wording can signal to the attributed
state a high attribution capacity and may demonstrate to other states and the
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general public that the state in question exercises great care in pronouncing
attribution assessments. Japan, in a statement, and the U.S., through both political
and technical channels, have provided indications of confidence or likelihood with
respect to the certainty with which the specific actor was argued to have conducted
the operation attributed.”” The U.S. also employed WEP to express the extent to
which the attributed actor was considered to have used specific means to that
end”’® and to articulate an estimate as to whether the operation attributed was still
ongoing.””” Germany used levels of likelihood to demonstrate the certainty with which
it assessed a specific actor to operate as part of a particular state’s intelligence
services.”” In its OPPAs, Australia did not explicitly use levels of confidence or
likelihood and only employed verbs such as “confirm” or “assess” without further
specification. Yet, former Australian Cyber Ambassador Feakin hinted that Australia
would strive to reach a level of “beyond a reasonable doubt”?® before proceeding
with OPPAs.

Convergence among Focus Countries

Expectedly, the focus countries’ OPPA practices did not allow to derive
a requirement to include evidence in an OPPA, also given that it is a highly
politicized matter. While there is little room for convergence among focus
countries based on their practices, their attributions have nevertheless
indicated that, despite their conceptual distinction, technical and political
attribution are handled more fluidly in practice. Focus countries have
considered technical channels as a particularly suitable option to share
evidence. Given its low and not widespread rate of inclusion, as reflected in
focus countries’ practices, incorporating WEPs is one of the parameters that
displayed the least amount of convergence in practice.
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3.5 States increasingly coordinate their OPPAs with like-minded
countries.

In addition to domestic inter-agency OPPA practices, the international level and
respective coordination with other states are playing an increasingly important
role within the public attribution practices of the four focus countries.”’’ In general
terms, all focus countries highlighted the importance of international cooperation
and a collective approach in responding to cyber operations, especially within
political channels.””" From the perspective of the attributing state, internationally
coordinated public attributions are appealing because they can provide a broader
information base, expand the legitimacy and impact of public attribution, and
possibly decrease the risk of responsive repercussions on the part of the attributed
actor against an individual state. The extent to which a public attribution can be
internationally coordinated might also alter the decision calculus as to whether
states are prepared to go public in the first place, as opposed to when they would
have to shoulder potential consequences on their own.

At the same time, internationally coordinated attribution practices come with
their own set of caveats. In this respect, timing may represent a challenge, as
collaborative efforts ultimately require a balancing between the rapid ability to
act on the one hand and the strive to get more states on board on the other hand.
In addition, the international coordination of OPPAs is limited by the available
capacities of the participating states, restricting, for example, the independent
verification of intelligence information shared by other states to back up their
attribution assertions. As the sharing of intelligence information often constitutes
both a prerequisite and a challenge, international coordination on a specific OPPA is
very likely limited to closely like-minded states. Beyond the particular operations in
question, the extent of any international coordination on OPPA therefore rests highly
upon trust and maintaining relationships between states.

Focus countries have engaged in international cooperation and coordination within
their OPPAs in the following ways:
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Sincethefirst OPPAiIn 2014,?"*allfour focus countries have engagedininternationally
coordinated OPPAs via political and technical channels. The first internationally
coordinated OPPA by any focus country occurred in December 2017 by Australia,
Japan, and the U.S. following the WannaCry ransomware operation.”’* Out of the 164
OPPAs analyzed, 25 cases had, to varying degrees, been internationally coordinated.
A tabular overview outlining these 25 cases is contained in Annex V.

The attribution of responsibility for the Microsoft Exchange exploitations in July
2021 to Chinese actors constitutes the only time that all four focus countries
(Germany via an EU statement) attributed the same operation. Three of the four
focus countries were involved in the internationally coordinated OPPAs attributing
the following cyber operations: WannaCry (2017), CloudHopper (2018), SolarWinds
(2021, Germany via EU statement), and KA-SAT (2022). In 11 instances, two of the
four focus countries attributed the same operation jointly or in very close temporal
proximity.

International Coordination

When comparing these 25 instances, it becomes evident that international
coordination has gradually increased. This also indicates that temporal constraints
are decreasing, and the pace at which states can gain support from other states also
willing and comfortable with going public is growing.
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Focus countries have used three main types of international coordination with
differing levels of coordination. Especially in the beginning of international
coordination on OPPA, Australia, Japan, and the U.S. mainly used communication
channels to support the OPPA by (an)other state(s) shortly after it had been issued.
In the beginning, they did so regularly without, but subsequently often with an
own supporting attribution assessment. In this respect, in the period investigated,
Australia issued three supportive statements (in 2018,>'“ 2020,'* and 2021%'°), once
with its own attribution confirmation (2021). All of Japan’s attribution statements
were phrased as a support to a preceding attribution practice of other countries—
especially the U.S.—as theirs begin with a reference to the respective statements.
The latest statements of 2018?"” and 2021°"® also included a reference to a national
determination confirming the attribution to the respective attributed actor. The
U.S. recently engaged in a public attribution supporting the attribution practices
of multiple states by adding its own attribution assessment.”’ Germany (via an
EU declaration issued in the name of the EU and its Member States) and a tweet
by its Cyber Ambassador have twice supported the OPPA of another state without
adding their own attribution assessment.?””’ This also applies to a statement by the
North Atlantic Council relating to the Microsoft Exchange operation, in which NATO
Allies—including Germany—expressed their solidarity with the operation’s victims
and acknowledged that “Allies, such as Canada, the United Kingdom, and the United
States, attribut[ed] responsibility for the Microsoft Exchange Server compromise
to the People’s Republic of China.”??' Prior to that, the international dimension of
German public attribution practice was limited to a few cases that retrospectively
endorsed previous OPPAs by other states,’”” requiring less to no international
coordination, thus exemplarily illustrating enhanced international coordination in
recent years.
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Compared to the beginning, practices of support and endorsement have since
been increasingly superseded by joint public attributions. Such internationally
coordinated OPPAs have taken the form of joint technical advisories or jointly
coordinated political statements. All focus countries, except for Japan, have
engaged in such practices. In contrast to expressions of support, as previously
discussed, OPPAs matching this type of international coordination refer to a
joint and simultaneous attribution effort—in contrast to support statements
phrased as building upon a preceding attribution by (an)other state(s). When it
comes to internationally coordinated political statements, it is noteworthy that
compared to Australia,’” the U.S.?”* rarely explicitly mentioned that their OPPA
were being communicated following engagement and consultation with other
states. Notwithstanding, the U.S. actively appealed to other states in its OPPAs to
“join [the U.S.] in holding malicious cyber actors accountable”?*® to prospectively
expand the circle of countries engaged in OPPA efforts. Compared to the U.S. and
Australia, Germany’s joint international attribution practice remains limited. Its
primary vehicle to this end did not represent ad hoc coordinated like-minded
coalitions, seemingly the U.S. and Australian preference, but public attribution
within the framework of the EU.
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B8 OPPA at the EU Level

As part of the so-called EU Cyber Diplomacy Toolbox established in
2017, EU Member States agreed in 2019 on guidelines for “coordinated
attribution at EU level,””*” acknowledging that attribution remains a national
prerogative. One or multiple EU Member States can initiate the process
toward a coordinated attribution. The decision on whether to coordinate
and/or to publish a coordinated attribution rests with the Council of the
EU, composed of representatives of all EU Member States, thus requiring
consensus among all 27 Member States. When a decision is made, the
Council may also consider facilitating a coordinated attribution with other
non-EU countries or regional/international organizations. It is important
to note that sanctions possibly agreed upon within the framework of the
EU Cyber Diplomacy Toolbox do not require a political attribution and are
deliberately not considered as such, also since they can only be directed at
legal or natural persons.

As for statements, joint advisories constitute a more recent practice for Germany,
with the first, and so far only, joint advisory including an attribution issued in
March 2023 with South Korean authorities.””° Compared to Germany, especially the
U.S., but also the Australian practice of joint international advisories has evolved
significantly since 2018. Given the close relationship between their agencies in the
framework of the Five Eyes intelligence alliance, it is unsurprising that particularly
agencies from the United Kingdom, Canada, and sometimes New Zealand take
part in coordinated attribution.
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International Cooperation

In addition to coordinating individual OPPAs, states also referred to international
cooperation within their public attributions with respect to evidence and
information-sharing. Australia and the U.S. pointed to consultations with other
states or the provision of foreign information as a (supplementary) basis for
attribution assessments.*? For instance, in two-thirds of its statements, Australia
noted that its attribution assessments were made “in consultation with our
partners.””*? In contrast, the U.S. tended to indicate in its OPPAs made via political
channels, that it shared respective information with other states. For example, it
noted that like-minded countries “have seen [their] analysis”*** or highlighted that
it had “shared the underlying intelligence”*** with other states.

When it comes to criminal law channels, the respective press releases frequently
noted international cooperation during investigations that led to the particular
indictments, for instance, by naming the contribution of specific partner
authorities.”® Less explicit than these examples, Japan referenced a U.S. CISA
advisory in its latest alert, also emphasizing that it drew on the respective
information as part of its attribution assessment.””” While some degree of
international information-sharing can be assumed to occur preceding many, if not
most, attributions, highlighting it within OPPAs may also increase reliability by
permitting cross-validation. It can also serve as a safeguard in the sense that it
may decrease the potential for responses on the part of the attributed government
to be directed at only one state.
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Convergence among Focus Countries

Focus countries’ practice indicated that international coordination on OPPAs
is increasing. Especially when it comes to political channels, some degree of
international coordination did even—seemingly—represent a prerequisite
for some states to engage in OPPA, as, for example, both Australia and Japan
never issued a unilateral, not internationally coordinated OPPA when using
a political channel (Australia also in its use of technical channels). Similarly,
since establishing its attribution process, Germany also exclusively engaged
in multilateral OPPAs. There thus appears to be some consensus among focus
countries that, if possible, states should at least consult like-minded states
before publicizing their OPPAs. However, whether such consultations extend
to the actual pursuit of an internationally coordinated OPPA in individual
instances cannot be pre-determined and remains a national decision on a
case-by-case basis.

3.6 States regularly explain why they attribute, pointing to the
operation, their policies, past OPPAs, and/or international
commitments.

The parameters touched upon in sections 3.1-3.5 have focused on both what has
been attributed and how the focus countries have conducted their OPPAs. However,
they leave open the question of why states publicly attributed the respective
operations in the first place. Often, focus countries have included or at least given
a glimpse into their reasoning within their OPPA practices, primarily when political
channels were used.

In explaining why they did so, the focus countries pointed to different reasons as
follows:
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Table 7:

Reasons for Pursuing
OPPAs—Options
and Focus Countries’
Practice

Parameter

Specification of the
severity of the operation
attributed

[©

Formulation of policy
objectives pursued with
OPPA

=)
5

Linkage to national
(attribution) policy

EI-E%

Inclusion of reference to
prior OPPAs

1

Reference to cyber norms
or other commitments

Options

Indication of effect and/or impact of
operation attributed

Indication of threats and/or risks posed
by operation attributed

Indication of assumed goals of
attributed actor

Exposure of or response to malicious
cyber activity

Imposition of pressure, costs, or
consequences

Provision of information, awareness
raising, and/or warning of organizations

Defense and protection of national
interests or allies

Reference to national strategies/policy
documents

Mentioning of domestic or international
cybersecurity response actions

Inclusion of a reference to own previous
OPPA practices in general or to the
same attributed actor

Indirect or explicit reference to UN
cyber norms or the framework of
responsible state behavior

Reference to bilateral or international
commitments

Mentioning non-compliance with
a specific cyber norm or other
commitments

O O O e O e e o o

O

While each reason represents a distinct parameter, they are considered togetherin
this section because they can be mutually reinforcing when employed. Stating all
or some of these reasons may offer states a way to influence the OPPA’s narrative
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and framing for its audience. Insights into a state’s reasoning can increase the
perceived policy coherence, the predictability of how policies are enacted, and the
comprehensibility of a country’s attribution decision. The extent to which states
act on these parameters also highly depends on whether foreign or domestic
policy motivations are pursued and which type of channel is being used. Regarding
the latter, the focus countries have especially included reasons when they
communicated OPPAs via political channels.

Severity of Operation Attributed

When it comes to clarifying the reasons why the operation in question was
attributed, the focus countries have indicated various aspects, including
specifying its effect and impact, the threat and risks it poses, and details on the
assumed goals of the attributed actor, building upon the factual description of
the operation attributed. This parameter allows states to emphasize particular
elements of the operation that they deem particularly concerning, which can
provide a narrative as to why the OPPA has been pursued or deepen it. What
information states include may also permit insights into what factors play a role
in determining whether to pursue public attribution in general.”*® In this respect,
specifications of the operation’s severity can also contribute to shaping common
understandings about what kind of behavior states do not tolerate. Relevant to
the evidence parameter discussed in section 3.4, the more details are provided
in this respect, the more the need arises to also substantiate these claims or
provide some background.

Effect and Impact

Relating to the effect and impact of the operation, Australia and the U.S. have, for
example, expressed that the operation attributed was “disruptive”*° (Georgia)
and/or “destructive””*° (Viasat). Both states also indicated whether the operations
of (critical) infrastructure providing services to the public had been suspended
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or interrupted.”" In addition, in some instances, the U.S. mentioned that systems
had been rendered “inoperable””*? or “useless.””** Australia,”** Germany,”** and the
EU?*® mentioned spill-over effects caused by the operation to entities located in
countries other than the intended target that affected uninvolved third parties.
The U.S., Germany, and the EU also specified whether data has been compromised
or stolen.?”” In a few cases, Australia and the U.S. added whether this includes data
of a confidential or sensitive nature.”*? In some of their OPPAs, Australia, Germany,
and the U.S. included details on the sophistication of either the operation or the
methods used by the attributed actor. For example, Australia, Germany, and the
U.S. outlined the sophistication of tools used by the attributed actor,?*° the U.S.
laid out if the attributed operation was “unprecedented,””° or Germany mentioned
whether the attributed actor was considered to have used a significant amount of
resources to conduct the attributed operation.

Threats and Risks

Different from effect and impact, outlining threats and/or risks posed by the
operation attributed offers states the opportunity to highlight what they consider
implicated and worth protecting. In this respect, all focus countries sometimes
highlighted to varying degrees that the operations attributed represented a threat
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or risk to their own national security.””” The U.S. and Australia have additionally
accentuated national security concerns of an allied or partner state.””® In this
respect, Australia also alluded to international stability and security more
broadly, as well as its “government operations””** as potentially impacted areas
of significance requiring protection.””®> Moreover, Japan,”*® Germany,””’ the EU,?*®
Australia,””® and the U.S.underlined threats or risks to democratic decision-making
processes, for example, “to undermine the democratic processes and institutions
essential to the functioning of our democracy and that of other countries.””*° The
U.S.,*" Australia,”*” and the EU?*** mentioned implications for the (global) economy
and the integrity of the (international) financial system. Additionally, the U.S. and
Australia invoked “public safety”?** or the “safety and welfare of individuals,”?*
whereas Japan frequently alluded to the “security of cyberspace”?*° that is or can
be impacted by the attributed behavior.

252 For example, Minister for Foreign Affairs, Minister for Home Affairs and Minister of Defence (2021): Australia joins
international partners in attribution of malicious cyber activity to China; Auswaértiges Amt (2021): Cyberangriffe
auf Bundestagsabgeordnete und Landtagsabgeordnete durch den Cyberakteur ,Ghostwriter®; Council of the
European Union (2021): China: Declaration by the High Representative on behalf of the European Union urging

Chinese authorities to take action against malicious cyber activities undertaken from its territory; and Ministry
of Foreign Affairs of Japan (2021): Cases of cyberattacks including those by a group known as APT40 which the
Chinese government is behind (Statement by Press Secretary YOSHIDA Tomoyuki).

253 For example, Minister for Foreign Affairs, Minister for Home Affairs and Minister of Defence (2022): Attribution to
Russia of malicious cyber activity against Ukraine and The White House (2022): Statement by NSC Spokesperson
Adrienne Watson on Iran’s Cyberattack against Albania.

254 For example, Minister for Law Enforcement and Cyber Security (2018): Australian Government attribution of the
‘NotPetya’ cyber incident to Russia.

255 Minister for Foreign Affairs, Minister for Home Affairs and Minister of Defence (2021): Australia joins international
partners in attribution of malicious cyber activity to China and Prime Minister and Minister for Foreign Affairs
(2018): Attribution of a pattern of malicious cyber activity to Russia.

256 Ministry of Foreign Affairs of Japan (2021): Cases of cyberattacks including those by a group known as APT40 which
the Chinese government is behind (Statement by Press Secretary YOSHIDA Tomoyuki).

257 Auswartiges Amt (2022): Auswartiges Amt verurteilt Cyberangriff der Russischen Féderation.

258 Council of the European Union (2021): Declaration by the High Representative on behalf of the European Union on
respect for the EU’s democratic processes.

259 Minister for Foreign Affairs (2020): Attribution of malicious cyber activity in Georgia to Russian Military Intelligence.

260 Department of State (2022): Targeting Russia’s Global Malign Influence Operations and Election Interference
Activities.

261 For example, CISA et al. (2020): FASTCash 2.0: North Korea‘s BeagleBoyz Robbing Banks.

262 For example, Minister for Law Enforcement and Cyber Security (2018): Australian Government attribution of the
‘NotPetya’ cyber incident to Russia.

263 For example, Council of the European Union (2021): China: Declaration by the High Representative on behalf of the
European Union urging Chinese authorities to take action against malicious cyber activities undertaken from its
territory.

264 The White House (2021): Fact Sheet: Imposing Costs for Harmful Foreign Activities by the Russian Government.
Australia has referred to public safety in the following OPPA: Minister for Foreign Affairs, Minister for Home Affairs
and Minister of Defence (2021): Attribution of cyber incident to Russia.

265 Minister for Law Enforcement and Cyber Security (2018): Australian Government attribution of the ‘NotPetya’ cyber
incident to Russia. In a similar vein, in one of its OPPAs the U.S. mentioned that the operation in question “pose[d]
an elevated risk of harm to the population” (The White House (2022): Statement by NSC Spokesperson Adrienne
Watson on Iran’s Cyberattack against Albania).

266 For example, Ministry of Foreign Affairs of Japan (2021): Cases of cyberattacks including those by a group known as
APT40 which the Chinese government is behind (Statement by Press Secretary YOSHIDA Tomoyuki).
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Assumed Goals of Attributed Actor

Within their reasoning, the U.S., Australia’®”’, and Germany’*® also recounted the
assumed goals and gains of the attributed actor. The inclusion of corresponding
assumptions permits states to embed the operation or campaign attributed in
the broader policy goals of the attributed actor, which can underline the perceived
necessity of resorting to an OPPA. For example, in one of its OPPAs, the U.S. stressed
that Iranian APT groups were “likely intent on influencing and interfering with the U.S.
elections to sow discord among voters and undermine public confidence in the U.S.
electoral process.””*® The U.S. also pointed out the advancement of national security
objectives,”’’ the exercise of influence on foreign policies,””" the circumvention
of sanctions,””? the facilitation of a competitive advantage,””” or the silencing of
journalists or dissidents?’“ that the attributed actor might have sought or derived
from the operation attributed. States also underscored whether the intended or
impacted targets were of reconnaissance, economic, political, or other strategic
interest or relevance to the attributed actor.

Insheddinglighton the attributed actor’s goals, Germany and the U.S. also outlined
whether the operation stood individually or was part of a broader multi-stage
intrusion, for example, in preparation for subsequent influence operations?’® or to
“disrupt and damage [...] at a future time of [the attributed actor’s] choosing.”

In a similar vein, in a few instances, the U.S., Germany, and Australia highlighted
how the operation attributed relates to other activities by the attributed actor (not
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necessarily exclusively regarding cyber operations)?’® or linked it to previously
identified behavioral patterns of the attributed actor.?”’® Especially in recent years,
states emphasized that there was a political or temporal context of relevance to
the operations attributed.?”®® For example, in February 2022, the U.S. noted that
the “recent spate of cyberattacks in Ukraine [...could lay] the groundwork for more
disruptive cyberattacks accompanying a potential further invasion of Ukraine’s
sovereign territory.”

Policy Objectives

In addition to shedding light on the operation in question, states may also provide
explanations as to why they are pursuing an OPPA in a specific case through the
formulation of policy objectives. All states (Germany via the EU), particularly
Australia and the U.S., have expressed their motivation to expose or respond to
malicious cyber activity.”*” In a similar vein, all focus countries except Germany
pointed out their desire to impose costs, consequences, or pressure on the
attributed actor through the OPPA.?** The U.S. also sought to impose costs to make
the attributed actor change or cease its behavior?®* and in an effort to “hold [it]
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accountable.””®* Unlike other focus countries, the U.S. also invoked the defense
and protection of national interests and allies’®® as driving factors behind its
decision to move for an OPPA. These three policy objectives have been particularly
alluded to within OPPAs through political channels. In contrast, the focus countries’
practices within technical channels—but also statements to a lesser degree—
emphasized the objective of providing information, raising awareness, and/or
warning organizations, catering predominantly to a domestic audience.”®” For
instance, Germany stated that one of its alerts including an OPPA was published
in an effort to draw the attention of German companies to the exposed threat
situation,”*® or that it had published an advisory to “raise awareness of KIMSUKY’s
[...] cyber campaigns [...] targeting experts on the Korean Peninsula and North
Korea issues.”

National (Attribution) Policy

Aside from mentioning individual policy objectives driving the decision to publish
an OPPA, governments have also linked OPPAs to their national (attribution)
policies. As for the formulation of policy objectives, such linkage can serve to
reflect domestic policy considerations and priorities. Across cases, Australia and
the U.S. linked their OPPAs to their national (attribution) policies particularly often.
They did so in various ways, such as referencing policy documents, like national
or international cybersecurity strategies. For example, Australia underscored
that its “2017 International Cyber Engagement Strategy commits Australia
to deter and respond to malevolent behaviour in cyberspace,””®® or the U.S.
brought up that “accountability and cooperation are the cornerstone principles
of [its] cybersecurity strategy.”*°" Australia and the U.S. also highlighted specific
domestic or international cybersecurity response actions within their OPPAs. For
example, the U.S. pointed out efforts to “modernize federal networks and improve
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the nation’s cybersecurity, including of critical infrastructure””*” and announced
specific follow-up measures to impacted entities such as “offer[ing] additional
capacity building and technical assistance to help strengthen Georgia’s public
institutions and improve its ability to protectitself from these kinds of activities.”
When included, Australian OPPA practices particularly emphasized domestic
actions taken, encompassing, for example, financial investments to increase
capacity and new legislative proposals or strategies.””* Partly, Australia also
mentioned activities involving other countries, such as the provision of assistance
and training or the initiation of a bilateral dialogue on cybersecurity policy.

Prior OPPAs

Australia, Japan, and the U.S. also included references to either their own
previous OPPA practices in general or, if applicable, to the same attributed
actor. They may have done so to establish coherence between different OPPA
practices and to provide a comprehensive public record of the attributed actor’s
activities. For example, in one of its three statements, Japan referred to a prior
attribution of another operation to China.?*® Australia included references to the
year it first engaged in an OPPA and shed light on recent examples of previous
attributions to otheractors and the same attributed country.”” U.S. OPPA practices
predominantly included references to prior attributions to the same actor.””® At
times, U.S. technical channels have also been updated in retrospect to include a
U.S. government attribution of previously highlighted malicious activities.
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Cyber Norms and International Commitments

Especially when issuing OPPAs in the form of statements, focus countries
have sometimes resorted to references to UN cyber norms, international
commitments, or international law as part of their reasoning. Corresponding
references can facilitate the practical interpretation of these commitments and
identify specific activities that states perceive are countering them. Applying
these abstract formulations to particular operations can provide insight into
national understandings of individual norms and rules. This is especially relevant
in times when some states express the position that accountability for activities in
cyberspace only exists once states have agreed on a dedicated international treaty
on information security.””’ Acting on this policy option in the affirmative can thus
help advance the implementation of the framework of responsible state behavior
as well as the enforcement of other commitments in practice.

Across focus countries’ OPPA practices, references to the framework of responsible
state behavior increased, but remained limited overall. All states (Germany via the
EU®%?), included either indirect or explicit references to UN cyber norms since 2018
(Australia, Japan, and the U.S.) and 2021 (EU), yet, not all countries employed them
similarly. The U.S.included references to cyber normsin all types of communication
channels, with an emphasis on statements, and the others have done so
exclusively in the framework of political channels. Especially in the beginning,
focus countries—excluding Australia—mostly made indirect references.?”” Since
then, all focus countries except Japan have tended toward establishing more
explicit connections to UN cyber norms.*** Australia,**® the U.S.,*°° and the EU
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also called on the attributed actor to adhere to and fulfill respective commitments.
Additionally, Australia extended this plea to the international community in a few
instances.

Despite these increasingly specific references to UN cyber norms, focus
countries have only once pointed to a particular non-compliance. Following the
cyber operation targeting Albanian government networks in 2022, the U.S. noted
that “Iran’s conduct disregards norms of responsible peacetime State behavior
in cyberspace, which includes a norm on refraining from damaging critical

infrastructure that provides services to the public.”**° It went on to underline that
it considers Iran’s compliance with the norm to be impaired given that “Albania
views impacted government networks as critical infrastructure.”'® Close to

mentioning a specific non-compliance, EU declarations on the Microsoft Exchange
exploitation, the Ghostwriter operation, and the operation against the KA-SAT
network highlighted that the attributed behavior was “undertaken in contradiction
with the norms of responsible state behavior.”®"" Increased references to cyber
norms, especially when outlining instances of non-compliance, are desirable to
advance the consolidation of shared understandings. At the same time, it must
be acknowledged that states may also deliberately seek ambiguity in this respect.
This is because, for instance, states may fear that the specification of any red lines
could result in subsequent operations occurring precisely below that threshold.

In addition to UN cyber norms, Australia, Japan, and the U.S. also referred to
other bilateral or international commitments, focusing primarily on intellectual
property theft. Forinstance, Australia,’'? Japan,®'* and the U.S.*"* either referenced
or claimed that China violated a G20 commitment “prohibiti[ng] ICT enabled theft
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of intellectual property,

reaffirmation.

Differing from advancing references to cyber norms within the practices of the four
focus countries, references to international law remain rare and subtle, and none
of the OPPA practices analyzed outlined a specific violation of international law.
focus countries sometimes included indirect references by mentioning either
Australia is the only focus
country to have explicitly referenced international law—however, it also did not go

All

the rule of law or the rules-based international order.

into further detail.
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Convergence among Focus Countries

Most focus countries’ OPPAs provided reasons as to why an operation was
attributed that matched at least one of the identified parameters. States thus
appear to assent that at least ideally, OPPAs should include some form of
reasoning for why an OPPA is being pursued. At the same time, focus countries
did not seem to hold clear preferences regarding whether this should come in
the form of outlining the severity of the operation, formulating policy objectives,
linking it to general policy, referencing prior OPPAs, or alluding to international
commitments. Of these, focus countries most often pointed to the severity of
the operation attributed, followed by the formulation of policy objectives. In
recent years, focus countries’ OPPAs increasingly brought up cyber norms. In
comparison to these three parameters, explicit links to national (attribution)
policies and/or prior OPPAs across cases were established less consistently
and widely across cases.

to which Australia also added its subsequent bilateral
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4. Sharing Perspectives on Official Public
Political Attribution with Other States

In addition to conductingindividual OPPAs, states may also be interested in sharing
and disseminating perspectives ontheir OPPA policies with and among other states.
Especially when states hold preferences about how to conduct OPPAs, they can be
expected to be interested in sharing these understandings with other states, the
international community as a whole, or even the public. In other words, as a former
U.S. diplomat put it, if states are interested in shaping respective discussions,
they need to engage in “attribution diplomacy.”*"? It can be assumed that many,
if not most, of the respective diplomatic exchanges happen behind closed doors.
Thus, it must be acknowledged that the publicly accessible information very likely
only reflects a small portion of actual state practices and states probably choose
to publicize only parts or aspects in their particular interest.

Focus countries have pursued at least four pathways to share their perspectives
on OPPA:

1. Via agenda-setting activities,
By sharing information about the national approach and policy on attribution,

By building coalitions with like-minded states, and

PN

By conducting cyber capacity-building (CCB) activities with CCB partner states.

= 2 2 sl

Agenda-setting Information-sharing Coalition-building Capacity-building

AR o= ERWR o= FRWA ¢ = (=

Their pursuit is not mutually exclusive given possibly overlapping objectives. Also,
international coordination on individual OPPAs as discussed in Section 3.5 may
contribute to sharing one’s own perspective with other states and soliciting their
support.

319 Department of State (2020): Responding to Modern Cyber Threats with Diplomacy and Deterrence. In International
Relations literature, this behavior is referred to as “norm entrepreneurship” (see further Martha Finnemore and

Kathryn Sikkink (1998): International Norm Dynamics and Political Change, in: International Organization 52 (4), pp.
887-917 and Martha Finnemore and Duncan B. Hollis (2016): Constructing Norms for Global Cybersecurity, in: The
American Journal of International Law 110 (3), pp. 425-479).
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Agenda-setting activities, that is, bringing the issue to the attention of other
actors, can take the elementary forms of raising awareness of the concept of
public attribution of cyber operations to calling for international discussions or
joint activities. Focus countries did so particularly within the framework of the UN.
The UN Open-ended Working Group on security of and in the use of information and
communications technologies (OEWG) constitutes the most prominent forum for
respective focus countries’ practices. It also represents a particularly promising
forum for states seeking to engage in agenda-setting activities because it is open
to all 193 UN Member States, holds public sessions, and has a track record of high
and continuously increasing Member State participation. During formal sessions
of the UN OEWG, all focus countries raised the issue of (public) attribution.

For instance, both Australia®’' and Germany??* referred to their own past OPPAs.
Germany also raised the need for “further work on how to conduct attribution of
cyber incidents,”*”® and the U.S. called for “additional guidance on this important
topic.”?** Japan also touched upon the issue within a UN Security Council meeting
discussing cybersecurity,’”” and Germany®*° and Australia®*” included it in national
contributions to adedicated, thematic annual report of the UN. States also brought
up the issue of attribution in ministerial meetings of the Group of Seven (G7)**%,
the Five Eyes intelligence cooperation,*” or a strategic trilateral dialogue between
Australia, Japan, and the U.S.**° There is no public indication as to whether any
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of the focus countries raised the issue in other bilateral settings, such as cyber
dialogues or consultations.

Information-sharing activities can complement agenda-setting objectives.
Nevertheless, there are limits, as states cannot be expected to “provide complete
transparency on their own guiding principles for public attribution”**" due to
the widespread confidentiality of internal decision-making processes. However,
sharing information on the national approach and policy on attribution can be
beneficial, as it may influence how other states perceive individual OPPA practices.
Such information can provide insights for contextualization, for example, how a
state reaches an attribution decision or its respective priorities. In like-minded
circles, increased information-sharing might, over the medium or long term, also
facilitate increased international coordination on OPPAs as an output of enhanced
confidence-building.

In this respect, the practices of the four focus countries indicate a trend toward
being more open, as they have used a variety of mediums for that purpose. For
instance, all states have included information on their perspective on attribution
within national publications, such as annual intelligence reports,**” annual
disarmament reports,*** annual Ministry of Foreign Affairs reports,*** cyber-
related threat reports,®* or national papers on either the implementation of the
UN GGE cyber norms®**® or specifically the attribution of cyber operations.?*” Worth
mentioningis a position paper by German Cyber Ambassador Regine Grienberger,in
her personal capacity, in which she, inter alia, shared experiences with and lessons
learned from Germany’s national attribution processes.** All focus countries also
published national position papers on the applicability of international law that
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touch upon the issue of attribution.”** Additionally, national government officials
raised the issue within speeches, referencing previous activities, for example.

On a strategic level, Australia, Germany, Japan, and the U.S. laid out attribution-
related policy priorities in the framework of their national security strategies,
national cybersecurity strategies,**” or other thematic strategies.?** Most likely
less in the public spotlight of other states, Australia has also provided input and
answered questionsrelatingto,amongotherissues,its nationalattribution process
or past Australian attributions in the context of publicly transcribed domestic
parliamentary debates.*** Germany**° and Australia®® also publicly acknowledged
that they have shared their confidential national attribution processes with other
countries. The German Cyber Ambassador also shared that Germany disclosed its
analysis of the Viasat incident and explained its response with and to other states
within the framework of the OSCE a week after it had communicated its OPPA.

Australia and the U.S. also provide a publicly available list of their past OPPA

practices in varying formats.*** While the initial setting up of such an overview on
their website does not require many resources, continuous updates are required.
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Rather than general information about national attribution policy, such a list
shows how states have implemented these policies in practice, which is essential
for sharing perspectives on OPPA. Australia has done so for OPPAs communicated
via political channels,*** whereas the U.S. has maintained both country-specific
overviews of alerts, advisories, or reports outlining respective malicious behaviors
for four perpetrator states®° and an overview of cyber-related sanctions issued.

In addition to sharing information and putting the issue on the agenda, the
focus countries engaged in coalition-building activities with like-minded states.
Corresponding activities can take place at various levels of formalization and may
provide connecting points and fora for further coordination and trusted avenues
to share information and exchange views. In turn, they can also facilitate the
degree of coordination when it comes to individual OPPA practices. To this end,
focus countries have convened or participated®? in like-minded international
discussions. For instance, through its 2018 National Cyber Strategy, the U.S.
established a so-called “Cyber Deterrence Initiative” seeking to “work with like-
minded states to coordinate and support each other’s responses to significant
malicious cyber incidents, including through intelligence sharing, buttressing of
attribution claims, public statements of support for responsive actions taken, and
joint imposition of consequences against malign actors.”*** In September 2019,
all four focus countries—with others—pledged that they would, inter alia, “when
necessary, [...] work together on a voluntary basis to hold states accountable when
they act contrary to this framework”*** in the framework of a joint statement on
advancing responsible state behavior in cyberspace. Nevertheless, despite these
announcements and agreements, little is known or has been disclosed about how
these commitments have been or are implemented in practice. Moreover, after
peaking in 2019, there has since been a remarkable decrease in publicly available
information on similar coalition-building activities.
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Focus countries have also shared preferences about the conduct of OPPAs through
international capacity-building activities. While many states have highlighted the
importance of capacity-building related to attribution,*** only the U.S. has publicly
shared that they implemented respective activities in practice. In 2021, they
hosted a “first-of-its kind course for policymakers worldwide on the policy and
technical aspects of publicly attributing cyber incidents” at the George C. Marshall
Center in Germany“*°. A total of 50 policymakers from all over the world attended
the course, which provided “capacity-building assistance to help partner nations
more effectively organize, engage in discussions, and take appropriate national
action on public attribution when responding to significant cyber incidents.”
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5. Conclusion and Outlook

Giventhe prevalenceofcyberoperations,pursuing OPPAswill continuetoconstitute
a central policy instrument for states to respond to them. Against this backdrop,
it is necessary to not only discuss whether and under which circumstances to
use OPPA, but also how to do so. This paper conducted a comparative analysis
examining how states have publicly disclosed information tying a cyber operation
to another state through official channels, also referred to as OPPA. To this end,
this analysis focused on what, how, and why four states—Australia, Germany,
Japan, and the U.S.—officially and publicly attributed cyber operations seeking to
identify similarities and differences in their approaches. Based on their practices,
13 parameters with corresponding options were analyzed that serve to explore
areas of convergence and divergence among the focus countries.

Inclusion of estimative probability

Choice of communication channel Engagement in international cooperation

and coordination efforts

Specification of the severity of the operation
attributed

Selection of government entity(ies)
communicating the OPPA
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Factual description of the operation attributed

Provision of details on the attributed actor

Inclusion of a message to the attributed actor

Provision of or reference to evidence

Formulation of policy objectives pursued
with OPPA

Linkage to national (attribution) policy

Inclusion of reference to prior OPPAs

Reference to cyber norms or other
commitments
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In using these parameters as analytical categories for comparison, this analysis
has found that:
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. Communication channels and designated government entities vary across

countries and over time. This is important, as both parameters may pre-
determine or influence how many of the other parameters will be addressed
and impact the OPPA’'s framing and external reception. It may also coincide
with the pursuit of different policy objectives as focus countries have used
political, technical, as well as criminal law and economic sanctions channels
to communicate their OPPAs. Focus countries’ practice varies to the extent that
some states have prioritized particular channels at least for a period over time,
others have diversified their usage of channels over the years, while one state
has employed all three channels. Which government entities are designated as
communicator(s)—attributing actors—of the OPPA depends highly on national
institutional set-ups. The four focus countries coincide in that particularly their
Ministries of Foreign Affairs and national cybersecurity, intelligence, or law
enforcement agencies have assumed that role.

OPPAs always provide details on the operations attributed. Many OPPAs
particularly emphasize targets and/or victims of the operation, followed by
the timing and duration of the operation. Across cases, the damage and harm
caused by the operation has been increasingly, but less often, alluded to.

OPPAs differ in how they specify the attributed actor and sometimes include
a message addressed to the actor. Focus countries’ OPPAs have always
attributed authorship for the outlined behavior. Due to the variety of potential
constellations between an attributed government and the perpetrator(s) of a
cyber operation, states often have some political leeway regarding how to name
the other state—the attributed actor—deemed politically responsible. In this
respect, focus countries have employed seven different levels of specificity,
ranging from individuals working for organs or entities of a particular state to
the least specific exclusive reference to an APT group. The chosen channel can
affect what level is being used, since OPPAs conducted via technical, criminal
law, and economic sanctions channels generally attribute at a higher specificity
than their political counterparts, which show greater overall variety. Comparing
the employed levels of specificity over time suggests that states have tended
to be more specific in recent years, possibly also due to maturing attribution
policies and capacities. In addition to naming the attributed actor at any level
of specificity, focus countries have sometimes also used their OPPAs to publicly
appeal to the attributed actor to cease the operation attributed expressed that
they reserved the right to initiate further consequences.
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4. Only some OPPAs mention evidentiary information and estimative probability.
As part of their OPPAs, focus countries have occasionally—but slightly
increasing over time—mentioned the existence or reliance on technical
evidence, referred to governmental sources of evidence, or hinted at commercial
reporting informing their attribution decisions. This confirms that the choice
of communication channel is essential, since some channels may either
necessitate or be more prone to the inclusion of evidence, as well as levels
of confidence or likelihood. More rarely altogether, yet particularly in the form
of technical channels, focus countries have also provided specific technical
information substantiating their OPPAs—possibly in an effort to point out that
their political attributions were based on a preceding technical attribution.

5. States increasingly coordinate their OPPAs with like-minded countries.
Focus countries have internationally coordinated their OPPAs in three main
ways, in decreasing order of the degree of coordination required: participating
in internationally coordinated attributions, supporting the OPPA practice
of another state with or without their own attribution assessment, and
retrospectively endorsing the OPPA of another state. In recent years, focus
countries have predominantly made use of the first type in the form of
joint statements or advisories, either through more ad hoc, like-minded
constellations or institutionalized processes within the EU. As some states
have also referred to evidence of international origin or OPPAs of other states
informing their OPPA, focus countries appear to agree that, if possible, states
should at least consult like-minded states before publicizing their OPPAs.

6. States regularly explain why they attribute, pointing to the operation, their
policies, and/or international commitments. Most focus countries’ OPPAs
provided aglimpseintotheirreasoningastowhyanoperationisbeingattributed,
particularly when using political channels. Yet, focus countries do not seem to
hold clear preferences on whether this should be done in the form of outlining
the severity of the operation, formulating policy objectives, linking it to general
policy, referencing prior OPPAs, or alluding to international commitments, as
their practices do not indicate a consistent tendency in this regard. Of the five
parameters and across OPPAs, specifications of the effect and risks posed
by the operation, the formulation of policy objectives, and, increasingly, the
reference to international commitments have been most significant in terms of
quantity.

Given the varied ways in which states carried out their official public political
attributions, the degree and scope of international convergence regarding how
to conduct official public political attribution is limited among the four states at
present.
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At the same time, their practices also suggest three developments that merit
further observation in terms of possibly enhancing convergence in the future:

« Increased domestic inter-agency coordination through the joint issuance of an
OPPA by multiple domestic authorities and the codification of national attribution
processes,

« Thecombination of political statements and technical advisories to communicate
and substantiate an OPPA, and

» Progressively expanding references to cyber norms.

While these developments also indicate an augmented regularization and
structurization of OPPA policies within governments, it is too early to say whether
a particular convergence can be inferred from state practices.

With more public attributions likely on the horizon, more states may—actively or
incidentally—shape normative understandings of responsible attribution. States
seeking to demonstrate that they act responsibly when publicly attributing cyber
operations may want to consider building shared understandings on this issue with
other states. For this purpose, focus countries have engaged in agenda-setting,
proactive information-sharing, coalition-building, and capacity-building activities
to initiate or deepen a debate on responsible OPPA. The more a state engages in
these activities, the more it can be considered to be interested in spreading ideas
about how OPPAs should be conducted. The respective public engagements of the
focus countries match the quantitative distribution of OPPAs overall. Accordingly,
the U.S.displays a stronginterestin shaping understandings about OPPA. Australia
and recently also Germany have been active to some extent, while Japan has only
shown a few similar actions.

Given that many states are either regularizing or establishing their OPPA policies
and processes at the moment, the framework of parameters and options presented
in this analysis can aid decision-makers in developing an attribution policy or
increasing consistency across attributions. It may likewise be applied to other
states to shed light on the extent to which they (dis)agree on what constitutes
responsible attribution. Accordingly, the framework may help guide international
debate and inter-state exchanges on the topic, especially in like-minded
constellations, and support states’ efforts to operationalize UN cyber norm (b).

Even though almost 10 years have passed since the first OPPA, OPPAs still
represent a policy instrument that has only recently gained traction and political
importance. In the future, the way OPPAs are or should be conducted might become
more contested due to an expanding circle of states capable of and interested
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in making use of this policy instrument. Therefore, now is a crucial moment for
states to discuss best practices and voice preferences regarding how OPPAs
should be carried out. For the instrument to mature, a nuanced international
policy debate is required, and decision-makers should seek ways to increase
convergence, despite, or precisely because of, the topic’s sensitivity. Since these
understandings can contribute to conflict prevention and stabilization by creating
collective expectations as to how OPPAs are to be carried out responsibly, states
should actively consider what part they can or want to play in their elaboration—
either implicitly through their OPPA practices or explicitly through the pursuit of
pathways to spread ideas with and among other states.
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Annex

-1V

Structured by country in alphabetical order, the annex includes country-specific
overviews in the form of ‘OPPA Profiles’ of the four selected focus countries and a
list with sources of their OPPA practices. It also details attributing and attributed
actors of a specific OPPA. The OPPA Profiles build upon the analytical framework
comprising parameters and options discussed throughout Chapter 3. Within
OPPA profiles, options are highlighted in color when the particular state explicitly
employed it as part of its OPPA practice.

l. Australia

OPPA Profile: Australia

Parameters Options

Choice of technical communication channel
OPPA

Choice of communication

Choice of political communication channel

channel
Choice of criminal law or economic sanctions channel
Combination of various communication channels as part of a coordinated attribution practice
Designation of Ministry of Foreign Affairs, national cybersecurity/intelligence/law enforcement agency, or another
—J‘> government entity as communicator of the OPPA

Selection of government
entity(ies) communicating Joint issuance of OPPA by multiple domestic authorities
the OPPA

Indication of (type of) target/victim and/or its location

/E)\
10 _ 10
\6/
Indication of date when the operation attributed took place and, if applicable, its duration
Factual description of the

operation attributed Indication of harm and/or damage caused by the operation attributed
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Parameters

Options

>

Provision of details on the
attributed actor

e

>

Inclusion of a message to
the attributed actor

0101
0101
S

Provision of or reference to
evidence

Inclusion of estimative
probability

by @R
\ Q /
Engagementin
international cooperation
and coordination efforts

01}
0

Specification of the
severity of the operation
attributed

Reference to individuals working for organs or entities of a particular state

Reference to organs or entities of a particular state

Reference to actors operating under the direction of or sponsorship by a specific organ/entity of a particular state

Reference to actors operating under the direction of or sponsorship by government of a particular state

Reference to government of a particular state

Reference to “state X”

Exclusive reference to a specific APT group

Additional provision of details about the location out of which the attributed actor has operated

Additional inclusion of reference to prior activities/operations of attributed actor

Appeal to the attributed actor to cease activity(ies) attributed

Announcement of possible further consequences

Mentioning of existence or general reliance on technical evidence without further details

Reference to governmental sources of evidence

Reference to commercial reporting

Provision of technical information

Inclusion of a level of confidence or likelihood

Participation in internationally coordinated attribution

Support of OPPA practice by another state with own attribution assessment

Support of OPPA practice by another state without own attribution assessment

Retrospective endorsement of an OPPA by another state

Reference to evidence of international origin or OPPAs of other states
Indication of effect and/or impact of operation attributed

Indication of threats and/or risks posed by operation attributed

Indication of assumed goals of attributed actor
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Parameters

Options

[©

Formulation of policy
objectives pursued with
OPPA

=

—J

Linkage to national
(attribution) policy

O
ofo

O
Inclusion of reference to
prior OPPAs

@

Reference to cyber norms
or other commitments

Exposure of or response to malicious cyber activity

Imposition of pressure, costs, or consequences

Provision of information, awareness raising and/or warning of organizations

Defense and protection of national interests or allies

Reference to national strategies/policy documents

Mentioning of domestic or international cybersecurity response actions

Inclusion of a reference to own previous OPPA practices in general or to the same attributed actor

Indirect or explicit reference to UN cyber norms or the framework of responsible state behavior

Reference to bilateral or international commitments

Mentioning non-compliance with a specific cyber norm or other commitments
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List of Australian OPPA Practices

Communication
channel

Attributing
actor

Attributed
actor

Source

1 20

December

2017

Statement

Australian
Minister for
Foreign Affairs

“North Korea”

Minister for Foreign Affairs (2017): Australia attributes
WannaCry ransomware to North Korea.

2 16

February

2018

3-4 17
April
2018

5 04
October
2018

6 05
October
2018

7 21

December

2018

Statement

Statement

Alert

Statement

Statement

Statement

Minister for Law
Enforcement and
Cyber Security

Minister for Law
Enforcement and
Cyber Security

Australian Cyber
Security Centre

Prime Minister
& Minister for
Foreign Affairs

Minister for
Foreign Affairs

Minister for
Foreign Affairs &
Minister for Home
Affairs

“Russian state
sponsored actors”

“Russian state-
sponsored actors

2

“Russian state-
sponsored actors”

“Russian

military, and their
intelligence arm
‘the GRU””

“Russia”

“APT10, acting

on behalf of the
Chinese Ministry
of State Security”

Minister for Law Enforcement and Cyber Security (2018):
Australian Government attribution of the ‘NotPetya’
cyber incident to Russia.

Minister for Law Enforcement and Cyber Security (2018):
Australian Government attribution of cyber incident to
Russia.

Australian Cyber Security Centre (2018): Routers

targeted: Cisco Smart Install feature continues to be
targeted by Russian state-sponsored actors.

Prime Minister and Minister for Foreign Affairs (2018):
Attribution of a pattern of malicious cyber activity to
Russia.

Minister for Foreign Affairs (2018): Australia condemns
the cyber operations attributed to Russia against the
Organisation for the Prohibition of Chemical Weapons
(OPCW) and against Malaysian locations participating in
the Flight MH-17 investigation as revealed by Dutch and

UK authorities overnight.

Minister for Foreign Affairs and Minister for Home Affairs
(2018): Attribution of Chinese cyber-enabled commercial
intellectual property theft.

8 21

February

2020

Statement
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Minister for
Foreign Affairs

Annex

“GRU, Russia’s
military
intelligence
service”

Minister for Foreign Affairs (2020): Attribution of
malicious cyber activity in Georgia to Russian Military
Intelligence.
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https://www.dfat.gov.au/sites/default/files/australia-attributes-wannacry-ransomware-to-north-korea.pdf
https://www.dfat.gov.au/sites/default/files/australia-attributes-notpetya-malware-to-russia.pdf
https://www.dfat.gov.au/sites/default/files/australia-attributes-notpetya-malware-to-russia.pdf
https://www.dfat.gov.au/sites/default/files/australia-attributes-notpetya-malware-to-russia.pdf
https://www.dfat.gov.au/sites/default/files/australia-attributes-cyber-incident-to-russia.pdf
https://www.dfat.gov.au/sites/default/files/australia-attributes-cyber-incident-to-russia.pdf
https://www.dfat.gov.au/sites/default/files/australia-attributes-cyber-incident-to-russia.pdf
https://webarchive.nla.gov.au/awa/20200921035611/https://www.cyber.gov.au/acsc/view-all-content/alerts/routers-targeted-cisco-smart-install-feature-continues-be-targeted-russian-state-sponsored-actors
https://webarchive.nla.gov.au/awa/20200921035611/https://www.cyber.gov.au/acsc/view-all-content/alerts/routers-targeted-cisco-smart-install-feature-continues-be-targeted-russian-state-sponsored-actors
https://webarchive.nla.gov.au/awa/20200921035611/https://www.cyber.gov.au/acsc/view-all-content/alerts/routers-targeted-cisco-smart-install-feature-continues-be-targeted-russian-state-sponsored-actors
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/6249340/upload_binary/6249340.pdf
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/6249340/upload_binary/6249340.pdf
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/6249340/upload_binary/6249340.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-11/australia-condemns-cyber-operations-attributed-to-russia-targeting-opcw.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-11/australia-condemns-cyber-operations-attributed-to-russia-targeting-opcw.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-11/australia-condemns-cyber-operations-attributed-to-russia-targeting-opcw.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-11/australia-condemns-cyber-operations-attributed-to-russia-targeting-opcw.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-11/australia-condemns-cyber-operations-attributed-to-russia-targeting-opcw.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-11/australia-condemns-cyber-operations-attributed-to-russia-targeting-opcw.pdf
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/6403111/upload_binary/6403111.pdf
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/6403111/upload_binary/6403111.pdf
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/6403111/upload_binary/6403111.pdf
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/7197176/upload_binary/7197176.pdf
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/7197176/upload_binary/7197176.pdf
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/7197176/upload_binary/7197176.pdf
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9 17 Statement Australian “Russian actors Department of Foreign Affairs, Australian Government,
July Government [..] almost Australian Cyber Security Centre, and Australian
2020 Department of certainly Government Department of Home Affairs (2020): UK-US-
Foreign Affairs, operat[ing] as Canada Joint Advisory on Russia.
Australian part of Russian
Government, intelligence
Australian Cyber services”

Security Centre,
and Australian
Government
Department of
Home Affairs

10 15 Statement Minister for “Russian state Minister for Foreign Affairs, Minister for Home Affairs
April Foreign Affairs, actors” and Minister of Defence (2021): Attribution of cyber
2021 Minister for Home incident to Russia.

Affairs & Minister
for Defence

11 19 Statement Minister for “China‘s Ministry Minister for Foreign Affairs, Minister for Home Affairs
July Foreign Affairs, of State Security” and Minister of Defence (2021): Australia joins
2021 Minister for Home international partners in attribution of malicious cyber
Affairs & Minister activity to China.

for Defence

12 17 Advisory Australian Cyber “Iranian Australian Cyber Security Centre et al. (2021): Iranian
November Security Centre government- Government-Sponsored APT Cyber Actors Exploiting
2021 (with é FBI, sponsored APT Microsoft Exchange and Fortinet Vulnerabilities in
CISA, and S group” Furtherance of Malicious Activities.
NCSC)
13 20 Statement Minister for “Russian Main Minister for Foreign Affairs, Minister for Home Affairs
February Foreign Affairs, Intelligence and Minister of Defence (2022): Attribution to Russia of
2022 Minister for Home  Directorate malicious cyber activity against Ukraine.

Affairs & Minister ~ (GRU)”
for Defence

14 20 Advisory Australian Cyber “Russian Australian Cyber Security Centre et al. (2022): Russian
April Security Centre government” State-Sponsored and Criminal Cyber Threats to Critical
2022 (with Z= CISA, Infrastructure.
FBI, NsA, 141
cces, @@ Nesc,
and S NCSC
and NCA)
15 10 Statement Minister for “Russian military Minister for Foreign Affairs, Minister for Home Affairs
May Foreign Affairs, cyber operators” and Minister of Defence (2022): Attribution to Russia for
2022 Minister for Home malicious cyber activity against European networks.

Affairs & Minister
for Defence
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https://www.internationalcybertech.gov.au/node/22
https://www.internationalcybertech.gov.au/node/22
https://www.internationalcybertech.gov.au/node/22
https://www.internationalcybertech.gov.au/node/22
https://www.foreignminister.gov.au/minister/marise-payne/media-release/attribution-cyber-incident-russia
https://www.foreignminister.gov.au/minister/marise-payne/media-release/attribution-cyber-incident-russia
https://www.foreignminister.gov.au/minister/marise-payne/media-release/attribution-cyber-incident-russia
https://www.foreignminister.gov.au/minister/marise-payne/media-release/australia-joins-international-partners-attribution-malicious-cyber-activity-china
https://www.foreignminister.gov.au/minister/marise-payne/media-release/australia-joins-international-partners-attribution-malicious-cyber-activity-china
https://www.foreignminister.gov.au/minister/marise-payne/media-release/australia-joins-international-partners-attribution-malicious-cyber-activity-china
https://www.foreignminister.gov.au/minister/marise-payne/media-release/australia-joins-international-partners-attribution-malicious-cyber-activity-china
https://www.cisa.gov/sites/default/files/publications/AA21-321A-Iranian Government-Sponsored APT Actors Exploiting Vulnerabilities_1.pdf
https://www.cisa.gov/sites/default/files/publications/AA21-321A-Iranian Government-Sponsored APT Actors Exploiting Vulnerabilities_1.pdf
https://www.cisa.gov/sites/default/files/publications/AA21-321A-Iranian Government-Sponsored APT Actors Exploiting Vulnerabilities_1.pdf
https://www.cisa.gov/sites/default/files/publications/AA21-321A-Iranian Government-Sponsored APT Actors Exploiting Vulnerabilities_1.pdf
https://www.internationalcybertech.gov.au/Attribution-to-Russia-of-malicious-cyber-activity-against-Ukraine
https://www.internationalcybertech.gov.au/Attribution-to-Russia-of-malicious-cyber-activity-against-Ukraine
https://www.internationalcybertech.gov.au/Attribution-to-Russia-of-malicious-cyber-activity-against-Ukraine
https://www.internationalcybertech.gov.au/Attribution-to-Russia-of-malicious-cyber-activity-against-Ukraine
https://www.cyber.gov.au/sites/default/files/2023-02/AA22-110A_Joint_CSA_Russian_State-Sponsored_and_Criminal_Cyber_Threats_to_Critical_Infrastructure.pdf
https://www.cyber.gov.au/sites/default/files/2023-02/AA22-110A_Joint_CSA_Russian_State-Sponsored_and_Criminal_Cyber_Threats_to_Critical_Infrastructure.pdf
https://www.cyber.gov.au/sites/default/files/2023-02/AA22-110A_Joint_CSA_Russian_State-Sponsored_and_Criminal_Cyber_Threats_to_Critical_Infrastructure.pdf
https://www.cyber.gov.au/sites/default/files/2023-02/AA22-110A_Joint_CSA_Russian_State-Sponsored_and_Criminal_Cyber_Threats_to_Critical_Infrastructure.pdf
https://www.foreignminister.gov.au/minister/marise-payne/media-release/attribution-russia-malicious-cyber-activity-against-european-networks
https://www.foreignminister.gov.au/minister/marise-payne/media-release/attribution-russia-malicious-cyber-activity-against-european-networks
https://www.foreignminister.gov.au/minister/marise-payne/media-release/attribution-russia-malicious-cyber-activity-against-european-networks
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16 14 Advisory Australian Cyber “APT actors Australian Cyber Security Centre et al. (2022): Iranian
September Security Centre [...] affiliated Islamic Revolutionary Guard Corps-Affiliated Cyber
2022 (with g FBI, with the Iranian Actors Exploiting Vulnerabilities for Data Extortion and
CISA,NSA, U.S. Government’s Disk Encryption for Ransom Operations.
Cyber Command Islamic
Cyber National Revolutionary
Mission Force, Guard Corps”
Department of

the Treasury, 141
cces, and S48

NCSC)
17 09 Advisory Australian Cyber “Center 16 of Australian Cyber Security Centre et al. (2023): Hunting
May Security Centre Russia’s Federal Russian Intelligence “Snake” Malware.
2023 (with = FBI, Security Service

NSA, CISA, Cyber  (FSB)”
National Mission

Force, SR NCSC,

I*Icces and

CSE, and @8

NCSC)

79 Annex


https://www.cisa.gov/sites/default/files/publications/aa22-257a-iranian-islamic-revolutionary-guard-corps-affiliated-cyber-actors.pdf
https://www.cisa.gov/sites/default/files/publications/aa22-257a-iranian-islamic-revolutionary-guard-corps-affiliated-cyber-actors.pdf
https://www.cisa.gov/sites/default/files/publications/aa22-257a-iranian-islamic-revolutionary-guard-corps-affiliated-cyber-actors.pdf
https://www.cisa.gov/sites/default/files/publications/aa22-257a-iranian-islamic-revolutionary-guard-corps-affiliated-cyber-actors.pdf
https://www.cisa.gov/sites/default/files/2023-05/aa23-129a_snake_malware_2.pdf
https://www.cisa.gov/sites/default/files/2023-05/aa23-129a_snake_malware_2.pdf
https://www.cisa.gov/sites/default/files/2023-05/aa23-129a_snake_malware_2.pdf
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Il. Germany

OPPA Profile: Germany

Options

Choice of communication
channel

fm

Selection of government
entity(ies) communicating
the OPPA

10

1
70N\

101
\0/

Factual description of the
operation attributed

S

Provision of details on the
attributed actor

&
Z

Inclusion of a message to
the attributed actor

Choice of technical communication channel

Choice of political communication channel

Choice of criminal law or economic sanctions channel

Combination of various communication channels as part of a coordinated attribution practice

Designation of Ministry of Foreign Affairs, national cybersecurity/intelligence/law enforcement agency, or another
government entity as communicator of the OPPA

Joint issuance of OPPA by multiple domestic authorities

Indication of (type of) target/victim and/or its location

Indication of date when the operation attributed took place and, if applicable, its duration

Indication of harm and/or damage caused by the operation attributed

Reference to individuals working for organs or entities of a particular state

Reference to organs or entities of a particular state

Reference to actors operating under the direction of or sponsorship by a specific organ/entity of a particular state

Reference to actors operating under the direction of or sponsorship by government of a particular state

Reference to government of a particular state

Reference to “state X”

Exclusive reference to a specific APT group

Additional provision of details about the location out of which the attributed actor has operated

Additional inclusion of reference to prior activities/operations of attributed actor

Appeal to the attributed actor to cease activity(ies) attributed

Announcement of possible further consequences
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Options

0101
0101
S

Provision of or reference to
evidence

Inclusion of estimative
probability

P~
®
\Wy

Engagementin
international cooperation
and coordination efforts

Specification of the
severity of the operation
attributed

(@

Formulation of policy
objectives pursued with
OPPA

=)
S

Linkage to national
(attribution) policy

ofo

Inclusion of reference to
prior OPPAs

Mentioning of existence or general reliance on technical evidence without further details

Reference to governmental sources of evidence

Reference to commercial reporting

Provision of technical information

Inclusion of a level of confidence or likelihood

Participation in internationally coordinated attribution

Support of OPPA practice by another state with own attribution assessment

Support of OPPA practice by another state without own attribution assessment

Retrospective endorsement of an OPPA by another state

Reference to evidence of international origin or OPPAs of other states
Indication of effect and/or impact of operation attributed

Indication of threats and/or risks posed by operation attributed

Indication of assumed goals of attributed actor
Exposure of or response to malicious cyber activity

Imposition of pressure, costs, or consequences

Provision of information, awareness raising and/or warning of organizations

Defense and protection of national interests or allies

Reference to national strategies/policy documents

Mentioning of domestic or international cybersecurity response actions

Inclusion of a reference to own previous OPPA practices in general or to the same attributed actor
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Parameters Options

@]

| m—

Reference to cyber norms
or other commitments

Indirect or explicit reference to UN cyber norms or the framework of responsible state behavior

Reference to bilateral or international commitments

Mentioning non-compliance with a specific cyber norm or other commitments
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List of German OPPA Practices

Communication
channel

Attributing
actor

Attributed
actor

Source

Bundesamt fiir
Verfassungsschutz

Report
June

2015

Bundesamt fiir
Verfassungsschutz

Bundesamt fiir
Verfassungsschutz

Bundesamt fiir
Verfassungsschutz

“im Fokus chinesischer Angreifer” [in the
focus of Chinese attackers, own translation]

“mit mutmaflich nachrichtendienstlichem
Hintergrund einem chinesischen Angreifer
zuzuordnen” [attributed to a Chinese
attacker with suspected intelligence
background, own translation]

“Im chinesischen Aufklarungsinteresse
stehen zudem weiterhin [...] Nachdem

das BfVim Jahr 2014 von einem grof3en
Unternehmen detailliert Giber einen
»Elektronischen Angriff“ informiert

worden war, ist es gelungen, die
Angriffsinfrastrukturen aufzukléren und
weitere Informationen zu gewinnen”
[Chinese intelligence interests also continue
to include [...] After the BfV was informed in
detail by a large company in 2014 about an
‘electronic attack’ it succeeded in clarifying
the attack infrastructures and gain further
information, own translation]

“geht das BfV von einer russischen
nachrichtendienstlichen Angriffsoperation
aus” [the BfV assumes a Russian intelligence
attack operation, own translation]

Bundesministerium

des Innern (2015):

Verfassungsschutzbericht
2014 [in German only].

5 11 Alert Bundesamt fiir
May Verfassungsschutz
2016
6-8 28 Report Bundesamt fiir
June Verfassungsschutz
2016
Bundesamt fiir
Verfassungsschutz
Bundesamt fiir
Verfassungsschutz
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“Snake”

“APT-Angriffskampagne [...] Die Ermittlungen
lassen auf eine Steuerung durch russische
staatliche Stellen schlieBen” [APT attack
campaign [...] the investigation suggests
control by Russian state entities, own
translation]

“Angriffskampagne mit einem mutma#lich
chinesischen Hintergrund” [Attack campaign
with a suspected Chinese background, own
translation]

“mit hoher Wahrscheinlichkeit einem
iranischen Nachrichtendienst zuzuordnen
sind” [attributable to an Iranian intelligence
service with high confidence, own
translation]

Bundesamt fiir

Verfassungsschutz (2016):
BfV Cyber-Brief Nr. 02/2016
[in German only].

Bundesministerium

des Innern (2016):

Verfassungsschutzbericht
2015 [in German only].


https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2014.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2014.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2014.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2014.html
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2016-02-bfv-cyber-brief.pdf?__blob=publicationFile&v=5
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2016-02-bfv-cyber-brief.pdf?__blob=publicationFile&v=5
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2016-02-bfv-cyber-brief.pdf?__blob=publicationFile&v=5
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2015.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2015.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2015.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2015.html
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Attributed
actor

Communication Source

channel

Attributing
actor

President of
January Bundesamt fir
2017 Verfassungsschutz

dpa (2017): Geheimdienste:

Quote “APT28 [... es] liegen Indizien vor, die auf
russische Quellen hindeuten” [APT28...there
is evidence pointing to Russian sources, own

translation]

Putin lief US-Wahl durch
Hacker beeinflussen. [in
German only]

10-11 08 Governmental Federal Government “APT29”
February response to
2017 parliamentary

inquiry

German Bundestag

(2017): Antwort der
Bundesregierung auf die
Kleine Anfrage: Ermittlungen
zu angeblich russischen
Cyberangriffen (Drucksache
18/11106) [in German only].

Federal Government “APT29”

Bundesamt fiir

Verfassungsschutz (2017):
BfV Cyber-Brief Nr. 02/2017

[in German only].

Alert Bundesamt fiir “chinesische Angreifer-Gruppierung [...
May Verfassungsschutz bekannt] unter anderem unter den Namen
2017 APT 10, Menupass Team und Stone Panda”
[Chinese attacker group known under the
names APT 10, Menupass Team and Stone
Panda, among others, own translation]

13 11 Quote President of “Cyberangriff russischen Ursprungs” [Cyber ZEIT ONLINE, Reuters, js
April Bundesamt fir attack of Russian origin, own translation] (2018): Maafen spricht
2018 Verfassungsschutz von Attacke russischen
Ursprungs [in German only].
14-17 n.d. Report Bundesamt fiir “APT28” (within the chapter “Russische Bundesamt fiir
May Verfassungsschutz Cyberangriffskampagnen” [Russian cyber Verfassungsschutz (2018):
2018 campaigns]) Nachrichtendienstlich
gesteuerte Cyberangriffe [in
Bundesamt fur “APT28” (within the chapter “Russische German only].
Verfassungsschutz Cyberangriffskampagnen” [Russian cyber
campaigns])
Bundesamt fiir “APT3” (within the chapter “Chinesische
Verfassungsschutz Cyberangriffskampagnen” [Chinese cyber
campaigns])
Bundesamt fir “Copy Kitten” (within the chapter “Iranische
Verfassungsschutz Cyberangriffskampagnen” [Iranian cyber
campaigns])
18 07 Alert Bundesamt flr “APT Berserk Bear — auch Energetic Bear, Bundesamt fir
June Verfassungsschutz Crouching Yeti oder Dragonfly genannt” [APT Verfassungsschutz (2018):
2018 Berserk Bear - also called Energetic Bear, BfV Cyber-Brief Nr. 01/2018
Crouching Yeti or Dragonfly, own translation] [in German only].
19 12 Alert Bundesamt fir “APT-Gruppierung SANDWORM?” [APT group Bundesamt fiir
July Verfassungsschutz Sandworm, own translation] Verfassungsschutz (2018):
2018 BfV Cyber-Brief Nr. 02/2018
[in German only].
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https://www.zeit.de/news/2017-01/05/geheimdienste-us-geheimdienste-russlands-cyberattacken-sind-ernste-gefahr-05190807
https://www.zeit.de/news/2017-01/05/geheimdienste-us-geheimdienste-russlands-cyberattacken-sind-ernste-gefahr-05190807
https://www.zeit.de/news/2017-01/05/geheimdienste-us-geheimdienste-russlands-cyberattacken-sind-ernste-gefahr-05190807
https://dserver.bundestag.de/btd/18/111/1811106.pdf
https://dserver.bundestag.de/btd/18/111/1811106.pdf
https://dserver.bundestag.de/btd/18/111/1811106.pdf
https://dserver.bundestag.de/btd/18/111/1811106.pdf
https://dserver.bundestag.de/btd/18/111/1811106.pdf
https://dserver.bundestag.de/btd/18/111/1811106.pdf
https://dserver.bundestag.de/btd/18/111/1811106.pdf
https://www.wirtschaftsschutz.info/SharedDocs/Kurzmeldungen/DE/ITSicherheit/Cyberbrief_2_17_dow.html
https://www.wirtschaftsschutz.info/SharedDocs/Kurzmeldungen/DE/ITSicherheit/Cyberbrief_2_17_dow.html
https://www.wirtschaftsschutz.info/SharedDocs/Kurzmeldungen/DE/ITSicherheit/Cyberbrief_2_17_dow.html
https://www.zeit.de/politik/2018-04/hackerangriff-bundesregierung-russland-verfassungsschutz-hans-georg-maassen
https://www.zeit.de/politik/2018-04/hackerangriff-bundesregierung-russland-verfassungsschutz-hans-georg-maassen
https://www.zeit.de/politik/2018-04/hackerangriff-bundesregierung-russland-verfassungsschutz-hans-georg-maassen
https://www.zeit.de/politik/2018-04/hackerangriff-bundesregierung-russland-verfassungsschutz-hans-georg-maassen
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2018-05-nachrichtendienstlich-gesteuerte-cyberangriffe.pdf?__blob=publicationFile&v=7
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2018-05-nachrichtendienstlich-gesteuerte-cyberangriffe.pdf?__blob=publicationFile&v=7
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2018-05-nachrichtendienstlich-gesteuerte-cyberangriffe.pdf?__blob=publicationFile&v=7
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2018-05-nachrichtendienstlich-gesteuerte-cyberangriffe.pdf?__blob=publicationFile&v=7
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2018-01-bfv-cyber-brief.pdf?__blob=publicationFile&v=5
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2018-01-bfv-cyber-brief.pdf?__blob=publicationFile&v=5
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2018-01-bfv-cyber-brief.pdf?__blob=publicationFile&v=5
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2018-02-bfv-cyber-brief.pdf?__blob=publicationFile&v=6
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2018-02-bfv-cyber-brief.pdf?__blob=publicationFile&v=6
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2018-02-bfv-cyber-brief.pdf?__blob=publicationFile&v=6
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20 29 Quote Bundesamt fiir “im Rahmen der Bearbeitung der Spiegel (2018): Neue
November Verfassungsschutz Cyberangriffskampagne ‘Snake’ [hat das Hackerattacke auf
2018 BfV] aktuell erneut Angriffe detektieren Politiker, Bundeswehr und
kénnen” [the BfV has been able to detect Botschaften.

additional attacks in the context of its work
on the cyber attack campaign Snake, own
translation]

21-22 26 Report Bundesamt fiir “GRU fir eine Welle von Cyberangriffen Bundesministerium
June Verfassungsschutz verantwortlich ist, die APT 28 zugeschrieben des Innern, fiir Bau
2019 werden” [GRU is responsible for wave of und Heimat (2019):
cyberattacks attributed to APT 28, own Verfassungsschutzbericht
translation] 2018 [in German only].
Bundesamt fiir “russischel...] staatlichen Stellen” [Russian
Verfassungsschutz governmental entities, own translation]
23 06 Alert Bundesamt fiir “WinNTI” Bundesamt fiir
December Verfassungsschutz Verfassungsschutz (2019):
2019 BfV Cyber-Brief Nr. 01/2019

[in German only].

24 09 Report Bundesamt fiir “APT28” Bundesministerium
July Verfassungsschutz des Innern, fiir Bau
2020 und Heimat (2020):

Verfassungsschutzbericht
2019 [in German only].

25 15 EU Declaration “European Union “which, the United States assesses, has Council of the EU (2021):
April and its Member been conducted by the Russian Federation” Declaration by the High
2021 States” Representative on behalf

of the European Union
expressing solidarity with
the United States on the
impact of the SolarWinds
cyber operation.

26 15 Report Bundesamt fir “APT28” Bundesministerium
June Verfassungsschutz des Innern, fiir Bau
2021 und Heimat (2021):

Verfassungsschutzbericht
2020 [in German only].
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https://www.spiegel.de/netzwelt/web/snake-neue-hacker-attacke-auf-politiker-bundeswehr-und-botschaften-a-1241096.html
https://www.spiegel.de/netzwelt/web/snake-neue-hacker-attacke-auf-politiker-bundeswehr-und-botschaften-a-1241096.html
https://www.spiegel.de/netzwelt/web/snake-neue-hacker-attacke-auf-politiker-bundeswehr-und-botschaften-a-1241096.html
https://www.spiegel.de/netzwelt/web/snake-neue-hacker-attacke-auf-politiker-bundeswehr-und-botschaften-a-1241096.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2018-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2018-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2018-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2018-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2018-gesamt.html
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2019-01-bfv-cyber-brief.pdf?__blob=publicationFile&v=5
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2019-01-bfv-cyber-brief.pdf?__blob=publicationFile&v=5
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2019-01-bfv-cyber-brief.pdf?__blob=publicationFile&v=5
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2019-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2019-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2019-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2019-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2019-gesamt.html
https://www.consilium.europa.eu/en/press/press-releases/2021/04/15/declaration-by-the-high-representative-on-behalf-of-the-european-union-expressing-solidarity-with-the-united-states-on-the-impact-of-the-solarwinds-cyber-operation/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/15/declaration-by-the-high-representative-on-behalf-of-the-european-union-expressing-solidarity-with-the-united-states-on-the-impact-of-the-solarwinds-cyber-operation/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/15/declaration-by-the-high-representative-on-behalf-of-the-european-union-expressing-solidarity-with-the-united-states-on-the-impact-of-the-solarwinds-cyber-operation/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/15/declaration-by-the-high-representative-on-behalf-of-the-european-union-expressing-solidarity-with-the-united-states-on-the-impact-of-the-solarwinds-cyber-operation/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/15/declaration-by-the-high-representative-on-behalf-of-the-european-union-expressing-solidarity-with-the-united-states-on-the-impact-of-the-solarwinds-cyber-operation/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/15/declaration-by-the-high-representative-on-behalf-of-the-european-union-expressing-solidarity-with-the-united-states-on-the-impact-of-the-solarwinds-cyber-operation/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/15/declaration-by-the-high-representative-on-behalf-of-the-european-union-expressing-solidarity-with-the-united-states-on-the-impact-of-the-solarwinds-cyber-operation/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/15/declaration-by-the-high-representative-on-behalf-of-the-european-union-expressing-solidarity-with-the-united-states-on-the-impact-of-the-solarwinds-cyber-operation/
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2020-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2020-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2020-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2020-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2020-gesamt.html
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27 19 EU Declaration “EU and its member “undertaken from the territory of China” Council of the EU (2021):
July states” China: Declaration by the
2021 High Representative on

behalf of the European
Union urging Chinese
authorities to take action
against malicious cyber
activities undertaken from

its territory.

28 06 Press Federal Foreign “russischen Militargeheimdienst GRU” Auswértiges Amt (2021):
September conference Office [Russian military intelligence service GRU, Cyberangriffe auf
2021 own translation] Bundestagsabgeordnete
und Landtagsabgeordnete
durch den Cyberakteur
wGhostwriter® [in German
only].

Subsequent EU Declaration:
Council of the EU (2021):
Declaration by the High
Representative on behalf

of the European Union

on respect for the EU’s

democratic processes.

29 26 Alert Bundesamt fir “APT27” Bundesamt fiir
January Verfassungsschutz Verfassungsschutz (2022):
2022 BfV Cyber-Brief Nr. 01/2022

[in German only].

30 10 Statement Federal Foreign “Russische Féderation” Auswartiges Amt (2022):
May Office [Russian Federation, own translation] Auswartiges Amt verurteilt
2022 Cyberangriff der Russischen

Féderation [in German only].

Simultaneous EU
Declaration: Council of the
EU (2022): Russian cyber
operations against Ukraine:
Declaration by the High
Representative on behalf of
the European Union.

31 07 Report Bundesamt fir “APT 28” Bundesministerium
June Verfassungsschutz des Innern und
2022 fur Heimat (2022):

Verfassungsschutzbericht
2021 [in German only].

86 Annex


https://www.consilium.europa.eu/en/press/press-releases/2021/07/19/declaration-by-the-high-representative-on-behalf-of-the-eu-urging-china-to-take-action-against-malicious-cyber-activities-undertaken-from-its-territory/
https://www.consilium.europa.eu/en/press/press-releases/2021/07/19/declaration-by-the-high-representative-on-behalf-of-the-eu-urging-china-to-take-action-against-malicious-cyber-activities-undertaken-from-its-territory/
https://www.consilium.europa.eu/en/press/press-releases/2021/07/19/declaration-by-the-high-representative-on-behalf-of-the-eu-urging-china-to-take-action-against-malicious-cyber-activities-undertaken-from-its-territory/
https://www.consilium.europa.eu/en/press/press-releases/2021/07/19/declaration-by-the-high-representative-on-behalf-of-the-eu-urging-china-to-take-action-against-malicious-cyber-activities-undertaken-from-its-territory/
https://www.consilium.europa.eu/en/press/press-releases/2021/07/19/declaration-by-the-high-representative-on-behalf-of-the-eu-urging-china-to-take-action-against-malicious-cyber-activities-undertaken-from-its-territory/
https://www.consilium.europa.eu/en/press/press-releases/2021/07/19/declaration-by-the-high-representative-on-behalf-of-the-eu-urging-china-to-take-action-against-malicious-cyber-activities-undertaken-from-its-territory/
https://www.consilium.europa.eu/en/press/press-releases/2021/07/19/declaration-by-the-high-representative-on-behalf-of-the-eu-urging-china-to-take-action-against-malicious-cyber-activities-undertaken-from-its-territory/
https://www.consilium.europa.eu/en/press/press-releases/2021/07/19/declaration-by-the-high-representative-on-behalf-of-the-eu-urging-china-to-take-action-against-malicious-cyber-activities-undertaken-from-its-territory/
https://www.consilium.europa.eu/en/press/press-releases/2021/07/19/declaration-by-the-high-representative-on-behalf-of-the-eu-urging-china-to-take-action-against-malicious-cyber-activities-undertaken-from-its-territory/
https://www.auswaertiges-amt.de/de/newsroom/regierungspressekonferenz/2480282#content_4
https://www.auswaertiges-amt.de/de/newsroom/regierungspressekonferenz/2480282#content_4
https://www.auswaertiges-amt.de/de/newsroom/regierungspressekonferenz/2480282#content_4
https://www.auswaertiges-amt.de/de/newsroom/regierungspressekonferenz/2480282#content_4
https://www.auswaertiges-amt.de/de/newsroom/regierungspressekonferenz/2480282#content_4
https://www.auswaertiges-amt.de/de/newsroom/regierungspressekonferenz/2480282#content_4
https://www.consilium.europa.eu/en/press/press-releases/2021/09/24/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-respect-for-the-eu-s-democratic-processes/
https://www.consilium.europa.eu/en/press/press-releases/2021/09/24/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-respect-for-the-eu-s-democratic-processes/
https://www.consilium.europa.eu/en/press/press-releases/2021/09/24/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-respect-for-the-eu-s-democratic-processes/
https://www.consilium.europa.eu/en/press/press-releases/2021/09/24/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-respect-for-the-eu-s-democratic-processes/
https://www.consilium.europa.eu/en/press/press-releases/2021/09/24/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-respect-for-the-eu-s-democratic-processes/
https://www.consilium.europa.eu/en/press/press-releases/2021/09/24/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-respect-for-the-eu-s-democratic-processes/
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2022-01-bfv-cyber-brief.pdf?__blob=publicationFile&v=10
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2022-01-bfv-cyber-brief.pdf?__blob=publicationFile&v=10
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/cyberabwehr/2022-01-bfv-cyber-brief.pdf?__blob=publicationFile&v=10
https://www.auswaertiges-amt.de/de/newsroom/cyberangriff-russland/2525842
https://www.auswaertiges-amt.de/de/newsroom/cyberangriff-russland/2525842
https://www.auswaertiges-amt.de/de/newsroom/cyberangriff-russland/2525842
https://www.auswaertiges-amt.de/de/newsroom/cyberangriff-russland/2525842
https://www.consilium.europa.eu/en/press/press-releases/2022/05/10/russian-cyber-operations-against-ukraine-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://www.consilium.europa.eu/en/press/press-releases/2022/05/10/russian-cyber-operations-against-ukraine-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://www.consilium.europa.eu/en/press/press-releases/2022/05/10/russian-cyber-operations-against-ukraine-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://www.consilium.europa.eu/en/press/press-releases/2022/05/10/russian-cyber-operations-against-ukraine-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://www.consilium.europa.eu/en/press/press-releases/2022/05/10/russian-cyber-operations-against-ukraine-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://www.consilium.europa.eu/en/press/press-releases/2022/05/10/russian-cyber-operations-against-ukraine-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2021-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2021-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2021-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2021-gesamt.html
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2021-gesamt.html
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32 20 Alert Bundesamt fir “KIMSUKY” Bundesamt fiir
March Verfassungsschutz Verfassungsschutz (2023):
2023 (with & { National Warning on KIMSUKY
Intelligence Service) Cyber Actor’s Recent Cyber

Campaigns against Google's
Browser and App Store
Service.
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https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/wirtschafts-wissenschaftsschutz/2023-03-20-sicherheitshinweis-cyberaktivitaeten-englisch.pdf?__blob=publicationFile&v=1
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/wirtschafts-wissenschaftsschutz/2023-03-20-sicherheitshinweis-cyberaktivitaeten-englisch.pdf?__blob=publicationFile&v=1
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/wirtschafts-wissenschaftsschutz/2023-03-20-sicherheitshinweis-cyberaktivitaeten-englisch.pdf?__blob=publicationFile&v=1
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/wirtschafts-wissenschaftsschutz/2023-03-20-sicherheitshinweis-cyberaktivitaeten-englisch.pdf?__blob=publicationFile&v=1
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/wirtschafts-wissenschaftsschutz/2023-03-20-sicherheitshinweis-cyberaktivitaeten-englisch.pdf?__blob=publicationFile&v=1
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/wirtschafts-wissenschaftsschutz/2023-03-20-sicherheitshinweis-cyberaktivitaeten-englisch.pdf?__blob=publicationFile&v=1
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/wirtschafts-wissenschaftsschutz/2023-03-20-sicherheitshinweis-cyberaktivitaeten-englisch.pdf?__blob=publicationFile&v=1
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/wirtschafts-wissenschaftsschutz/2023-03-20-sicherheitshinweis-cyberaktivitaeten-englisch.pdf?__blob=publicationFile&v=1
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/wirtschafts-wissenschaftsschutz/2023-03-20-sicherheitshinweis-cyberaktivitaeten-englisch.pdf?__blob=publicationFile&v=1
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lll.Japan
OPPA Profile: Japan

Options

OPPA

Choice of communication
channel

i

Selection of government
entity(ies) communicating
the OPPA

7
10 10
N

1
0
1
0/

Factual description of the
operation attributed

S

Provision of details on the
attributed actor

4
4

Inclusion of a message to
the attributed actor

Choice of technical communication channel

Choice of political communication channel

Choice of criminal law or economic sanctions channel

Combination of various communication channels as part of a coordinated attribution practice

Designation of Ministry of Foreign Affairs, national cybersecurity/intelligence/law enforcement agency, or another
government entity as communicator of the OPPA

Joint issuance of OPPA by multiple domestic authorities

Indication of (type of) target/victim and/or its location

Indication of date when the operation attributed took place and, if applicable, its duration

Indication of harm and/or damage caused by the operation attributed

Reference to individuals working for organs or entities of a particular state

Reference to organs or entities of a particular state

Reference to actors operating under the direction of or sponsorship by a specific organ/entity of a particular state

Reference to actors operating under the direction of or sponsorship by government of a particular state

Reference to government of a particular state

Reference to “state X”

Exclusive reference to a specific APT group

Additional provision of details about the location out of which the attributed actor has operated

Additional inclusion of reference to prior activities/operations of attributed actor

Appeal to the attributed actor to cease activity(ies) attributed

Announcement of possible further consequences
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Options

0101
0101
S

Provision of or reference to
evidence

Inclusion of estimative
probability

L~
@
\Z)

Engagementin
international cooperation
and coordination efforts

Specification of the
severity of the operation
attributed

(@

Formulation of policy
objectives pursued with
OPPA

=)
5

Linkage to national
(attribution) policy

O
ofo

O
Inclusion of reference to
prior OPPAs

Mentioning of existence or general reliance on technical evidence without further details

Reference to governmental sources of evidence

Reference to commercial reporting

Provision of technical information

Inclusion of a level of confidence or likelihood

Participation in internationally coordinated attribution

Support of OPPA practice by another state with own attribution assessment

Support of OPPA practice by another state without own attribution assessment

Retrospective endorsement of an OPPA by another state

Reference to evidence of international origin or OPPAs of other states

Indication of effect and/or impact of operation attributed

Indication of threats and/or risks posed by operation attributed
Indication of assumed goals of attributed actor
Exposure of or response to malicious cyber activity

Imposition of pressure, costs, or consequences

Provision of information, awareness raising and/or warning of organizations

Defense and protection of national interests or allies

Reference to national strategies/policy documents

Mentioning of domestic or international cybersecurity response actions

Inclusion of a reference to own previous OPPA practices in general or to the same attributed actor
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Parameters Options

Indirect or explicit reference to UN cyber norms or the framework of responsible state behavior
©r

Reference to cyber norms
or other commitments Mentioning non-compliance with a specific cyber norm or other commitments

Reference to bilateral or international commitments
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List of Japanese OPPA Practices

Communication Attributing Attributed
channel actor actor

Source

1 20 Statement Ministry of Foreign ~ “North Korea”
December Affairs
2017

Ministry of Foreign Affairs of Japan (2017): The U.S.
Statement on North Korea’s Cyberattacks (Statement
by Press Secretary Norio Maruyama).

2-3 21 Statement Ministry of Foreign ~ “group [...] based
December Affairs in China known as
2018 APT10”
Alert National Center “APT10”
of Incident
Readiness and
Strategy for
Cybersecurity

Ministry of Foreign Affairs of Japan (2018): Cyberattacks
by a group based in China known as APT10 (Statement
by Press Secretary Takeshi Osuga).

National Center of Incident Readiness and Strategy for
Cybersecurity (2018): APT10 £ Wb hn D —7IC&D

HAN—WEIZ DV T (SEEMR) [in Japanese only].

4 22 Press conference National Police Unit 61419 of PLA
April Agency of PRC (Tick)
2021
5 19 Statement Ministry of Foreign ~ “APT40 which
July Affairs the Chinese
2021 government is
behind”

National Police Agency (2021): N g ERE
BHLBEE [inJapanese only].

Ministry of Foreign Affairs of Japan (2021): Cases
of cyberattacks including those by a group known
as APT40 which the Chinese government is behind
(Statement by Press Secretary YOSHIDA Tomoyuki).

6 14 Alert National Police Lazarus Group,

October Agency, Financial DPRK authorities
2022 Services Agency

& National Center

of Incident

Readiness and

Strategy for

Cybersecurity
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National Police Agency, Financial Services Agency &
National Center of Incident Readiness and Strategy for
Cybersecurity (2022): ()] & 27
HLIRAEFHENDHAN—REBIIN—TICLDBESE
EREEEEEFENE LEYAN—KEICODVWT (JF
EMR) [in Japanese only]



https://www.mofa.go.jp/press/release/press4e_001850.html
https://www.mofa.go.jp/press/release/press4e_001850.html
https://www.mofa.go.jp/press/release/press4e_001850.html
https://www.mofa.go.jp/press/release/press4e_002281.html
https://www.mofa.go.jp/press/release/press4e_002281.html
https://www.mofa.go.jp/press/release/press4e_002281.html
https://www.nisc.go.jp/pdf/policy/kokusai/press-1221.pdf
https://www.nisc.go.jp/pdf/policy/kokusai/press-1221.pdf
https://www.nisc.go.jp/pdf/policy/kokusai/press-1221.pdf
https://www.npsc.go.jp/pressconf_2021/04_22.htm
https://www.npsc.go.jp/pressconf_2021/04_22.htm
https://www.mofa.go.jp/press/danwa/press6e_000312.html
https://www.mofa.go.jp/press/danwa/press6e_000312.html
https://www.mofa.go.jp/press/danwa/press6e_000312.html
https://www.mofa.go.jp/press/danwa/press6e_000312.html
https://www.npa.go.jp/cyber/pdf/R041014_cyber_alert.pdf
https://www.npa.go.jp/cyber/pdf/R041014_cyber_alert.pdf
https://www.npa.go.jp/cyber/pdf/R041014_cyber_alert.pdf
https://www.npa.go.jp/cyber/pdf/R041014_cyber_alert.pdf
https://www.npa.go.jp/cyber/pdf/R041014_cyber_alert.pdf
https://www.npa.go.jp/cyber/pdf/R041014_cyber_alert.pdf
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IV. United States of America
OPPA Profile: U.S.

Options

Choice of communication
channel

>

Selection of government
entity(ies) communicating
the OPPA

Y
10

1
/70
101
\O/

Factual description of the
operation attributed

S

Provision of details on the
attributed actor

e
4

Inclusion of a message to
the attributed actor

Choice of technical communication channel

Choice of political communication channel

Choice of criminal law or economic sanctions channel

Combination of various communication channels as part of a coordinated attribution practice

Designation of Ministry of Foreign Affairs, national cybersecurity/intelligence/law enforcement agency, or another
government entity as communicator of the OPPA

Joint issuance of OPPA by multiple domestic authorities

Indication of (type of) target/victim and/or its location

Indication of date when the operation attributed took place and, if applicable, its duration

Indication of harm and/or damage caused by the operation attributed

Reference to individuals working for organs or entities of a particular state

Reference to organs or entities of a particular state

Reference to actors operating under the direction of or sponsorship by a specific organ/entity of a particular state

Reference to actors operating under the direction of or sponsorship by government of a particular state

Reference to government of a particular state

Reference to “state X”

Exclusive reference to a specific APT group

Additional provision of details about the location out of which the attributed actor has operated

Additional inclusion of reference to prior activities/operations of attributed actor

Appeal to the attributed actor to cease activity(ies) attributed

Announcement of possible further consequences
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Options

0101
0101
S

Provision of or reference to
evidence

Inclusion of estimative
probability

L~
@
\Z)

Engagementin
international cooperation
and coordination efforts

Specification of the
severity of the operation
attributed

(@

Formulation of policy
objectives pursued with
OPPA

=)
5

Linkage to national
(attribution) policy

O
D{D

O
Inclusion of reference to
prior OPPAs

Mentioning of existence or general reliance on technical evidence without further details

Reference to governmental sources of evidence

Reference to commercial reporting

Provision of technical information

Inclusion of a level of confidence or likelihood

Participation in internationally coordinated attribution

Support of OPPA practice by another state with own attribution assessment

Support of OPPA practice by another state without own attribution assessment

Retrospective endorsement of an OPPA by another state

Reference to evidence of international origin or OPPAs of other states

Indication of effect and/or impact of operation attributed

Indication of threats and/or risks posed by operation attributed
Indication of assumed goals of attributed actor
Exposure of or response to malicious cyber activity

Imposition of pressure, costs, or consequences

Provision of information, awareness raising and/or warning of organizations

Defense and protection of national interests or allies

Reference to national strategies/policy documents

Mentioning of domestic or international cybersecurity response actions

Inclusion of a reference to own previous OPPA practices in general or to the same attributed actor
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Parameters Options

f } Indirect or explicit reference to UN cyber norms or the framework of responsible state behavior
&)

| —

Reference to bilateral or international commitments
Reference to cyber norms

or other commitments
Mentioning non-compliance with a specific cyber norm or other commitments
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List of U.S. OPPA Practices

Communication Attributing Attributed Source
channel actor actor

1 19 Indictment DoJ “Wang Dong, Sun Kailiang, Department of Justice (2014): U.S.
May Wen Xinyu, Huang Zhenyu, and Charges Five Chinese Military Hackers
2014 Gu Chunhui, who were officers for Cyber Espionage Against U.S.
in Unit 61398 of the Third Corporations and a Labor Organization for
Department of the Chinese Commercial Advantage.
People’s Liberation Army
(PLA)”
2 19 Statement FBI “North Korean government” Federal Bureau of Investigation (2014):
December Update on Sony Investigation.
2014

8 26 Statement Director of “2014 saw [...] cyberattacks United States Senate (2015): Committee
February National carried out on U.S. soil by on Armed Services, Hearing to Receive
2015 Intelligence nation-state entities [for Testimony on Worldwide Threats,
example] the Iranian attack” Thursday, February 26, 2015.

4 24 Indictment DOJ “seven Iranian individuals who ~ Department of Justice (2016): Seven
March were employed by two Iran- Iranians Working for Islamic Revolutionary
2016 based computer companies, Guard Corps-Affiliated Entities Charged
ITSecTeam (ITSEC) and Mersad ~ for Conducting Coordinated Campaign
Company (MERSAD), that of Cyber Attacks Against U.S. Financial
performed work on behalf Sector.

of the Iranian Government,
including the Islamic
Revolutionary Guard Corps”

5 7 Statement DHS & Office “Russian Government” Department of Homeland Security and
October of the Director Director of National Intelligence (2017):
2016 of National Joint Statement from the Department
Intelligence Of Homeland Security and Office of
the Director of National Intelligence on
Election Security.
6 29 Report DHS & FBI “Russian civilian and military NCCIC and Federal Bureau of
December intelligence Services” Investigation (2016): GRIZZLY STEPPE —
2016 Russian Malicious Cyber Activity.
7 15 Indictment DOJ “four defendants, including Department of Justice (2017): U.S.
March two officers of the Russian Charges Russian FSB Officers and Their
2017 Federal Security Service Criminal Conspirators for Hacking Yahoo
(FSB)” and Millions of Email Accounts.
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https://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-cyber-espionage-against-us-corporations-and-labor
https://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-cyber-espionage-against-us-corporations-and-labor
https://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-cyber-espionage-against-us-corporations-and-labor
https://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-cyber-espionage-against-us-corporations-and-labor
https://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-cyber-espionage-against-us-corporations-and-labor
https://www.fbi.gov/news/press-releases/update-on-sony-investigation
https://www.fbi.gov/news/press-releases/update-on-sony-investigation
https://www.armed-services.senate.gov/imo/media/doc/15-18 - 2-26-15.pdf
https://www.armed-services.senate.gov/imo/media/doc/15-18 - 2-26-15.pdf
https://www.armed-services.senate.gov/imo/media/doc/15-18 - 2-26-15.pdf
https://www.armed-services.senate.gov/imo/media/doc/15-18 - 2-26-15.pdf
https://www.justice.gov/opa/pr/seven-iranians-working-islamic-revolutionary-guard-corps-affiliated-entities-charged
https://www.justice.gov/opa/pr/seven-iranians-working-islamic-revolutionary-guard-corps-affiliated-entities-charged
https://www.justice.gov/opa/pr/seven-iranians-working-islamic-revolutionary-guard-corps-affiliated-entities-charged
https://www.justice.gov/opa/pr/seven-iranians-working-islamic-revolutionary-guard-corps-affiliated-entities-charged
https://www.justice.gov/opa/pr/seven-iranians-working-islamic-revolutionary-guard-corps-affiliated-entities-charged
https://www.justice.gov/opa/pr/seven-iranians-working-islamic-revolutionary-guard-corps-affiliated-entities-charged
https://www.dhs.gov/news/2016/10/07/joint-statement-department-homeland-security-and-office-director-national
https://www.dhs.gov/news/2016/10/07/joint-statement-department-homeland-security-and-office-director-national
https://www.dhs.gov/news/2016/10/07/joint-statement-department-homeland-security-and-office-director-national
https://www.dhs.gov/news/2016/10/07/joint-statement-department-homeland-security-and-office-director-national
https://www.dhs.gov/news/2016/10/07/joint-statement-department-homeland-security-and-office-director-national
https://www.dhs.gov/news/2016/10/07/joint-statement-department-homeland-security-and-office-director-national
https://www.cisa.gov/sites/default/files/publications/JAR_16-20296A_GRIZZLY STEPPE-2016-1229.pdf
https://www.cisa.gov/sites/default/files/publications/JAR_16-20296A_GRIZZLY STEPPE-2016-1229.pdf
https://www.cisa.gov/sites/default/files/publications/JAR_16-20296A_GRIZZLY STEPPE-2016-1229.pdf
https://www.justice.gov/opa/pr/us-charges-russian-fsb-officers-and-their-criminal-conspirators-hacking-yahoo-and-millions
https://www.justice.gov/opa/pr/us-charges-russian-fsb-officers-and-their-criminal-conspirators-hacking-yahoo-and-millions
https://www.justice.gov/opa/pr/us-charges-russian-fsb-officers-and-their-criminal-conspirators-hacking-yahoo-and-millions
https://www.justice.gov/opa/pr/us-charges-russian-fsb-officers-and-their-criminal-conspirators-hacking-yahoo-and-millions
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13
June
2017

14
November
2017

14
November
2017

19
December
2017

15
February
2018

15
March
2018

23
March
2018

16
April
2018

29
May
2018

14
June
2018

Communication
channel

Alert

Alert

Alert

Press
conference

Press statement

Alert

Indictment

Alert

Alert

Report

Attributing
actor

DHS & FBI

DHS & FBI

DHS & FBI

United States
Homeland
Security Advisor

White House Press
Secretary

DHS & FBI

DOJ

DHS & FBI (with

StS Nesce)

DHS & FBI

DHS & FBI
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Attributed
actor

“cyber actors of the North
Korean government”

“North Korean government”

“North Korean government”

“North Korea”

“Russian military”

“Russian government cyber

actors”

“defendants conducted
many of these intrusions
on behalf of the Islamic

Republic of Iran’s (Iran) Islamic

Revolutionary Guard Corps
(IRGC)”

“Russian state-sponsored
cyber actors”

“North Korean government”

“North Korean government”

Source

Department of Homeland Security and
Federal Bureau of Investigation (2017):
HIDDEN COBRA — North Korea’s DDoS
Botnet Infrastructure.

Department of Homeland Security and
Federal Bureau of Investigation (2017):
HIDDEN COBRA — North Korean Remote
Administration Tool: FALLCHILL.

Department of Homeland Security and
Federal Bureau of Investigation (2017):
HIDDEN COBRA — North Korean Trojan:

Volgmer.

The White House (2017): Press Briefing on
the Attribution of the WannaCry Malware
Attack to North Korea.

The White House (2018): Statement from
the Press Secretary.

Department of Homeland Security and
Federal Bureau of Investigation (2018):
Russian Government Cyber Activity
Targeting Energy and Other Critical
Infrastructure Sectors.

Department of Justice (2018): Nine
Iranians Charged With Conducting
Massive Cyber Theft Campaign on Behalf
of the Islamic Revolutionary Guard Corps.

Department of Homeland Security,
Federal Bureau of Investigation and
United Kingdom’s National Cyber Security
Centre (2018): Russian State-Sponsored
Cyber Actors Targeting Network
Infrastructure Devices.

Department of Homeland Security and
Federal Bureau of Investigation (2018):
HIDDEN COBRA — Joanap Backdoor Trojan
and Brambul Server Message Block Worm.

Department of Homeland Security and
Federal Bureau of Investigation (2018):
MAR-10135536-12 — North Korean Trojan:
TYPEFRAME.



https://www.cisa.gov/news-events/alerts/2017/06/13/hidden-cobra-north-koreas-ddos-botnet-infrastructure
https://www.cisa.gov/news-events/alerts/2017/06/13/hidden-cobra-north-koreas-ddos-botnet-infrastructure
https://www.cisa.gov/news-events/alerts/2017/06/13/hidden-cobra-north-koreas-ddos-botnet-infrastructure
https://www.cisa.gov/news-events/alerts/2017/06/13/hidden-cobra-north-koreas-ddos-botnet-infrastructure
https://www.cisa.gov/news-events/alerts/2017/11/14/hidden-cobra-north-korean-remote-administration-tool-fallchill
https://www.cisa.gov/news-events/alerts/2017/11/14/hidden-cobra-north-korean-remote-administration-tool-fallchill
https://www.cisa.gov/news-events/alerts/2017/11/14/hidden-cobra-north-korean-remote-administration-tool-fallchill
https://www.cisa.gov/news-events/alerts/2017/11/14/hidden-cobra-north-korean-remote-administration-tool-fallchill
https://www.cisa.gov/news-events/alerts/2017/11/14/hidden-cobra-north-korean-trojan-volgmer
https://www.cisa.gov/news-events/alerts/2017/11/14/hidden-cobra-north-korean-trojan-volgmer
https://www.cisa.gov/news-events/alerts/2017/11/14/hidden-cobra-north-korean-trojan-volgmer
https://www.cisa.gov/news-events/alerts/2017/11/14/hidden-cobra-north-korean-trojan-volgmer
https://trumpwhitehouse.archives.gov/briefings-statements/press-briefing-on-the-attribution-of-the-wannacry-malware-attack-to-north-korea-121917/
https://trumpwhitehouse.archives.gov/briefings-statements/press-briefing-on-the-attribution-of-the-wannacry-malware-attack-to-north-korea-121917/
https://trumpwhitehouse.archives.gov/briefings-statements/press-briefing-on-the-attribution-of-the-wannacry-malware-attack-to-north-korea-121917/
https://trumpwhitehouse.archives.gov/briefings-statements/statement-press-secretary-25/
https://trumpwhitehouse.archives.gov/briefings-statements/statement-press-secretary-25/
https://www.cisa.gov/news-events/alerts/2018/03/15/russian-government-cyber-activity-targeting-energy-and-other-critical
https://www.cisa.gov/news-events/alerts/2018/03/15/russian-government-cyber-activity-targeting-energy-and-other-critical
https://www.cisa.gov/news-events/alerts/2018/03/15/russian-government-cyber-activity-targeting-energy-and-other-critical
https://www.cisa.gov/news-events/alerts/2018/03/15/russian-government-cyber-activity-targeting-energy-and-other-critical
https://www.cisa.gov/news-events/alerts/2018/03/15/russian-government-cyber-activity-targeting-energy-and-other-critical
https://www.justice.gov/opa/pr/nine-iranians-charged-conducting-massive-cyber-theft-campaign-behalf-islamic-revolutionary
https://www.justice.gov/opa/pr/nine-iranians-charged-conducting-massive-cyber-theft-campaign-behalf-islamic-revolutionary
https://www.justice.gov/opa/pr/nine-iranians-charged-conducting-massive-cyber-theft-campaign-behalf-islamic-revolutionary
https://www.justice.gov/opa/pr/nine-iranians-charged-conducting-massive-cyber-theft-campaign-behalf-islamic-revolutionary
https://www.cisa.gov/news-events/alerts/2018/04/16/russian-state-sponsored-cyber-actors-targeting-network-infrastructure
https://www.cisa.gov/news-events/alerts/2018/04/16/russian-state-sponsored-cyber-actors-targeting-network-infrastructure
https://www.cisa.gov/news-events/alerts/2018/04/16/russian-state-sponsored-cyber-actors-targeting-network-infrastructure
https://www.cisa.gov/news-events/alerts/2018/04/16/russian-state-sponsored-cyber-actors-targeting-network-infrastructure
https://www.cisa.gov/news-events/alerts/2018/04/16/russian-state-sponsored-cyber-actors-targeting-network-infrastructure
https://www.cisa.gov/news-events/alerts/2018/04/16/russian-state-sponsored-cyber-actors-targeting-network-infrastructure
https://www.cisa.gov/news-events/alerts/2018/05/29/hidden-cobra-joanap-backdoor-trojan-and-brambul-server-message-block
https://www.cisa.gov/news-events/alerts/2018/05/29/hidden-cobra-joanap-backdoor-trojan-and-brambul-server-message-block
https://www.cisa.gov/news-events/alerts/2018/05/29/hidden-cobra-joanap-backdoor-trojan-and-brambul-server-message-block
https://www.cisa.gov/news-events/alerts/2018/05/29/hidden-cobra-joanap-backdoor-trojan-and-brambul-server-message-block
https://www.cisa.gov/news-events/analysis-reports/ar18-165a
https://www.cisa.gov/news-events/analysis-reports/ar18-165a
https://www.cisa.gov/news-events/analysis-reports/ar18-165a
https://www.cisa.gov/news-events/analysis-reports/ar18-165a
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13
July
2018

August
2018

6
September
2018

2
October
2018

4
October
2018

30
October
2018

Communication Attributing
channel

Indictment

Report

Indictment

Sanction

Alert

Indictment

Indictment
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actor

DOJ

DHS & FBI

DOJ

Department of the
Treasury’s Office
of Foreign Assets
Control

DHS, Department
of the Treasury
& FBI

DOJ

DOJ
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Attributed
actor

“all twelve defendants

are members of the GRU,

a Russian Federation
intelligence agency within the
Main Intelligence Directorate
of the Russian military”

“North Korean government”

“North Korean Regime-Backed
Programmer”

“one entity and one individual
tied to the Government of
North Korea’s malign cyber
activities”

“North Korean government”

“seven defendants, all
officers in the Russian Main
Intelligence Directorate (GRU),
a military intelligence agency
of the General Staff of the
Armed Forces of the Russian
Federation”

“charged intelligence officers,
Zha Rong and Chai Meng, and
other co-conspirators, worked
for the Jiangsu Province
Ministry of State Security
(‘USSD”), headquartered in
Nanjing, which is a provincial
foreign intelligence arm of the
People’s Republic of China’s
Ministry of State Security
(“MSS”)”

Source

Department of Justice (2018): Grand Jury
Indicts 12 Russian Intelligence Officers
for Hacking Offenses Related to the 2016
Election.

Department of Homeland Security and
Federal Bureau of Investigation (2018):
MAR-10135536-17 — North Korean Trojan:
KEYMARBLE.

Department of Justice (2018): North
Korean Regime-Backed Programmer
Charged With Conspiracy to Conduct
Multiple Cyber Attacks and Intrusions.

Department of the Treasury (2018):
Treasury Targets North Korea for Multiple
Cyber-Attacks.

Department of Homeland Security,
Department of the Treasury, and Federal
Bureau of Investigation (2018): HIDDEN
COBRA — FASTCash Campaign.

Department of Justice (2018): U.S.
Charges Russian GRU Officers with
International Hacking and Related
Influence and Disinformation Operations.

Department of Justice (2018): Chinese
Intelligence Officers and Their Recruited
Hackers and Insiders Conspired to Steal
Sensitive Commercial Aviation and
Technological Data for Years.



https://www.justice.gov/opa/pr/grand-jury-indicts-12-russian-intelligence-officers-hacking-offenses-related-2016-election
https://www.justice.gov/opa/pr/grand-jury-indicts-12-russian-intelligence-officers-hacking-offenses-related-2016-election
https://www.justice.gov/opa/pr/grand-jury-indicts-12-russian-intelligence-officers-hacking-offenses-related-2016-election
https://www.justice.gov/opa/pr/grand-jury-indicts-12-russian-intelligence-officers-hacking-offenses-related-2016-election
https://www.cisa.gov/news-events/analysis-reports/ar18-221a
https://www.cisa.gov/news-events/analysis-reports/ar18-221a
https://www.cisa.gov/news-events/analysis-reports/ar18-221a
https://www.cisa.gov/news-events/analysis-reports/ar18-221a
https://www.justice.gov/opa/pr/north-korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and
https://www.justice.gov/opa/pr/north-korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and
https://www.justice.gov/opa/pr/north-korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and
https://www.justice.gov/opa/pr/north-korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and
https://home.treasury.gov/news/press-releases/sm473
https://home.treasury.gov/news/press-releases/sm473
https://home.treasury.gov/news/press-releases/sm473
https://www.cisa.gov/news-events/alerts/2018/10/02/hidden-cobra-fastcash-campaign
https://www.cisa.gov/news-events/alerts/2018/10/02/hidden-cobra-fastcash-campaign
https://www.cisa.gov/news-events/alerts/2018/10/02/hidden-cobra-fastcash-campaign
https://www.cisa.gov/news-events/alerts/2018/10/02/hidden-cobra-fastcash-campaign
https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-and
https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-and
https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-and
https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-and
https://www.justice.gov/opa/pr/chinese-intelligence-officers-and-their-recruited-hackers-and-insiders-conspired-steal
https://www.justice.gov/opa/pr/chinese-intelligence-officers-and-their-recruited-hackers-and-insiders-conspired-steal
https://www.justice.gov/opa/pr/chinese-intelligence-officers-and-their-recruited-hackers-and-insiders-conspired-steal
https://www.justice.gov/opa/pr/chinese-intelligence-officers-and-their-recruited-hackers-and-insiders-conspired-steal
https://www.justice.gov/opa/pr/chinese-intelligence-officers-and-their-recruited-hackers-and-insiders-conspired-steal
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Communication Attributing Attributed Source
channel actor actor

25-26 20 Indictment DoJ “Members of the APT 10 Department of Justice (2018): Two
December Hacking Group Who Acted in Chinese Hackers Associated With the
2018 Association with the Tianjin Ministry of State Security Charged with
State Security Bureau” Global Computer Intrusion Campaigns

Targeting Intellectual Property and
Confidential Business Information.

Statement Secretary of State “Chinese cyber actors Department of State (2018): Joint
and Secretary associated with the Chinese Statement by Secretary of State Michael
of Homeland Ministry of State Security” R. Pompeo and Secretary of Homeland
Security Security Kirstjen Nielsen: Chinese Actors
Compromise Global Managed Service
Providers.
27 13 Indictment DOJ “Cyber Conspirators [...] Department of Justice (2019): Former U.S.
February working on behalf of the Counterintelligence Agent Charged With
2019 Iranian Revolutionary Guard Espionage on Behalf of Iran; Four Iranians
Corps” Charged With a Cyber Campaign Targeting_

Her Former Colleagues.

28 9 Report DHS, FBI, DoD “North Korean government” Department of Homeland Security,
September Federal Bureau of Investigation, and
2019 Department of Defense (2019): MAR-

10135536-21 — North Korean Proxy
Malware: ELECTRICFISH.

29 9 Report DHS, FBI, DoD “North Korean government” Department of Homeland Security,
September Federal Bureau of Investigation, and
2019 Department of Defense (2019): MAR-
10135536-10 — North Korean Trojan:
BADCALL.
30 10 Indictment DOJ “Four Members of China’s Department of Justice (2020): Chinese
February People’s Liberation Army” Military Personnel Charged with
2020 Computer Fraud, Economic Espionage

and Wire Fraud for Hacking into Credit
Reporting Agency Equifax.

31 14 Report DHS, FBI, DoD “North Korean government” Department of Homeland Security,
February Federal Bureau of Investigation, and
2020 Department of Defense (2020): MAR-
10265965-1.v1 — North Korean Trojan:
BISTROMATH.
32 14 Report DHS, FBI, DoD “North Korean government” Department of Homeland Security,
February Federal Bureau of Investigation, and
2020 Department of Defense (2020): MAR-
10265965-2.v1 — North Korean Trojan:
SLICKSHOES.
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https://www.justice.gov/opa/pr/two-chinese-hackers-associated-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/two-chinese-hackers-associated-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/two-chinese-hackers-associated-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/two-chinese-hackers-associated-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/two-chinese-hackers-associated-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/two-chinese-hackers-associated-ministry-state-security-charged-global-computer-intrusion
https://2017-2021.state.gov/joint-statement-by-secretary-of-state-michael-r-pompeo-and-secretary-of-homeland-security-kirstjen-nielsen-chinese-actors-compromise-global-managed-service-providers/index.html
https://2017-2021.state.gov/joint-statement-by-secretary-of-state-michael-r-pompeo-and-secretary-of-homeland-security-kirstjen-nielsen-chinese-actors-compromise-global-managed-service-providers/index.html
https://2017-2021.state.gov/joint-statement-by-secretary-of-state-michael-r-pompeo-and-secretary-of-homeland-security-kirstjen-nielsen-chinese-actors-compromise-global-managed-service-providers/index.html
https://2017-2021.state.gov/joint-statement-by-secretary-of-state-michael-r-pompeo-and-secretary-of-homeland-security-kirstjen-nielsen-chinese-actors-compromise-global-managed-service-providers/index.html
https://2017-2021.state.gov/joint-statement-by-secretary-of-state-michael-r-pompeo-and-secretary-of-homeland-security-kirstjen-nielsen-chinese-actors-compromise-global-managed-service-providers/index.html
https://2017-2021.state.gov/joint-statement-by-secretary-of-state-michael-r-pompeo-and-secretary-of-homeland-security-kirstjen-nielsen-chinese-actors-compromise-global-managed-service-providers/index.html
https://www.justice.gov/opa/pr/former-us-counterintelligence-agent-charged-espionage-behalf-iran-four-iranians-charged-cyber
https://www.justice.gov/opa/pr/former-us-counterintelligence-agent-charged-espionage-behalf-iran-four-iranians-charged-cyber
https://www.justice.gov/opa/pr/former-us-counterintelligence-agent-charged-espionage-behalf-iran-four-iranians-charged-cyber
https://www.justice.gov/opa/pr/former-us-counterintelligence-agent-charged-espionage-behalf-iran-four-iranians-charged-cyber
https://www.justice.gov/opa/pr/former-us-counterintelligence-agent-charged-espionage-behalf-iran-four-iranians-charged-cyber
https://www.cisa.gov/news-events/analysis-reports/ar19-252b
https://www.cisa.gov/news-events/analysis-reports/ar19-252b
https://www.cisa.gov/news-events/analysis-reports/ar19-252b
https://www.cisa.gov/news-events/analysis-reports/ar19-252b
https://www.cisa.gov/news-events/analysis-reports/ar19-252b
https://www.cisa.gov/news-events/analysis-reports/ar19-252a
https://www.cisa.gov/news-events/analysis-reports/ar19-252a
https://www.cisa.gov/news-events/analysis-reports/ar19-252a
https://www.cisa.gov/news-events/analysis-reports/ar19-252a
https://www.cisa.gov/news-events/analysis-reports/ar19-252a
https://www.justice.gov/opa/pr/chinese-military-personnel-charged-computer-fraud-economic-espionage-and-wire-fraud-hacking
https://www.justice.gov/opa/pr/chinese-military-personnel-charged-computer-fraud-economic-espionage-and-wire-fraud-hacking
https://www.justice.gov/opa/pr/chinese-military-personnel-charged-computer-fraud-economic-espionage-and-wire-fraud-hacking
https://www.justice.gov/opa/pr/chinese-military-personnel-charged-computer-fraud-economic-espionage-and-wire-fraud-hacking
https://www.justice.gov/opa/pr/chinese-military-personnel-charged-computer-fraud-economic-espionage-and-wire-fraud-hacking
https://www.cisa.gov/news-events/analysis-reports/ar20-045a
https://www.cisa.gov/news-events/analysis-reports/ar20-045a
https://www.cisa.gov/news-events/analysis-reports/ar20-045a
https://www.cisa.gov/news-events/analysis-reports/ar20-045a
https://www.cisa.gov/news-events/analysis-reports/ar20-045a
https://www.cisa.gov/news-events/analysis-reports/ar20-045b
https://www.cisa.gov/news-events/analysis-reports/ar20-045b
https://www.cisa.gov/news-events/analysis-reports/ar20-045b
https://www.cisa.gov/news-events/analysis-reports/ar20-045b
https://www.cisa.gov/news-events/analysis-reports/ar20-045b
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14
February
2020

14
February
2020

14
February
2020

14
February
2020

14
February
2020

20
February
2020

15
April
2020

Communication Attributing
channel

Report

Report

Report

Report

Report

Statement

Advisory

Statement

99

actor

DHS, FBI, DoD

DHS, FBI, DoD

DHS, FBI, DoD

DHS, FBI, DoD

DHS, FBI, DoD

Secretary of State

State Department,
DHS, Treasury
Department, FBI

State Department

Annex

Attributed
actor

“North Korean government”

“North Korean government”

“North Korean government”

“North Korean government”

“North Korean government”

“Russian General Staff Main
Intelligence Directorate
(GRU) Main Center for Special
Technologies (GTsST, also
known as Unit 74455 and
Sandworm)”

“DPRK”

“North Korea”

Source

Department of Homeland Security,
Federal Bureau of Investigation, and
Department of Defense (2020): MAR-
10265965-3.v1 — North Korean Trojan:
CROWDEDFLOUNDER.

Department of Homeland Security,
Federal Bureau of Investigation, and
Department of Defense (2020): MAR-
10271944-1.v1 — North Korean Trojan:
HOTCROISSANT.

Department of Homeland Security,
Federal Bureau of Investigation, and
Department of Defense (2020): MAR-
10271944-2.v1 — North Korean Trojan:
ARTFULPIE.

Department of Homeland Security,
Federal Bureau of Investigation, and
Department of Defense (2020): MAR-
10271944-3.v1 — North Korean Trojan:
BUFFETLINE.

Department of Homeland Security,
Federal Bureau of Investigation, and
Department of Defense (2020): MAR-
10135536-8.v4 — North Korean Trojan:
HOPLIGHT.

Department of State (2020): The United
States Condemns Russian Cyber Attack

Against the Country of Georgia.

Departments of State, the Treasury, and

Homeland Security, and Federal Bureau
of Investigation (2020): Guidance on the

North Korean Cyber Threat.

Department of State (2020): The United
States Issues an Advisory on North

Korean Cyber Threats.



https://www.cisa.gov/news-events/analysis-reports/ar20-045c
https://www.cisa.gov/news-events/analysis-reports/ar20-045c
https://www.cisa.gov/news-events/analysis-reports/ar20-045c
https://www.cisa.gov/news-events/analysis-reports/ar20-045c
https://www.cisa.gov/news-events/analysis-reports/ar20-045c
https://www.cisa.gov/news-events/analysis-reports/ar20-045d
https://www.cisa.gov/news-events/analysis-reports/ar20-045d
https://www.cisa.gov/news-events/analysis-reports/ar20-045d
https://www.cisa.gov/news-events/analysis-reports/ar20-045d
https://www.cisa.gov/news-events/analysis-reports/ar20-045d
https://www.cisa.gov/news-events/analysis-reports/ar20-045e
https://www.cisa.gov/news-events/analysis-reports/ar20-045e
https://www.cisa.gov/news-events/analysis-reports/ar20-045e
https://www.cisa.gov/news-events/analysis-reports/ar20-045e
https://www.cisa.gov/news-events/analysis-reports/ar20-045e
https://www.cisa.gov/news-events/analysis-reports/ar20-045f
https://www.cisa.gov/news-events/analysis-reports/ar20-045f
https://www.cisa.gov/news-events/analysis-reports/ar20-045f
https://www.cisa.gov/news-events/analysis-reports/ar20-045f
https://www.cisa.gov/news-events/analysis-reports/ar20-045f
https://www.cisa.gov/news-events/analysis-reports/ar20-045g
https://www.cisa.gov/news-events/analysis-reports/ar20-045g
https://www.cisa.gov/news-events/analysis-reports/ar20-045g
https://www.cisa.gov/news-events/analysis-reports/ar20-045g
https://www.cisa.gov/news-events/analysis-reports/ar20-045g
https://2017-2021.state.gov/the-united-states-condemns-russian-cyber-attack-against-the-country-of-georgia/index.html
https://2017-2021.state.gov/the-united-states-condemns-russian-cyber-attack-against-the-country-of-georgia/index.html
https://2017-2021.state.gov/the-united-states-condemns-russian-cyber-attack-against-the-country-of-georgia/index.html
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-106a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-106a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-106a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-106a
https://2017-2021.state.gov/the-united-states-issues-an-advisory-on-north-korean-cyber-threats/index.html
https://2017-2021.state.gov/the-united-states-issues-an-advisory-on-north-korean-cyber-threats/index.html
https://2017-2021.state.gov/the-united-states-issues-an-advisory-on-north-korean-cyber-threats/index.html
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Communication Attributing Attributed Source
(< EULTE actor actor

41 12 Report DHS, FBI, DoD “North Korean government” Department of Homeland Security,
May Federal Bureau of Investigation, and
2020 Department of Defense (2020): MAR-

10288834-1.v1 — North Korean Remote
Access Tool: COPPERHEDGE.

42 12 Report DHS, FBI, DoD “North Korean government” Department of Homeland Security,
May Federal Bureau of Investigation, and
2020 Department of Defense (2020): MAR-

10288834-2.v1 — North Korean Trojan:
TAINTEDSCRIBE.

43 12 Report DHS, FBI, DoD “North Korean government” Department of Homeland Security,

May Federal Bureau of Investigation, and

2020 Department of Defense (2020): MAR-
10288834-3.v1 — North Korean Trojan:
PEBBLEDASH.

44-45 13 Statement FBI, CISA “PRC-affiliated cyber actors” Federal Bureau of Investigation and
May Cybersecurity and Infrastructure
2020 Security Agency (2020): FBI-CISA PSA

PRC Targeting of COVID-19 Research
Organizations.

Statement Secretary of State “cyber actors and non- Department of State (2020): The United
traditional collectors affiliated = States Condemns Attempts by PR.C.-
with the People’s Republic of Affiliated Actors To Steal American

China” COVID-19 Research.
46 28 Advisory NSA “Russian cyber actors from National Security Agency (2020):
May the GRU Main Center for Sandworm Actors Exploiting Vulnerability
2020 Special Technologies (GTsST), in Exim Mail Transfer Agent.

field post number 74455”

47 21 Indictment DOJ “Two Chinese Hackers Working ~ Department of Justice (2020): Two
July with the Ministry of State Chinese Hackers Working with the
2020 Security” Ministry of State Security Charged with

Global Computer Intrusion Campaign_
Targeting Intellectual Property and
Confidential Business Information,
Including COVID-19 Research.

48 3 Report CISA, FBI, DoD “Chinese government actors” Cybersecurity and Infrastructure Security
August Agency, Federal Bureau of Investigation
2020 and Department of Defense (2020): MAR-

10292089-1.v2 — Chinese Remote Access
Trojan: TAIDOOR.

49 13 Advisory NSA, FBI “Russian General Staff Main National Security Agency and Federal
August Intelligence Directorate (GRU) Bureau of Investigation (2020): Russian
2020 85th Main Special Service GRU 85th GTsSS Deploys Previously
Center (GTsSS), military unit Undisclosed Drovorub Malware.
26165”

100 Annex


https://www.cisa.gov/news-events/analysis-reports/ar20-133a
https://www.cisa.gov/news-events/analysis-reports/ar20-133a
https://www.cisa.gov/news-events/analysis-reports/ar20-133a
https://www.cisa.gov/news-events/analysis-reports/ar20-133a
https://www.cisa.gov/news-events/analysis-reports/ar20-133a
https://www.cisa.gov/news-events/analysis-reports/ar20-133b
https://www.cisa.gov/news-events/analysis-reports/ar20-133b
https://www.cisa.gov/news-events/analysis-reports/ar20-133b
https://www.cisa.gov/news-events/analysis-reports/ar20-133b
https://www.cisa.gov/news-events/analysis-reports/ar20-133b
https://www.cisa.gov/news-events/analysis-reports/ar20-133c
https://www.cisa.gov/news-events/analysis-reports/ar20-133c
https://www.cisa.gov/news-events/analysis-reports/ar20-133c
https://www.cisa.gov/news-events/analysis-reports/ar20-133c
https://www.cisa.gov/news-events/analysis-reports/ar20-133c
https://www.cisa.gov/resources-tools/resources/fbi-cisa-psa-prc-targeting-covid-19-research-organizations
https://www.cisa.gov/resources-tools/resources/fbi-cisa-psa-prc-targeting-covid-19-research-organizations
https://www.cisa.gov/resources-tools/resources/fbi-cisa-psa-prc-targeting-covid-19-research-organizations
https://www.cisa.gov/resources-tools/resources/fbi-cisa-psa-prc-targeting-covid-19-research-organizations
https://www.cisa.gov/resources-tools/resources/fbi-cisa-psa-prc-targeting-covid-19-research-organizations
https://2017-2021.state.gov/the-united-states-condemns-attempts-by-prc-affiliated-actors-to-steal-american-covid-19-research/index.html
https://2017-2021.state.gov/the-united-states-condemns-attempts-by-prc-affiliated-actors-to-steal-american-covid-19-research/index.html
https://2017-2021.state.gov/the-united-states-condemns-attempts-by-prc-affiliated-actors-to-steal-american-covid-19-research/index.html
https://2017-2021.state.gov/the-united-states-condemns-attempts-by-prc-affiliated-actors-to-steal-american-covid-19-research/index.html
https://media.defense.gov/2020/May/28/2002306626/-1/-1/0/CSA Sandworm Actors Exploiting Vulnerability in Exim Transfer Agent 20200528.pdf
https://media.defense.gov/2020/May/28/2002306626/-1/-1/0/CSA Sandworm Actors Exploiting Vulnerability in Exim Transfer Agent 20200528.pdf
https://media.defense.gov/2020/May/28/2002306626/-1/-1/0/CSA Sandworm Actors Exploiting Vulnerability in Exim Transfer Agent 20200528.pdf
https://www.justice.gov/opa/pr/two-chinese-hackers-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/two-chinese-hackers-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/two-chinese-hackers-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/two-chinese-hackers-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/two-chinese-hackers-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/two-chinese-hackers-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/two-chinese-hackers-working-ministry-state-security-charged-global-computer-intrusion
https://www.cisa.gov/news-events/analysis-reports/ar20-216a
https://www.cisa.gov/news-events/analysis-reports/ar20-216a
https://www.cisa.gov/news-events/analysis-reports/ar20-216a
https://www.cisa.gov/news-events/analysis-reports/ar20-216a
https://www.cisa.gov/news-events/analysis-reports/ar20-216a
https://media.defense.gov/2020/Aug/13/2002476465/-1/-1/0/CSA_DROVORUB_RUSSIAN_GRU_MALWARE_AUG_2020.PDF
https://media.defense.gov/2020/Aug/13/2002476465/-1/-1/0/CSA_DROVORUB_RUSSIAN_GRU_MALWARE_AUG_2020.PDF
https://media.defense.gov/2020/Aug/13/2002476465/-1/-1/0/CSA_DROVORUB_RUSSIAN_GRU_MALWARE_AUG_2020.PDF
https://media.defense.gov/2020/Aug/13/2002476465/-1/-1/0/CSA_DROVORUB_RUSSIAN_GRU_MALWARE_AUG_2020.PDF
https://media.defense.gov/2020/Aug/13/2002476465/-1/-1/0/CSA_DROVORUB_RUSSIAN_GRU_MALWARE_AUG_2020.PDF
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19
August
2020

26
August
2020

14
September
2020

16
September
2020

16
September
2020

17
September
2020

Communication
channel

Attributing
actor

Report CISA, FBI

Advisory CISA, Department
of Treasury,
FBI, U.S. Cyber
Command

Advisory CISA

Indictment DOJ

Indictment DOJ

Sanction Department of the
Treasury’s Office
of Foreign Assets
Control

Statement Secretary of State

Advisory FBI

101 Annex

Attributed
actor

“North Korean government”

“North Korean government”

“Chinese Ministry of State
Security (MSS)-affiliated
cyber threat actors”

“Apt41” Actors”

“Two Iranian nationals have
been charged in connection
with a coordinated cyber
intrusion campaign -
sometimes at the behest of
the government of the Islamic
Republic of Iran”

“Iranian cyber threat group
Advanced Persistent Threat
39 (APT39), 45 associated
individuals, and one front
company. Masked behind
its front company, Rana
Intelligence Computing
Company (Rana), the
Government of Iran (GOI) ...”

“Cyber Actors Backed by
Iranian Intelligence Ministry”

“Iranian nation state actors
publicly known as Advanced
Persistent Threat 39 [..]
masked behind its front
company, Rana Intelligence
Computing Company (Rana),
the Government of Iran’s
Ministry of Intelligence and
Security”

Source

Federal Bureau of Investigation and
Cybersecurity and Infrastructure Security
Agency (2020): MAR-10295134-1.v1 —
North Korean Remote Access Trojan:
BLINDINGCAN.

Cybersecurity and Infrastructure Security
Agency, Department of the Treasury,
Federal Bureau of Investigation and U.S.
Cyber Command (2020): FASTCash 2.0:
North Korea’s BeagleBoyz Robbing Banks.

Cybersecurity and Infrastructure Security
Agency (2020): Chinese Ministry of State
Security-Affiliated Cyber Threat Actor
Activity.

Department of Justice (2020): Seven
International Cyber Defendants, Including_
“Apt41” Actors, Charged In Connection
With Computer Intrusion Campaigns
Against More Than 100 Victims Globally.

Department of Justice (2020): Two
Iranian Nationals Charged in Cyber Theft
Campaign Targeting Computer Systems
in United States, Europe, and the Middle
East.

Department of the Treasury (2020):
Treasury Sanctions Cyber Actors Backed
by Iranian Intelligence Ministry.

Department of State (2020): The United
States Sanctions Cyber Actors Backed by
Iranian Intelligence Ministry.

Federal Bureau of Investigation (2020):
FBI Releases Cybersecurity Advisory on
Previously Undisclosed Iranian Malware
Used to Monitor Dissidents and Travel and
Telecommunications Companies.



https://www.cisa.gov/news-events/analysis-reports/ar20-232a
https://www.cisa.gov/news-events/analysis-reports/ar20-232a
https://www.cisa.gov/news-events/analysis-reports/ar20-232a
https://www.cisa.gov/news-events/analysis-reports/ar20-232a
https://www.cisa.gov/news-events/analysis-reports/ar20-232a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-239a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-239a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-239a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-239a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-239a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-258a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-258a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-258a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-258a
https://www.justice.gov/opa/pr/seven-international-cyber-defendants-including-apt41-actors-charged-connection-computer
https://www.justice.gov/opa/pr/seven-international-cyber-defendants-including-apt41-actors-charged-connection-computer
https://www.justice.gov/opa/pr/seven-international-cyber-defendants-including-apt41-actors-charged-connection-computer
https://www.justice.gov/opa/pr/seven-international-cyber-defendants-including-apt41-actors-charged-connection-computer
https://www.justice.gov/opa/pr/seven-international-cyber-defendants-including-apt41-actors-charged-connection-computer
https://www.justice.gov/opa/pr/two-iranian-nationals-charged-cyber-theft-campaign-targeting-computer-systems-united-states
https://www.justice.gov/opa/pr/two-iranian-nationals-charged-cyber-theft-campaign-targeting-computer-systems-united-states
https://www.justice.gov/opa/pr/two-iranian-nationals-charged-cyber-theft-campaign-targeting-computer-systems-united-states
https://www.justice.gov/opa/pr/two-iranian-nationals-charged-cyber-theft-campaign-targeting-computer-systems-united-states
https://www.justice.gov/opa/pr/two-iranian-nationals-charged-cyber-theft-campaign-targeting-computer-systems-united-states
https://home.treasury.gov/news/press-releases/sm1127
https://home.treasury.gov/news/press-releases/sm1127
https://home.treasury.gov/news/press-releases/sm1127
https://2017-2021.state.gov/the-united-states-sanctions-cyber-actors-backed-by-iranian-intelligence-ministry/index.html
https://2017-2021.state.gov/the-united-states-sanctions-cyber-actors-backed-by-iranian-intelligence-ministry/index.html
https://2017-2021.state.gov/the-united-states-sanctions-cyber-actors-backed-by-iranian-intelligence-ministry/index.html
https://www.fbi.gov/contact-us/field-offices/boston/news/press-releases/fbi-releases-cybersecurity-advisory-on-previously-undisclosed-iranian-malware-used-to-monitor-dissidents-and-travel-and-telecommunications-companies
https://www.fbi.gov/contact-us/field-offices/boston/news/press-releases/fbi-releases-cybersecurity-advisory-on-previously-undisclosed-iranian-malware-used-to-monitor-dissidents-and-travel-and-telecommunications-companies
https://www.fbi.gov/contact-us/field-offices/boston/news/press-releases/fbi-releases-cybersecurity-advisory-on-previously-undisclosed-iranian-malware-used-to-monitor-dissidents-and-travel-and-telecommunications-companies
https://www.fbi.gov/contact-us/field-offices/boston/news/press-releases/fbi-releases-cybersecurity-advisory-on-previously-undisclosed-iranian-malware-used-to-monitor-dissidents-and-travel-and-telecommunications-companies
https://www.fbi.gov/contact-us/field-offices/boston/news/press-releases/fbi-releases-cybersecurity-advisory-on-previously-undisclosed-iranian-malware-used-to-monitor-dissidents-and-travel-and-telecommunications-companies
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17
September
2020

1
October
2020

20
October
2020

19
October
2020

22
October
2020

22
October
2020

Communication
channel

Indictment

Alert

Advisory

Indictment

Statement

Advisory

Advisory

102

Attributing
actor

DOJ

CISA

NSA

DOJ

Secretary of State

FBI, CISA

FBI, CISA

Annex

Attributed
actor

“three computer hackers [...]

engaging in a coordinated

campaign of identity theft and

hacking on behalf of Iran’s
Islamic Revolutionary Guard
Corps”

“Chinese government and

affiliated cyber threat actor”

“Chinese state-sponsored
cyber actors”

“six [...] officers in Unit
74455 of the Russian Main
Intelligence Directorate”

“six officers of the Russian
General Staff Main
Intelligence Directorate’s
(GRU) Military Unit 74455”

“Russian state-sponsored APT

actor—known variously as

Berserk Bear, Energetic Bear,

TeamSpy, Dragonfly, Havex,
Crouching Yeti, and Koala in
open-source reporting”

“Iranian State-Sponsored
Advanced Persistent Threat
Actors”

Source

Department of Justice (2020): State-
Sponsored Iranian Hackers Indicted for
Computer Intrusions at U.S. Satellite
Companies.

Cybersecurity and Infrastructure Security
Agency (2020): Potential for China Cyber
Response to Heightened U.S.—China
Tensions.

National Security Agency (2020): Chinese
State-Sponsored Actors Exploit Publicly
Known Vulnerabilities.

Department of Justice (2020): Six Russian
GRU Officers Charged in Connection with
Worldwide Deployment of Destructive
Malware and Other Disruptive Actions in
Cyberspace.

Department of State (2020): United States

Charges Russian Military Intelligence
Officers for Cyber Crimes.

Federal Bureau of Investigation and
Cybersecurity and Infrastructure Security
Agency (2020): Russian State-Sponsored
Advanced Persistent Threat Actor
Compromises U.S. Government Targets.

Federal Bureau of Investigation and
Cybersecurity and Infrastructure Security
Agency (2020): Iranian State-Sponsored
Advanced Persistent Threat Actors
Threaten Election-Related Systems.



https://www.justice.gov/opa/pr/state-sponsored-iranian-hackers-indicted-computer-intrusions-us-satellite-companies
https://www.justice.gov/opa/pr/state-sponsored-iranian-hackers-indicted-computer-intrusions-us-satellite-companies
https://www.justice.gov/opa/pr/state-sponsored-iranian-hackers-indicted-computer-intrusions-us-satellite-companies
https://www.justice.gov/opa/pr/state-sponsored-iranian-hackers-indicted-computer-intrusions-us-satellite-companies
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-275a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-275a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-275a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-275a
https://media.defense.gov/2020/Oct/20/2002519884/-1/-1/0/CSA_CHINESE_EXPLOIT_VULNERABILITIES_UOO179811.PDF
https://media.defense.gov/2020/Oct/20/2002519884/-1/-1/0/CSA_CHINESE_EXPLOIT_VULNERABILITIES_UOO179811.PDF
https://media.defense.gov/2020/Oct/20/2002519884/-1/-1/0/CSA_CHINESE_EXPLOIT_VULNERABILITIES_UOO179811.PDF
https://www.justice.gov/opa/pr/six-russian-gru-officers-charged-connection-worldwide-deployment-destructive-malware-and
https://www.justice.gov/opa/pr/six-russian-gru-officers-charged-connection-worldwide-deployment-destructive-malware-and
https://www.justice.gov/opa/pr/six-russian-gru-officers-charged-connection-worldwide-deployment-destructive-malware-and
https://www.justice.gov/opa/pr/six-russian-gru-officers-charged-connection-worldwide-deployment-destructive-malware-and
https://www.justice.gov/opa/pr/six-russian-gru-officers-charged-connection-worldwide-deployment-destructive-malware-and
https://2017-2021.state.gov/united-states-charges-russian-military-intelligence-officers-for-cyber-crimes/index.html
https://2017-2021.state.gov/united-states-charges-russian-military-intelligence-officers-for-cyber-crimes/index.html
https://2017-2021.state.gov/united-states-charges-russian-military-intelligence-officers-for-cyber-crimes/index.html
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-296a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-296a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-296a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-296a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-296a
https://www.ic3.gov/Media/News/2020/201022-2.pdf
https://www.ic3.gov/Media/News/2020/201022-2.pdf
https://www.ic3.gov/Media/News/2020/201022-2.pdf
https://www.ic3.gov/Media/News/2020/201022-2.pdf
https://www.ic3.gov/Media/News/2020/201022-2.pdf
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65-66 23 Sanction Department of the  “tate Research Center of the Department of the Treasury (2020):
October Treasury’s Office Russian Federation FGUP Treasury Sanctions Russian Government
2020 of Foreign Assets Central Scientific Research Research Institution Connected to the
Control Institute of Chemistry and Triton Malware.

Mechanics (TsNIIKhM),
a Russian government-
controlled research

institution”

Statement Secretary of State “State Research Center of Department of State (2020): United States
the Russian Federation FGUP Sanctions Russian Government Research
Central Scientific Research Institution.

Institute of Chemistry and
Mechanics (TsNIIKhM),

a Russian government-
controlled research

institution”
67 27 Advisory CISA, FBI, U.S. “North Korean advanced Cybersecurity and Infrastructure Security
October Cyber Command persistent threat (APT) group Agency, Federal Bureau of Investigation
2020 Cyber National Kimsuky [...] North Korean and U.S. Cyber Command Cyber National
Mission Force government” Mission Force (2020): North Korean
Advanced Persistent Threat Focus:
Kimsuky.
68 30 Advisory CISA, FBI “Iranian advanced persistent Federal Bureau of Investigation and
October threat (APT) actor” Cybersecurity and Infrastructure
2020 Security Agency (2020): Iranian Advanced
Persistent Threat Actor Identified
Obtaining Voter Registration Data.
69 5 Statement FBI, CISA, ODNI, “Advanced Persistent Threat Federal Bureau of Investigation,
January NSA (APT) actor, likely Russian FBICybersecurity and Infrastructure
2021 in origin, [...] we believe this Security Agency, Office of the Director
was, and continues to be, an of National Intelligence and National
intelligence gathering effort.” Security Agency (2021): Joint Statement
by the Federal Bureau of Investigation
(EBI), the Cybersecurity and Infrastructure
Security Agency (CISA), the Office of the
Director of National Intelligence (ODNI),
and the National Security Agency (NSA).
70-71 17 Indictment DOJ “members of units of the Department of Justice (2021): Three North
February Reconnaissance General Korean Military Hackers Indicted in Wide-
2021 Bureau” Ranging Scheme to Commit Cyberattacks
and Financial Crimes Across the Globe.
Advisory FBI, CISA, Treasury  “Lazarus Group—which these Federal Bureau of Investigation,
agencies attribute to North Cybersecurity and Infrastructure Security
Korean state-sponsored Agency, and Department of the Treasury
advanced persistent threat (2020): AppleJeus: Analysis of North
(APT) actors” Korea’s Cryptocurrency Malware.
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https://home.treasury.gov/news/press-releases/sm1162
https://home.treasury.gov/news/press-releases/sm1162
https://home.treasury.gov/news/press-releases/sm1162
https://home.treasury.gov/news/press-releases/sm1162
https://2017-2021.state.gov/united-states-sanctions-russian-government-research-institution/index.html
https://2017-2021.state.gov/united-states-sanctions-russian-government-research-institution/index.html
https://2017-2021.state.gov/united-states-sanctions-russian-government-research-institution/index.html
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-301a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-301a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-301a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-301a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-301a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-301a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-304a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-304a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-304a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-304a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-304a
https://www.cisa.gov/news-events/news/joint-statement-federal-bureau-investigation-fbi-cybersecurity-and-infrastructure
https://www.cisa.gov/news-events/news/joint-statement-federal-bureau-investigation-fbi-cybersecurity-and-infrastructure
https://www.cisa.gov/news-events/news/joint-statement-federal-bureau-investigation-fbi-cybersecurity-and-infrastructure
https://www.cisa.gov/news-events/news/joint-statement-federal-bureau-investigation-fbi-cybersecurity-and-infrastructure
https://www.cisa.gov/news-events/news/joint-statement-federal-bureau-investigation-fbi-cybersecurity-and-infrastructure
https://www.cisa.gov/news-events/news/joint-statement-federal-bureau-investigation-fbi-cybersecurity-and-infrastructure
https://www.cisa.gov/news-events/news/joint-statement-federal-bureau-investigation-fbi-cybersecurity-and-infrastructure
https://www.cisa.gov/news-events/news/joint-statement-federal-bureau-investigation-fbi-cybersecurity-and-infrastructure
https://www.cisa.gov/news-events/news/joint-statement-federal-bureau-investigation-fbi-cybersecurity-and-infrastructure
https://www.cisa.gov/news-events/news/joint-statement-federal-bureau-investigation-fbi-cybersecurity-and-infrastructure
https://www.justice.gov/opa/pr/three-north-korean-military-hackers-indicted-wide-ranging-scheme-commit-cyberattacks-and
https://www.justice.gov/opa/pr/three-north-korean-military-hackers-indicted-wide-ranging-scheme-commit-cyberattacks-and
https://www.justice.gov/opa/pr/three-north-korean-military-hackers-indicted-wide-ranging-scheme-commit-cyberattacks-and
https://www.justice.gov/opa/pr/three-north-korean-military-hackers-indicted-wide-ranging-scheme-commit-cyberattacks-and
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-048a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-048a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-048a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-048a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-048a
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72-75 15
April
2021

76 26
April
2021

77 1
July
2021

78 16
July
2021

Statement

Statement

Advisory

Sanction

Advisory

Advisory

Advisory

104

White House

Secretary of State

NSA, CISA, FBI

Treasury

FBI, CISA, DHS

NSA, CISA, FBI
(with St¥ NCSC)

NSA, CISA (with
S Nnesc, 1+
CSE)

Annex

“Russian Foreign Intelligence
Service (SVR), also known as
APT 29, Cozy Bear, and The
Dukes”

“Russian Government”

“Russian Foreign Intelligence
Service (SVR) actors (also
known as APT29, Cozy Bear,
and The Dukes)”

“companies operating in

the technology sector of

the Russian Federation
economy that support
Russian Intelligence Services
[...] supports units of

Russia’s Main Intelligence
Directorate (GRU) responsible
for offensive cyber and
information operations [...
inter alia] SVA is a Russian
state-owned research
institute specializing in
advanced systems for
information security located
in Russia. SVA conducted
research and developmentin
support of the SVR’s malicious
cyber operations. [...]”

“Russian Foreign Intelligence
Service (SVR) cyber actors—
also known as Advanced
Persistent Threat 29 (APT
29), the Dukes, CozyBear, and
Yttrium”

“Russian General Staff Main
Intelligence Directorate (GRU)
85th Main Special Service
Center (GTsSS), military unit
26165”

“APT29 (also known as ‘the
Dukes’ or ‘Cozy Bear’) is a
cyber espionage group, almost
certainly part of the Russian
intelligence services”

The White House (2021): Fact Sheet:
Imposing Costs for Harmful Foreign
Activities by the Russian Government.

Department of State (2021): Holding
Russia To Account.

National Security Agency, Federal Bureau

of Investigation and Cybersecurity and
Infrastructure Security Agency (2021):
Russian SVR Targets U.S. and Allied
Networks.

Department of the Treasury (2021):
Treasury Sanctions Russia with Sweeping

New Sanctions Authority.

Federal Bureau of Investigation,
Cybersecurity and Infrastructure
Security Agency and Department of
Homeland Security (2021): Russian
Foreign Intelligence Service (SVR) Cyber
Operations: Trends and Best Practices for

Network Defenders.

National Security Agency, Cybersecurity
and Infrastructure Security Agency,
Federal Bureau of Investigation et al.
(2021): Russian GRU Conducting Global
Brute Force Campaign to Compromise
Enterprise and Cloud Environments.

National Security Agency, Cybersecurity
and Infrastructure Security Agency et al.
(2021): Advisory: APT29 targets COVID-19
vaccine development.



https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
https://www.state.gov/holding-russia-to-account/
https://www.state.gov/holding-russia-to-account/
https://media.defense.gov/2021/Apr/15/2002621240/-1/-1/0/CSA_SVR_TARGETS_US_ALLIES_UOO13234021.PDF
https://media.defense.gov/2021/Apr/15/2002621240/-1/-1/0/CSA_SVR_TARGETS_US_ALLIES_UOO13234021.PDF
https://media.defense.gov/2021/Apr/15/2002621240/-1/-1/0/CSA_SVR_TARGETS_US_ALLIES_UOO13234021.PDF
https://media.defense.gov/2021/Apr/15/2002621240/-1/-1/0/CSA_SVR_TARGETS_US_ALLIES_UOO13234021.PDF
https://media.defense.gov/2021/Apr/15/2002621240/-1/-1/0/CSA_SVR_TARGETS_US_ALLIES_UOO13234021.PDF
https://home.treasury.gov/news/press-releases/jy0127
https://home.treasury.gov/news/press-releases/jy0127
https://home.treasury.gov/news/press-releases/jy0127
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-116a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-116a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-116a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-116a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-116a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-116a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-116a
https://media.defense.gov/2021/Jul/01/2002753896/-1/-1/1/CSA_GRU_GLOBAL_BRUTE_FORCE_CAMPAIGN_UOO158036-21.PDF
https://media.defense.gov/2021/Jul/01/2002753896/-1/-1/1/CSA_GRU_GLOBAL_BRUTE_FORCE_CAMPAIGN_UOO158036-21.PDF
https://media.defense.gov/2021/Jul/01/2002753896/-1/-1/1/CSA_GRU_GLOBAL_BRUTE_FORCE_CAMPAIGN_UOO158036-21.PDF
https://media.defense.gov/2021/Jul/01/2002753896/-1/-1/1/CSA_GRU_GLOBAL_BRUTE_FORCE_CAMPAIGN_UOO158036-21.PDF
https://media.defense.gov/2021/Jul/01/2002753896/-1/-1/1/CSA_GRU_GLOBAL_BRUTE_FORCE_CAMPAIGN_UOO158036-21.PDF
https://media.defense.gov/2021/Jul/01/2002753896/-1/-1/1/CSA_GRU_GLOBAL_BRUTE_FORCE_CAMPAIGN_UOO158036-21.PDF
https://www.ncsc.gov.uk/news/advisory-apt29-targets-covid-19-vaccine-development
https://www.ncsc.gov.uk/news/advisory-apt29-targets-covid-19-vaccine-development
https://www.ncsc.gov.uk/news/advisory-apt29-targets-covid-19-vaccine-development
https://www.ncsc.gov.uk/news/advisory-apt29-targets-covid-19-vaccine-development
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Attributing
actor

FBI, CISA

White House

Secretary of State

CISA, FBI

DOJ

CISA, FBI

FBI, CISA (with &%
ACSC, EEE NCse)

Annex

Attributed
actor

“Indicted APT40 Actors
Associated with China’s
MSS Hainan State Security
Department”

“MSS-affiliated cyber
operators”

“cyber actors affiliated with
the MSS”

“Chinese state-sponsored
cyber actors”

“Officers in the Hainan State
Security Department (HSSD),
a provincial arm of China’s
Ministry of State Security
(MSS)”

“state-sponsored Chinese
actors”

“Iranian Government-
Sponsored APT Cyber Actors”

Source

Federal Bureau of Investigation and
Cybersecurity and Infrastructure Security

Agency (2021): Tactics, Techniques, and
Procedures of Indicted APT40 Actors
Associated with China’s MSS Hainan
State Security Department.

The White House (2021): The United
States, Joined by Allies and Partners,
Attributes Malicious Cyber Activity and
Irresponsible State Behavior to the
People’s Republic of China.

Department of State (2021): Responding
to the PRC’s Destabilizing and
Irresponsible Behavior in Cyberspace.

Federal Bureau of Investigation and
Cybersecurity and Infrastructure Security

Agency (2021): Chinese State-Sponsored
Cyber Operations: Observed TTPs.

Department of Justice (2021): Four
Chinese Nationals Working with the
Ministry of State Security Charged with
Global Computer Intrusion Campaign_
Targeting Intellectual Property and
Confidential Business Information,
Including Infectious Di Research.

Federal Bureau of Investigation and
Cybersecurity and Infrastructure Security

Agency (2021): Chinese Gas Pipeline
Intrusion Campaign, 2011 to 2013.

Federal Bureau of Investigation,
Cybersecurity and Infrastructure Security

Agency et al. (2021): Iranian Government-
Sponsored APT Cyber Actors

Exploiting Microsoft Exchange and
Fortinet Vulnerabilities in Furtherance of
Malicious Activities.



https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-200a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-200a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-200a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-200a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-200a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-200a
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.state.gov/responding-to-the-prcs-destabilizing-and-irresponsible-behavior-in-cyberspace/
https://www.state.gov/responding-to-the-prcs-destabilizing-and-irresponsible-behavior-in-cyberspace/
https://www.state.gov/responding-to-the-prcs-destabilizing-and-irresponsible-behavior-in-cyberspace/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-200b
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-200b
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-200b
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-200b
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-201a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-201a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-201a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-201a
https://www.cisa.gov/sites/default/files/publications/AA21-321A-Iranian Government-Sponsored APT Actors Exploiting Vulnerabilities_1.pdf
https://www.cisa.gov/sites/default/files/publications/AA21-321A-Iranian Government-Sponsored APT Actors Exploiting Vulnerabilities_1.pdf
https://www.cisa.gov/sites/default/files/publications/AA21-321A-Iranian Government-Sponsored APT Actors Exploiting Vulnerabilities_1.pdf
https://www.cisa.gov/sites/default/files/publications/AA21-321A-Iranian Government-Sponsored APT Actors Exploiting Vulnerabilities_1.pdf
https://www.cisa.gov/sites/default/files/publications/AA21-321A-Iranian Government-Sponsored APT Actors Exploiting Vulnerabilities_1.pdf
https://www.cisa.gov/sites/default/files/publications/AA21-321A-Iranian Government-Sponsored APT Actors Exploiting Vulnerabilities_1.pdf
https://www.cisa.gov/sites/default/files/publications/AA21-321A-Iranian Government-Sponsored APT Actors Exploiting Vulnerabilities_1.pdf
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86-87 18 Indictment DOJ “Kazemi and Kashian [..] Department of Justice (2021): Two Iranian
November worked as contractors for an Nationals Charged for Cyber-Enabled
2021 Iran-based company formerly Disinformation and Threat Campaign
known as Eeleyanet Gostar Designed to Influence the 2020 U.S.
[..J Among other things, Presidential Election.

Eeleyanet Gostar is known to
have provided services to the
Iranian government, including
to the Guardian Council.”

Statement Secretary of State “State-sponsored actors, Department of State (2021): Designation
including Iranian groups” of Iranian Cyber Actors for Attempting_
to Influence the 2020 U.S. Presidential
Election.
88 16 Advisory FBI, NSA, CISA “Russian state-sponsored Federal Bureau of Investigation, National
February cyber actors” Security Agency and Cybersecurity and
2022 Infrastructure Security Agency (2022):

Russian State-Sponsored Cyber Actors
Target Cleared Defense Contractor
Networks to Obtain Sensitive U.S. Defense
Information and Technology.

89 18 Press White House “Russian Main Intelligence The White House (2022): Press Briefing
February conference Directorate” by Press Secretary Jen Psaki, Deputy
2022 National Security Advisor for Cyber and

Emerging Technology Anne Neuberger,

and Deputy National Security Advisor for
International Economics and Deputy NEC
Director Daleep Singh, February 18, 2022.

90 23 Advisory CISA, NSA, FBI “attributed the Sandworm Cybersecurity and Infrastructure Security
February (with St NCSC) actor to the Russian General Agency, National Security Agency and
2022 Staff Main Intelligence Federal Bureau of Investigation (2022):
Directorate’s Russian (GRU’s) New Sandworm Malware Cyclops Blink
Main Centre for Special Replaces VPNFilter.

Technologies (GTsST)”

91 24 Advisory FBI, CISA, U.S. “group of Iranian government- Federal Bureau of Investigation,
February Cyber Command sponsored advanced Cybersecurity and Infrastructure Security
2022 Cyber National persistent threat (APT) actors, Agency et al. (2022): Iranian Government-
Mission Force known as MuddyWater” Sponsored Actors Conduct Cyber
(with Pl NCSC) Operations Against Global Government

and Commercial Networks.

92 15 Advisory FBI, CISA “Russian state-sponsored Federal Bureau of Investigation and
March cyber actors” Cybersecurity and Infrastructure
2022 Security Agency (2022): Russian

State-Sponsored Cyber Actors Gain
Network Access by Exploiting Default
Multifactor Authentication Protocols and
“PrintNightmare” Vulnerability.
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https://www.justice.gov/opa/pr/two-iranian-nationals-charged-cyber-enabled-disinformation-and-threat-campaign-designed
https://www.justice.gov/opa/pr/two-iranian-nationals-charged-cyber-enabled-disinformation-and-threat-campaign-designed
https://www.justice.gov/opa/pr/two-iranian-nationals-charged-cyber-enabled-disinformation-and-threat-campaign-designed
https://www.justice.gov/opa/pr/two-iranian-nationals-charged-cyber-enabled-disinformation-and-threat-campaign-designed
https://www.justice.gov/opa/pr/two-iranian-nationals-charged-cyber-enabled-disinformation-and-threat-campaign-designed
https://www.state.gov/designation-of-iranian-cyber-actors-for-attempting-to-influence-the-2020-u-s-presidential-election
https://www.state.gov/designation-of-iranian-cyber-actors-for-attempting-to-influence-the-2020-u-s-presidential-election
https://www.state.gov/designation-of-iranian-cyber-actors-for-attempting-to-influence-the-2020-u-s-presidential-election
https://www.state.gov/designation-of-iranian-cyber-actors-for-attempting-to-influence-the-2020-u-s-presidential-election
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-047a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-047a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-047a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-047a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-047a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-047a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-047a
https://www.whitehouse.gov/briefing-room/press-briefings/2022/02/18/press-briefing-by-press-secretary-jen-psaki-deputy-national-security-advisor-for-cyber-and-emerging-technology-anne-neuberger-and-deputy-national-security-advisor-for-international-economics-and-dep/
https://www.whitehouse.gov/briefing-room/press-briefings/2022/02/18/press-briefing-by-press-secretary-jen-psaki-deputy-national-security-advisor-for-cyber-and-emerging-technology-anne-neuberger-and-deputy-national-security-advisor-for-international-economics-and-dep/
https://www.whitehouse.gov/briefing-room/press-briefings/2022/02/18/press-briefing-by-press-secretary-jen-psaki-deputy-national-security-advisor-for-cyber-and-emerging-technology-anne-neuberger-and-deputy-national-security-advisor-for-international-economics-and-dep/
https://www.whitehouse.gov/briefing-room/press-briefings/2022/02/18/press-briefing-by-press-secretary-jen-psaki-deputy-national-security-advisor-for-cyber-and-emerging-technology-anne-neuberger-and-deputy-national-security-advisor-for-international-economics-and-dep/
https://www.whitehouse.gov/briefing-room/press-briefings/2022/02/18/press-briefing-by-press-secretary-jen-psaki-deputy-national-security-advisor-for-cyber-and-emerging-technology-anne-neuberger-and-deputy-national-security-advisor-for-international-economics-and-dep/
https://www.whitehouse.gov/briefing-room/press-briefings/2022/02/18/press-briefing-by-press-secretary-jen-psaki-deputy-national-security-advisor-for-cyber-and-emerging-technology-anne-neuberger-and-deputy-national-security-advisor-for-international-economics-and-dep/
https://www.whitehouse.gov/briefing-room/press-briefings/2022/02/18/press-briefing-by-press-secretary-jen-psaki-deputy-national-security-advisor-for-cyber-and-emerging-technology-anne-neuberger-and-deputy-national-security-advisor-for-international-economics-and-dep/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-054a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-054a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-054a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-054a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-054a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-055a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-055a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-055a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-055a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-055a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-055a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-074a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-074a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-074a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-074a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-074a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-074a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-074a
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2022
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Communication
channel

Indictment

Advisory

Advisory

Advisory

Statement

Advisory

Advisory

Statement

107

Attributing
actor

DOJ

CISA, FBI,
Department of
Energy

FBI, CISA, Treasury

CISA, FBI, NSA
(with &% AcCSC,
I*Acces, @@
NCSC, and S8
NCSC and NCA)

Secretary of State

NSA, CISA, FBI

FBI, CISA, Treasury

White House

Annex

Attributed
actor

“an employee of a Russian
Ministry of Defense research
institute [...] three officers
of Russia’s Federal Security
Service (FSB)”

“state-sponsored Russian
cyber actors”

“North Korean state-
sponsored advanced
persistent threat (APT) group
[..]J commonly tracked by
the cybersecurity industry
as Lazarus Group, APT38,
BlueNoroff, and Stardust
Chollima”

“Russian government”

“Russia”

“People’s Republic of China
(PRC) state-sponsored cyber
actors”

“North Korean state-
sponsored cyber actors”

“Government of Iran”

Source

Department of Justice (2022): Four
Russian Government Employees Charged
in Two Historical Hacking Campaigns
Targeting Critical Infrastructure
Worldwide.

Cybersecurity and Infrastructure Security

Agency, Federal Bureau of Investigation
and Department of Energy (2022): Tactics,

Techniques, and Procedures of Indicted
State-Sponsored Russian Cyber Actors

Targeting the Energy Sector.

Federal Bureau of Investigation,
Cybersecurity and Infrastructure Security

Agency and Department of the Treasury
(2022): TraderTraitor: North Korean
State-Sponsored APT Targets Blockchain
Companies.

Cybersecurity and Infrastructure Security

Agency, Federal Bureau of Investigation,
National Security Agency et al. (2022):
Russian State-Sponsored and Criminal
Cyber Threats to Critical Infrastructure.

Department of State (2022): Attribution of

Russia’s Malicious Cyber Activity Against
Ukraine.

Cybersecurity and Infrastructure Security

Agency, Federal Bureau of Investigation,
and National Security Agency (2022):
People’s Republic of China State-
Sponsored Cyber Actors Exploit Network
Providers and Devices.

Federal Bureau of Investigation,
Cybersecurity and Infrastructure Security

Agency and Department of the Treasury
(2022): North Korean State-Sponsored
Cyber Actors Use Maui Ransomware to
Target the Healthcare and Public Health
Sector.

The White House (2022): Statement by
NSC Spokesperson Adrienne Watson on
Iran’s Cyberattack against Albania.



https://www.justice.gov/opa/pr/four-russian-government-employees-charged-two-historical-hacking-campaigns-targeting-critical
https://www.justice.gov/opa/pr/four-russian-government-employees-charged-two-historical-hacking-campaigns-targeting-critical
https://www.justice.gov/opa/pr/four-russian-government-employees-charged-two-historical-hacking-campaigns-targeting-critical
https://www.justice.gov/opa/pr/four-russian-government-employees-charged-two-historical-hacking-campaigns-targeting-critical
https://www.justice.gov/opa/pr/four-russian-government-employees-charged-two-historical-hacking-campaigns-targeting-critical
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-083a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-083a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-083a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-083a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-083a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-083a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-108a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-108a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-108a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-108a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-108a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-108a
https://www.cyber.gov.au/sites/default/files/2023-02/AA22-110A_Joint_CSA_Russian_State-Sponsored_and_Criminal_Cyber_Threats_to_Critical_Infrastructure.pdf
https://www.cyber.gov.au/sites/default/files/2023-02/AA22-110A_Joint_CSA_Russian_State-Sponsored_and_Criminal_Cyber_Threats_to_Critical_Infrastructure.pdf
https://www.cyber.gov.au/sites/default/files/2023-02/AA22-110A_Joint_CSA_Russian_State-Sponsored_and_Criminal_Cyber_Threats_to_Critical_Infrastructure.pdf
https://www.cyber.gov.au/sites/default/files/2023-02/AA22-110A_Joint_CSA_Russian_State-Sponsored_and_Criminal_Cyber_Threats_to_Critical_Infrastructure.pdf
https://www.cyber.gov.au/sites/default/files/2023-02/AA22-110A_Joint_CSA_Russian_State-Sponsored_and_Criminal_Cyber_Threats_to_Critical_Infrastructure.pdf
https://www.state.gov/attribution-of-russias-malicious-cyber-activity-against-ukraine/
https://www.state.gov/attribution-of-russias-malicious-cyber-activity-against-ukraine/
https://www.state.gov/attribution-of-russias-malicious-cyber-activity-against-ukraine/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-187a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-187a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-187a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-187a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-187a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-187a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-187a
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/07/statement-by-nsc-spokesperson-adrienne-watson-on-irans-cyberattack-against-albania/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/07/statement-by-nsc-spokesperson-adrienne-watson-on-irans-cyberattack-against-albania/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/07/statement-by-nsc-spokesperson-adrienne-watson-on-irans-cyberattack-against-albania/
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channel

Attributing
actor

Attributed
actor

Source

101-102 9 Sanction
September
2022
Statement
103-105 14 Sanction
September
2022
Statement
Advisory
106 16 Advisory
November
2022
107 9 Advisory
February
2023
108 18 Advisory
April
2023

108

Department of the
Treasury’s Office
of Foreign Assets
Control

Secretary of State

Department of the
Treasury’s Office
of Foreign Assets
Control

Secretary of State

FBI, CISA, NSA,
U.S. Cyber
Command,
Department of the
Treasury (with af
Acsc,I*lcces,
and S NCSO)

CISA, FBI

NSA, FBI, U.S.
Department

of Health and
Human Services
(with :®¢ National
Intelligence
Service Defense
Security Agency
(DSA)

CISA, FBI, NSA
(with St& NCSC)

Annex

“Iran’s Ministry of Intelligence
and Security (MOIS) and its
Minister of Intelligence”

“Iran’s Ministry of Intelligence
and Security (MOIS) and its
Minister of Intelligence”

“IRGC-affiliated group”

“ten individuals and two
entities, all affiliated with
Iran’s Islamic Revolutionary
Guard Corps”

“Iranian Islamic Revolutionary
Guard Corps-Affiliated Cyber
Actors”

“Iranian government-

sponsored actors”

“DPRK cyber actors”

APT28

Department of the Treasury (2022):
Treasury Sanctions Iranian Ministry of
Intelligence and Minister for Malign Cyber

Activities.

Department of State (2022): Sanctioning
Iran’s Ministry of Intelligence and Security

for Malign Cyber Activities.

Department of the Treasury (2022):
Treasury Sanctions IRGC-Affiliated Cyber
Actors for Roles in Ransomware Activity.

Department of State (2022): Sanctioning
Iranians for Malicious Cyber Acts.

Federal Bureau of Investigation,
Cybersecurity and Infrastructure Security
Agency, National Security Agency et al.
(2022): Iranian Islamic Revolutionary
Guard Corps-Affiliated Cyber Actors
Exploiting Vulnerabilities for Data
Extortion and Disk Encryption for Ransom

Operations.

Cybersecurity and Infrastructure
Security Agency and Federal Bureau of
Investigation (2022): Iranian Government-
Sponsored APT Actors Compromise
Federal Network, Deploy Crypto Miner,
Credential Harvester.

National Security Agency, Federal
Bureau of Investigation, Cybersecurity
and Infrastructure Security Agency et al.
(2023): #StopRansomware: Ransomware
Attacks on Critical Infrastructure Fund
DPRK Malicious Cyber Activities.

Cybersecurity and Infrastructure Security
Agency, Federal Bureau of Investigation
and National Security Agency et al. (2023):

APT28 Exploits Known Vulnerability to
Carry Out Reconnaissance and Deploy
Malware on Cisco Routers.



https://home.treasury.gov/news/press-releases/jy0941
https://home.treasury.gov/news/press-releases/jy0941
https://home.treasury.gov/news/press-releases/jy0941
https://home.treasury.gov/news/press-releases/jy0941
https://www.state.gov/sanctioning-irans-ministry-of-intelligence-and-security-for-malign-cyber-activities/
https://www.state.gov/sanctioning-irans-ministry-of-intelligence-and-security-for-malign-cyber-activities/
https://www.state.gov/sanctioning-irans-ministry-of-intelligence-and-security-for-malign-cyber-activities/
https://home.treasury.gov/news/press-releases/jy0948
https://home.treasury.gov/news/press-releases/jy0948
https://home.treasury.gov/news/press-releases/jy0948
https://www.state.gov/sanctioning-iranians-for-malicious-cyber-acts/
https://www.state.gov/sanctioning-iranians-for-malicious-cyber-acts/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-257a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-257a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-257a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-257a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-257a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-257a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-257a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-257a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-320a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-320a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-320a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-320a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-320a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-320a
https://www.cisa.gov/sites/default/files/2023-04/apt28-exploits-known-vulnerability-to-carry-out-reconnaissance-and-deploy-malware-on-cisco-routers.pdf
https://www.cisa.gov/sites/default/files/2023-04/apt28-exploits-known-vulnerability-to-carry-out-reconnaissance-and-deploy-malware-on-cisco-routers.pdf
https://www.cisa.gov/sites/default/files/2023-04/apt28-exploits-known-vulnerability-to-carry-out-reconnaissance-and-deploy-malware-on-cisco-routers.pdf
https://www.cisa.gov/sites/default/files/2023-04/apt28-exploits-known-vulnerability-to-carry-out-reconnaissance-and-deploy-malware-on-cisco-routers.pdf
https://www.cisa.gov/sites/default/files/2023-04/apt28-exploits-known-vulnerability-to-carry-out-reconnaissance-and-deploy-malware-on-cisco-routers.pdf
https://www.cisa.gov/sites/default/files/2023-04/apt28-exploits-known-vulnerability-to-carry-out-reconnaissance-and-deploy-malware-on-cisco-routers.pdf
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Communication Attributing Attributed Source

channel actor actor

109 09 Advisory FBI, NSA, CISA, “Center 16 of Russia’s Federal Federal Bureau of Investigation, National
May Cyber National Security Service (FSB)” Security Agency, Cybersecurity and
2023 Mission Force Infrastructure Security Agency et al.
(with Pl ACSC, (2023): Hunting Russian Intelligence
Sl nesc, 141 “Snake” Malware.
CCCS and CSE,
and @8 NCSO)
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https://www.cisa.gov/sites/default/files/2023-05/aa23-129a_snake_malware_2.pdf
https://www.cisa.gov/sites/default/files/2023-05/aa23-129a_snake_malware_2.pdf
https://www.cisa.gov/sites/default/files/2023-05/aa23-129a_snake_malware_2.pdf
https://www.cisa.gov/sites/default/files/2023-05/aa23-129a_snake_malware_2.pdf
https://www.cisa.gov/sites/default/files/2023-05/aa23-129a_snake_malware_2.pdf
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V. Overview: International Coordination of Focus Countries’ OPPA
Practices

The following table provides an overview of the focus countries’ OPPA practice
involving international cooperation or coordination. Where such coordination was
predominantly practiced via technical channels, the respective ‘operation attributed’
row is colored in light orange. The respective row is white when the international
coordination was pursued primarily in the form of political channels. The table
includes columns for each of the four focus countries, which list both date and
communication channel of the respective OPPA practice.

Operation

attributed

December 20, 2017: December 20, 2017: December 19, 2017:

WannaCry Statement No OPPA Statement Press briefing
NotPetya O g No OPPA No OPPA freieiote
Routers StaAtr;rri‘:;:t, ZIOLZ Jun;:zw: No OPPA Apri;i;tzsms:
Nt CCUPMATNE b, oo
gf:t?::bit &1V °°;‘::j;;ﬁj & No OPPA No OPPA No OPPA
WADA October 4,2018: June 26,2019: No OPPA October 4,2018:

Statement’

Report

Indictment

1 Conclusions of the Council of the EU mentioned WannaCry and NotPetya, but did not include an attribution (Council
of the European Union (2018): Council conclusions on malicious cyber activities - approval).

2 Australia issued a national alert and did not participate in the U.S.-United Kingdom joint alert.
Together with the United Kingdom.
Together with the United Kingdom (National Cyber Security Centre (2018): Reckless campaign of cyber attacks by
Russian military intelligence service exposed).

5  Together with the United Kingdom (National Cyber Security Centre (2018): Reckless campaign of cyber attacks by
Russian military intelligence service exposed).

6  Together with the United Kingdom (National Cyber Security Centre (2018): Reckless campaign of cyber attacks by
Russian military intelligence service exposed) and in coordination with the U.S. indictment.

110 Annex


https://www.dfat.gov.au/sites/default/files/australia-attributes-wannacry-ransomware-to-north-korea.pdf
https://www.mofa.go.jp/press/release/press4e_001850.html
https://trumpwhitehouse.archives.gov/briefings-statements/press-briefing-on-the-attribution-of-the-wannacry-malware-attack-to-north-korea-121917/
https://www.dfat.gov.au/sites/default/files/australia-attributes-notpetya-malware-to-russia.pdf
https://trumpwhitehouse.archives.gov/briefings-statements/statement-press-secretary-25/
https://www.dfat.gov.au/sites/default/files/australia-attributes-cyber-incident-to-russia.pdf
https://webarchive.nla.gov.au/awa/20200921035611/https://www.cyber.gov.au/acsc/view-all-content/alerts/routers-targeted-cisco-smart-install-feature-continues-be-targeted-russian-state-sponsored-actors
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2018-gesamt.html
https://www.cisa.gov/news-events/alerts/2018/04/16/russian-state-sponsored-cyber-actors-targeting-network-infrastructure
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/6249340/upload_binary/6249340.pdf
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2018-gesamt.html
https://www.dhs.gov/news/2016/10/07/joint-statement-department-homeland-security-and-office-director-national
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/6249340/upload_binary/6249340.pdf
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/6249340/upload_binary/6249340.pdf
https://www.bmi.bund.de/SharedDocs/downloads/DE/publikationen/themen/sicherheit/vsb-2018-gesamt.html
https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-and
https://data.consilium.europa.eu/doc/document/ST-7925-2018-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-7925-2018-INIT/en/pdf
https://www.ncsc.gov.uk/news/reckless-campaign-cyber-attacks-russian-military-intelligence-service-exposed
https://www.ncsc.gov.uk/news/reckless-campaign-cyber-attacks-russian-military-intelligence-service-exposed
https://www.ncsc.gov.uk/news/reckless-campaign-cyber-attacks-russian-military-intelligence-service-exposed
https://www.ncsc.gov.uk/news/reckless-campaign-cyber-attacks-russian-military-intelligence-service-exposed
https://www.ncsc.gov.uk/news/reckless-campaign-cyber-attacks-russian-military-intelligence-service-exposed
https://www.ncsc.gov.uk/news/reckless-campaign-cyber-attacks-russian-military-intelligence-service-exposed
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Operation

attributed

October 5,2018: October 4,2018:
) B s
oPCW Statement’ No OPPA No OPPA Indictment
December 21,2018: December 21, 2018: December 20, 2018:
CloudHopper Statement No OPPA® Statement Statement &
Indictment

February 21, 2020: February 20, 2020:

G i No OPPA™® No OPPA
corgla Statement ° © Statement
April 15,2021:
April 15,2021: April 15,2021: WH Statement &
SolarWinds Statement EU Declaration No OPPA Advisory
& Sanctions
& State Statement
COVID-19 Vaccine July 17,2020: No OPPA No OPPA July 1.6, 2020:
Development Statement Advisory '’
Enterprise and July 1,2021:
Cloud No OPPA No OPPA No OPPA Advisory'”
Environments
July 19, 2021:
July 19, 2021: July 19, 2021: July 19, 2021: WH Statement &
Microsoft Exchange Statement EU Declaration Statement Advisory
& Indictment &
State Statement
7 In addition to the OPCW, Australia in this statement also attributed the targeting of “Malaysian locations

11
12

participating in the Flight MH-17 investigation” (Minister for Foreign Affairs (2018): Australia condemns the cyber
operations attributed to Russia against the Organisation for the Prohibition of Chemical Weapons (OPCW) and
against Malaysian locations participating in the Flight MH-17 investigation as revealed by Dutch and UK authorities
overnight).

Nevertheless, an EU Statement from October 4, 2018 referenced the UK attribution to the Russian GRU. A few days
later, in the framework of the OPCW Executive Council, Germany took note of the incident and “call[ed] upon Russia

to meet its international responsibilities and cease from such acts” (OPCW Executive Council (2018): Statement
by H.E. Ambassador Christine Weil Permanent Representative of the Federal Republic of Germany to the OPCW at
the Eighty-Ninth Session of the Executive Council). The Austrian intervention on behalf of the EU noted that “the
offices of the OPCW were targeted by a hostile cyber operation carried out by the Russian military intelligence
service” (OPCW Executive Council (2018): Statement on Behalf of the European Union Delivered by H.E. Ambassador
Heidemaria Gurer Permanent Representative of Austria to the OPCW at the Eighty-Ninth Session of the Executive
Council).

Germany did not use a communication channel to join this internationally coordinated OPPA. It has, however,
previously issued an alert in May 2017, linking the CloudHopper operation to APT10 (Bundesamt fiir

Verfassungsschutz (2017): BfV Cyber-Brief Nr. 02/2017). In a press conference on the day of the internationally
coordinated OPPA, the deputy spokesperson of the Federal Government noted that Germany would have great
confidence in the attribution of APT10 to Chinese government agencies made by various partner countries (own
translation, Bundesregierung (2018): Regierungspressekonferenz vom 21. Dezember 2018).

A few days later, the U.S., the United Kingdom and Estonia reiterated the attribution to Russia’s GRU following UN
Security Council deliberations on the matter (United States Mission to the United Nations (2020): Joint Statement
by Estonia, the United Kingdom, and the United States at a Press Availability on Russian Cyberattacks in Georgia).
At the time, also Germany was a non-permanent member of the UN Security Council but did not join the authoring
states. An EU Declaration from February 21, 2020 took note of the cyber operation against Georgian infrastructure,
but did not include a political attribution.

Together with the United Kingdom and Canada.

Together with the United Kingdom.

111 Annex


https://www.internationalcybertech.gov.au/sites/default/files/2020-11/australia-condemns-cyber-operations-attributed-to-russia-targeting-opcw.pdf
https://www.justice.gov/opa/pr/us-charges-russian-gru-officers-international-hacking-and-related-influence-and
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/6403111/upload_binary/6403111.pdf
https://www.mofa.go.jp/press/release/press4e_002281.html
https://2017-2021.state.gov/joint-statement-by-secretary-of-state-michael-r-pompeo-and-secretary-of-homeland-security-kirstjen-nielsen-chinese-actors-compromise-global-managed-service-providers/index.html
https://www.justice.gov/opa/pr/two-chinese-hackers-associated-ministry-state-security-charged-global-computer-intrusion
https://parlinfo.aph.gov.au/parlInfo/download/media/pressrel/7197176/upload_binary/7197176.pdf
https://2017-2021.state.gov/the-united-states-condemns-russian-cyber-attack-against-the-country-of-georgia/index.html
https://www.foreignminister.gov.au/minister/marise-payne/media-release/attribution-cyber-incident-russia
https://www.consilium.europa.eu/en/press/press-releases/2021/04/15/declaration-by-the-high-representative-on-behalf-of-the-european-union-expressing-solidarity-with-the-united-states-on-the-impact-of-the-solarwinds-cyber-operation/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
https://media.defense.gov/2021/Apr/15/2002621240/-1/-1/0/CSA_SVR_TARGETS_US_ALLIES_UOO13234021.PDF
https://media.defense.gov/2021/Apr/15/2002621240/-1/-1/0/CSA_SVR_TARGETS_US_ALLIES_UOO13234021.PDF
https://home.treasury.gov/news/press-releases/jy0127
https://home.treasury.gov/news/press-releases/jy0127
https://www.state.gov/holding-russia-to-account/
https://www.internationalcybertech.gov.au/node/22
https://www.ncsc.gov.uk/files/Advisory-APT29-targets-COVID-19-vaccine-development-V1-1.pdf
https://media.defense.gov/2021/Jul/01/2002753896/-1/-1/1/CSA_GRU_GLOBAL_BRUTE_FORCE_CAMPAIGN_UOO158036-21.PDF
https://www.foreignminister.gov.au/minister/marise-payne/media-release/australia-joins-international-partners-attribution-malicious-cyber-activity-china
https://www.consilium.europa.eu/en/press/press-releases/2021/07/19/declaration-by-the-high-representative-on-behalf-of-the-eu-urging-china-to-take-action-against-malicious-cyber-activities-undertaken-from-its-territory/
https://www.mofa.go.jp/press/danwa/press6e_000312.html
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-200b
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.state.gov/responding-to-the-prcs-destabilizing-and-irresponsible-behavior-in-cyberspace/
https://www.internationalcybertech.gov.au/sites/default/files/2020-11/australia-condemns-cyber-operations-attributed-to-russia-targeting-opcw.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-11/australia-condemns-cyber-operations-attributed-to-russia-targeting-opcw.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-11/australia-condemns-cyber-operations-attributed-to-russia-targeting-opcw.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-11/australia-condemns-cyber-operations-attributed-to-russia-targeting-opcw.pdf
https://www.consilium.europa.eu/de/press/press-releases/2018/10/04/joint-statement-by-presidents-tusk-and-juncker-and-high-representative-mogherini/
https://www.opcw.org/sites/default/files/documents/2018/11/ec89nat29%28e%29.pdf
https://www.opcw.org/sites/default/files/documents/2018/11/ec89nat29%28e%29.pdf
https://www.opcw.org/sites/default/files/documents/2018/11/ec89nat29%28e%29.pdf
https://www.opcw.org/sites/default/files/documents/2018/10/ec89nat13%28e%29_0.pdf
https://www.opcw.org/sites/default/files/documents/2018/10/ec89nat13%28e%29_0.pdf
https://www.opcw.org/sites/default/files/documents/2018/10/ec89nat13%28e%29_0.pdf
https://www.wirtschaftsschutz.info/SharedDocs/Kurzmeldungen/DE/ITSicherheit/Cyberbrief_2_17_dow.pdf?__blob=publicationFile&v=4
https://www.wirtschaftsschutz.info/SharedDocs/Kurzmeldungen/DE/ITSicherheit/Cyberbrief_2_17_dow.pdf?__blob=publicationFile&v=4
https://www.bundesregierung.de/breg-de/aktuelles/regierungspressekonferenz-vom-21-dezember-2018-156393
https://usun.usmission.gov/joint-statement-by-estonia-the-united-kingdom-and-the-united-states-at-a-press-availability-on-russian-cyberattacks-in-georgia/
https://usun.usmission.gov/joint-statement-by-estonia-the-united-kingdom-and-the-united-states-at-a-press-availability-on-russian-cyberattacks-in-georgia/
https://www.consilium.europa.eu/en/press/press-releases/2020/02/21/declaration-by-the-high-representative-on-behalf-of-the-european-union-call-to-promote-and-conduct-responsible-behaviour-in-cyberspace/
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Operation

attributed

September 6,2021:

National Statement

Ghostwriter No OPPA v No OPPA No OPPA
September 24,
2021:
EU Declaration
\ranian APTI Novembe.r 17,2021: No OPPA No OPPA Novemb?r 17,2021:
Advisory Advisory '’
Ukraine | February 20, 2022: No OPPA No OPPA February 1.8, .2022:
Statement Press briefing
F 23,2022:
Cyclops Blink No OPPA No OPPA No OPPA ebruary 23,20
Advisory'“
F 24,2022:
MuddyWater No OPPA No OPPA No OPPA ebruary 24, 20
Advisory'*
Critical April 2?, 2022: No OPPA No OPPA April 2.0, 2022:
Infrastructure Advisory Advisory'®
May 10, 2022:
Ukraine II May 10, 2022: EU Declaration No OPPA May 10, 2022:
Statement N Statement
National Statement
September 14, September 14,
Iranian APT II 2022: No OPPA No OPPA 2022:
Advisory Advisory'’
DPRK Ransomware No OPPA No OPPA No OPPA February 9, 2023:
Advisory”
KIMSUKY No OPPA March 20, 2022: No OPPA No OPPA
Advisory "’
April 18,2023:
CISCO Routers No OPPA No OPPA No OPPA pril 18, 2023
Advisory”’
M 2023: M 2023:
Snake ay 9, 2023 No OPPA No OPPA ay 9, 2023
Advisory Advisory”'

13 Joint advisory by Australia, the United Kingdom, and the U.S.
14  Together with the United Kingdom.
15 Together with the United Kingdom.
16 Joint advisory by Australia, Canada, New Zealand, the United Kingdom, and the U.S.

17 Joint advisory by Australia, Canada, the United Kingdom, and the U.S.

18 Together with South Korea.
19 Together with South Korea.
20 Together with the United Kingdom.
21 Joint advisory by Australia, Canada, New Zealand, the United Kingdom, and the U.S.
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https://www.auswaertiges-amt.de/de/newsroom/regierungspressekonferenz/2480282#content_4
https://www.consilium.europa.eu/en/press/press-releases/2021/09/24/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-respect-for-the-eu-s-democratic-processes/
https://www.cisa.gov/sites/default/files/publications/AA21-321A-Iranian Government-Sponsored APT Actors Exploiting Vulnerabilities_1.pdf
https://www.cisa.gov/sites/default/files/publications/AA21-321A-Iranian Government-Sponsored APT Actors Exploiting Vulnerabilities_1.pdf
https://www.internationalcybertech.gov.au/Attribution-to-Russia-of-malicious-cyber-activity-against-Ukraine
https://www.whitehouse.gov/briefing-room/press-briefings/2022/02/18/press-briefing-by-press-secretary-jen-psaki-deputy-national-security-advisor-for-cyber-and-emerging-technology-anne-neuberger-and-deputy-national-security-advisor-for-international-economics-and-dep/
https://www.cisa.gov/sites/default/files/publications/AA22-054A New Sandworm Malware Cyclops Blink Replaces VPN Filter.pdf
https://www.cisa.gov/sites/default/files/publications/AA22-055A_Iranian_Government-Sponsored_Actors_Conduct_Cyber_Operations.pdf
https://www.cyber.gov.au/sites/default/files/2023-02/AA22-110A_Joint_CSA_Russian_State-Sponsored_and_Criminal_Cyber_Threats_to_Critical_Infrastructure.pdf
https://www.cyber.gov.au/sites/default/files/2023-02/AA22-110A_Joint_CSA_Russian_State-Sponsored_and_Criminal_Cyber_Threats_to_Critical_Infrastructure.pdf
https://www.foreignminister.gov.au/minister/marise-payne/media-release/attribution-russia-malicious-cyber-activity-against-european-networks
https://www.consilium.europa.eu/en/press/press-releases/2022/05/10/russian-cyber-operations-against-ukraine-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://www.auswaertiges-amt.de/de/newsroom/cyberangriff-russland/2525842
https://www.state.gov/attribution-of-russias-malicious-cyber-activity-against-ukraine/
https://www.cisa.gov/sites/default/files/publications/aa22-257a-iranian-islamic-revolutionary-guard-corps-affiliated-cyber-actors.pdf
https://www.cisa.gov/sites/default/files/publications/aa22-257a-iranian-islamic-revolutionary-guard-corps-affiliated-cyber-actors.pdf
https://media.defense.gov/2023/Feb/09/2003159161/-1/-1/0/CSA_RANSOMWARE_ATTACKS_ON_CI_FUND_DPRK_ACTIVITIES.PDF
https://www.verfassungsschutz.de/SharedDocs/publikationen/DE/wirtschafts-wissenschaftsschutz/2023-03-20-sicherheitshinweis-cyberaktivitaeten-englisch.pdf;jsessionid=49FE7E9C4EFEC130F3ADFC38DE652D7D.intranet662?__blob=publicationFile&v=1
https://www.cisa.gov/sites/default/files/2023-04/apt28-exploits-known-vulnerability-to-carry-out-reconnaissance-and-deploy-malware-on-cisco-routers.pdf
https://www.cisa.gov/sites/default/files/2023-05/aa23-129a_snake_malware_2.pdf
https://www.cisa.gov/sites/default/files/2023-05/aa23-129a_snake_malware_2.pdf
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