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Executive Summary

The global chip shortages led to severe disruptions in many end-customer
industries, such as automotive and medical equipment. To anticipate and
ideally alleviate future chip shortages, Europe is proposing a highly gran-
ular government supply chain monitoring in the upcoming EU Chips Act.
Similar plans are also discussed within the EU-US Trade and Technology
Council. Based on the assessment that there is a lack of transparency
within the global semiconductor value chain and information asymmetries
between suppliers and end-customers, the European Commission wants
Member States to monitor‘early warningindicators’to ensure supply security
for end-customer industries.

This paper provides an overview of the key challenges of such a government
supply chain monitoring, putting into question the efficacy of the plan. While
we agree that the semiconductor value chain needs to become more trans-
parent to increase resilience, governments should place the responsibil-
ity for such a monitoring on semiconductor companies and end-customer
industries. Governments, as bystanders to this value chain, will struggle to
gather, assess, contextualize, and ultimately act on the type of highly granu-
lar data that is needed to anticipate shortages. Instead, governments should
work with and push industry to own the issue of supply chain monitoring.

This is the first paper in a series that analyzes governments’ role in the glo-
bal semiconductor value chain. The second paper elaborates why a long-
term government mapping of the global value chain should be established.
The third paper explains why the European Commission’s planned crisis re-
sponse toolbox, as proposed in the EU Chips Act pillar 3, is neither efficient
nor effective to alleviate semiconductor shortages.
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1. Introduction

Since 2020, the severe impact of the global chip shortages' has put many
governments under pressure to help their domestic incumbent industries.
The governments realized that chips are indispensable to almost all sec-
tors—from agriculture to energy, finance, automotive, and many more. Trying
to figure out what went wrong and how to be better prepared in the future,
governments gathered information about the semiconductor value chain? to
better understand the interdependencies, vulnerabilities, and chokepoints.?
It quickly became clear that there is a lack of transparency within this value
chain and information asymmetries between end-customer industries and
their chip suppliers.

This led the European Commission (EC) to focus the third pillar of the EU
Chips Act* on supply security for end-consumer industries through supply
chain monitoring and crisis response tools. First, the act states that a govern-
ment monitoring approach should be put in place with the goal of anticipa-
ting future disruptions. Second, the act introduces a Crisis Response Toolbox,
which comes into effect once a semiconductor crisis is officially declared.

Our analysis shows that the EC’s envisioned government supply chain moni-
toring will most likely be neither efficient nor effective in achieving the goal
of anticipating future disruptions and securing semiconductor supplies for
end-customer industries. This can be explained by looking at the proposal
from three different perspectives: scope and granularity, data access, and
governance and technical expertise. As governments are neither producers
of chips nor an important end customer, we argue that highly granular moni-
toring of the supply chain with the objective of increasing the transparency
and resilience of the semiconductor value chain should be the responsibil-
ity of companies—in the semiconductor supply chain and its end-cus-
tomer industries. Because governments are neither producers of chips nor
an important end customer, they should put the monitoring responsibility
on companies to make the semiconductor value chain more transparent and
resilient.

This does not mean that we oppose the need for governments to gain a better
understanding of the semiconductor value chain. Instead of monitoring, we
propose that governments invest in long-term strategic mapping of interde-
pendencies within the value chain. The goal of such mapping would not be
to identify short-term supply constraints or forecast demand fluctuations
but to assess long-term supply chain resilience and inform strategic policy
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tools, such as investment screening and export restrictions. Although such
mapping would also rely on external data, it differs from supply chain moni-
toring in scope, goal, and necessary frequency.

This paper explains why governments should place the responsibility for
supply chain monitoring on semiconductor companies and their end-cus-
tomer industries. The next paper in the series introduces the idea of govern-
ment mapping as a more meaningful way for policy makers to navigate the
complex semiconductor value chain.

The following sections elaborate how the proposed monitoring system would
work, analyze why it is not fit for purpose if conducted by governments, and
finally, provide recommendations to governments for how to establish indus-
try-driven supply chain monitoring that could be included in the EU Chips Act.

This is the first paper in a new series analyzing and assessing the role
governments can and should play in the global semiconductor ecosystem.
Although the paper is focused on the EU Chips Act, most of our arguments
are also relevant to similar discussions in other regions.
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2. European Commission proposal:
Supply chain monitoring

The monitoring mechanism in the EU Chips Act pursues the objective of
anticipating disruptions or crises in the semiconductor value chain to
ensure a timely policy response. The EC states that individual industry
monitoring initiatives are not sufficient, as they “look only at individual
supply chains and do not cover all relevant end user industries.”® Therefore,
the EC wants to survey the “total effective chip demand per chip family” by

collecting companies’individual demands via “a trusted platform fordemand
forecast.”® The EC wants to establish and monitor “early warning indicators

”

(see info box below), which will be determined through an EU-wide “Risk
Assessment.”’ The list of initial indicators suggests a monitoring system that
is highly granular, is wide in scope, requires expert knowledge to conduct,

and encompasses near real-time information.

The EU Chips Act proposes to base the early warning indicators on
the following information:
availability of raw materials, intermediate products, and human
capital needed for manufacturing semiconductors, or appropriate
manufacturing equipment
forecasted demand for semiconductors in the European Union and

global markets
« price surges exceeding normal price fluctuation

o effect of accidents, attacks, natural disasters, or other serious

events

- effect of trade policies, tariffs, export restrictions, trade barriers,

and other trade-related measures

» effect of business closures, delocalizations, or acquisitions of key

market actors

In addition to the early warning indicators, information about fluctuations
or disruptions provided voluntarily by so-called “key market actors,” users
of semiconductors, and other relevant stakeholders is proposed to be col-
lected through an information channel or “administrative setup”® The EU
member states will play a central role in keeping track of all early warning
indicators and the information received from all actors in their territory to
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alertthe ECin case of a potential crisis. Their findings will be exchanged with
the new European Semiconductor Board chaired by the EC (figure 1).

Governance of the proposed government supply chain monitoring

EL_JrOpean chairs European
Semiconductor Commission
Board
update alert defines

Member States

monitor Early Warning
Indicators
monitor invite to provide information
Key Market Main Users of Relevant
Actors Semiconductors Stakeholders

What the EU Chips Act suggests between the lines is that the proposed
monitoring system would allow the EC and member states to provide bet-
ter forecasting of fluctuations in demand and impeding shortages than the
industry itself. This will not work for several reasons.
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3. Challenges governments face when trying to
forecast demand and anticipate shortages

3.1 How can data be obtained without trust and incentives?

Governments are not part of the value chain and therefore, rely on data from
the private sector, ranging from semiconductor companies to market ana-
lysts, as the basis for their monitoring. In order to create its own demand
forecast and compare it to available manufacturing capacities to predict
shortages, the EC needs industry information such as lead times, fabrication
plant (“fab”) utilization rates, inventory levels, and so on.®

Semiconductor companies are more likely to share valuable and detailed
data with governments if the companies perceive the governments as trust-
ed stakeholders in the value chain and if sharing data provides a clear ben-
efit for the semiconductor company. However, the EU Chips Act and the
accompanying documents (Communication, Recommendation, and Staff
Working Document) do not explain how the EC and member states would
establish a trust relationship with the semiconductor industry. For example,
a critical question is data handling, including how to ensure that company
information is not shared with other government agencies for other pur-
poses. The EC simply states that “any collection or exchange of information
should be in line with applicable rules on data sharing and confidentiality
of information and data”'® and dedicated a single article (Article 27, The EU
Chips Act) to this matter. Especially considering the discussions within the
EU-US Trade and Technology Council (TTC) about supply chain monitoring, it
is crucial for semiconductor companies to know whether their company data
will also be shared with the U.S. government."" Unfortunately, the EU Chips
Actis silent. The EC and member states missed the opportunity to explain to
semiconductor companies why they can be trusted to take on this new role
as market analyst and “trusted source of data.” '

There is not just a lack of trust; there is also a lack of incentives for semi-
conductor companies to share meaningful data with governments. Pillar 3
of the EU Chips Act is written from the perspective of end-customer indus-
tries, such as automotive. This makes sense because, at the end of the day,
semiconductor companies are suppliers to these industries. However, semi-
conductor companies, whose collaboration is crucial to make the monitoring
mechanism work, will share meaningful data only if it also benefits them to
some degree. Again, the EU Chips Act does not mention how such monitoring
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would benefit the semiconductor industry. In the current draft, information
flows only from the industry to governments.

Because the EC’s monitoring would rely heavily on company data, the EC and
member states must communicate much more clearly why they can be en-
trusted with this data and how the semiconductor industry would benefit. If
governments fail to do so, companies will simply share very little data: For
example, of 164 respondents to the U.S. Department of Commerce’s request
for information (RFI) in September 2021 about the semiconductor short-
ages, only 44 were semiconductor companies, while 55 companies were in
end-customer industries.™

3.2 Market forecasts are tricky and do not reveal scarcities

The current shortages are mainly due to chip demand exceeding manufac-
turing capacity (supply). Accordingly, it makes sense that the EC also wants
to track and forecast semiconductor demand to anticipate future supply
constraints. Whether the EC and member states intend to create their own
forecasts or draw on the forecasts of established market analysts is unclear.
Some phrases in the EU Chips Act and associated documents suggest the
former." The problem is that the industry itself struggles to reliably forecast
the market within reasonable margins of error (figure 2).
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Semiconductor market development vs. market forecasts

Actual market development IDC

® Future Horizons Semiconductor Itelligence
Gartner VLSI

® |CInsights WSTS
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What you see

The chart'™ compares one-year market forecasts from multiple ana-
lysts and consulting firms (colored points) to the actual development
of the semiconductor market (solid orange line) between 2014 and
2021.%
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What it means

The chart highlights that even expert firms that are specialized in
semiconductor economics and build on years of experience cannot
predict the next months of market development reliably. Looking at
the relative numbers, it becomes clear that the community of mar-
ket analysists is off around 6 percent on average. Although forecasts
sometimes get close to the real market development, deviations of
more than 10% are perfectly normal. In some years, analysts were not
even right about the general trend of market development. For exam-
ple, in the end of 2014 / early 2015 all analyst firms predicted a year
of growth, but the market declined. This underscores how volatile and
unpredictable the semiconductor market is.

Although companies in the semiconductor value chain typically use a variety
of different forecasts combined with their own internal analysis, they were
not prepared for the 2020 shortages. It would be naive to think that the EC,
together with member states, could anticipate shortages based on existing
market forecasts—which private sector companies have failed to do—let
alone establish more accurate forecasting.

3.3 Lack of resources and supply chain expertise

To request the right information from companies and correctly interpret the
received data to anticipate future disruptions, the respective authorities in
the member states and EC staff would need substantial expertise in the semi-
conductor value chain, including a solid grasp of the semiconductor man-
ufacturing processes, the different technologies and materials involved,
end-customer requirements, and market dynamics, to name just a few. How-
ever, the impact assessment for the EU Chips Act estimates that only nine
additional full-time staff equivalents are needed—for the implementation
of the entire EU Chips Act, not just supply chain monitoring. Even if most
of the data gathering for supply chain monitoring is conducted by member
states, analyzing all the incoming data would require substantially more
staff.

The low estimate for the government resources needed combined with
the necessity to hire experts with diverse backgrounds (data analysis, eco-
nomics, and deep technical knowledge) for government supply chain
monitoring calls the effectiveness and efficiency of the proposed measures
further into question.

11
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4. Instead of monitoring the supply chain,
increase transparency for all industries

The previous section elaborated on all the challenges a government will face
when trying to closely monitor the semiconductor supply chain to anticipate
and ultimately, alleviate shortages. First, any government monitoring would
rely extensively on data received from semiconductor companies. Compa-
nies share relevant supply chain and market data only if they trust the gov-
ernment to act on that data. Furthermore, for semiconductor companies to
participate, there must be a clear benefit. Second, forecasting chip demand
is hard, and market analysts with considerably more resources and exper-
ience than the EC and member states often fail to do so accurately. In addi-
tion to the lack of access to, as well as limited sources of, meaningful data,
governments would need substantial resources and supply chain, tech-
nology, and market expertise to make sense of the received data.

Instead of trying to closely monitor the semiconductor supply chain from the
outside with the aim of anticipating shortages, governments should push
the semiconductor industry to become more transparent and incentivize
end-customer industries to better monitor their chip supply chain.

4.1 Industry and governments should work together to increase
transparency in the ecosystem

Thereis certainly alack of transparency within the semiconductor ecosystem
that can and should be addressed by government intervention. For exam-
ple, itis currently hard to find information about the manufacturing location
(front-end and back-end) of a specific microcontroller and whether either of
these production steps is outsourced. Yet, from an end-customer perspec-
tive, the risk of supply chain disruptions looks very different for a chip that is
manufactured in the same region versus one that is manufactured in a for-
eign fab on a different continent. Together, governments and industry should
develop supply chain transparency standards and best practices to increase
transparency and thus, capabilities for every sector to monitor the supply
chain and assess risks. The role of distributors and brokers should also be
considered."

12
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4.2 Incentivize end-customer industries to monitor their supply chains

As we are looking at a highly complex transnational value chain that is
characterized by strong interdependencies, supply chain transparency is
key to better understanding potential bottlenecks and their possible impact
on the whole industry. Thus, the EC is right in their assessment that the semi-
conductor value chain should be much better monitored to ensure supply
security and strengthen resilience. However, keeping track of lead times for
certain chips and materials, in addition to utilization levels, natural disas-
ters, and availability of pre-products, can and should be done by the respec-
tive end-customer industries together with the semiconductor supply chain.

For example, a certain type of microcontroller being in short supply due to
an earthquake does not necessarily lead to supply chain disruptions. To what
extent this impacts the actual supply of these microcontrollers to end-cus-
tomer industries depends on various factors: Can this microcontroller in a
particular product (car, washing machine, or MRT scanner) be substituted
with microcontrollers from other companies? How much overstock is availab-
le to distributors? How much overstock does a particular end-customer com-
pany have? Can the manufacturing of this microcontroller be outsourced to
(another) foundry? It is not feasible for anybody outside the value chain,
including governments, to gather such (and much more) highly granular and
often company- and product-specific data. Therefore, governments should
hold the industry accountable to establish such monitoring. Some sectors,
such as automotive, have already started work in this area.'®

13
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5. Conclusion: Government supply chain moni-
toring — the right data in the wrong hands?

Factoring in all the challenges that come into play with the proposed mon-
itoring approach, and assuming governments would have all the information
they seek in their hands, policy makers would soon realize that, ultimately,
room for action by governments is very limited. Governments cannot assess
what a certain disruption means for a particular product; they cannot adjust
inventory levels, search for substitutes, or shift production.

Companies can do all that. They are the ones that must adapt to disruptions
and alleviate shortages. Since 2021, many companies have reevaluated their
business models, questioning their procurement strategies as well as the
lack of transparency within their supplier network. The type of information
the EU Chips Act aims to collect is what end-customer industries, such as
automotive and health, need to manage business continuity risks. The goal
of monitoring, as stated in the EU Chips Act, is “to increase the ability to
mitigate risks that may negatively affect the supply of semiconductors.”"®
Every single end-customer industry would subscribe to that goal.

Consequently, governments are not the right actors to conduct such mon-
itoring. Interestingly, in contrast to the EU Chips Act, the EU-U.S. Trade
and Technology Council’s Joint Statement in May 2022 says that both gov-
ernments will “promote private sector efforts to increase transparency in
the semiconductors value chain and in demand to anticipate shortages.”?
This statement supports our argument that the responsibility should lie with
the semiconductor industry, including its end-customer industries, and gov-
ernments should hold the industry accountable. Governments should work
with the industry to increase supply chain transparency for all sectors (i.e.,
through standardization) and should work on best practices and potential-
ly, regulation of supply chain monitoring by the semiconductor industry and
end-customer industries.

This does not mean that governments should not be involved in the semi-
conductor value chain at all. On the contrary, strategic mapping is essen-
tial to achieve supply chain resilience in two ways: First, to be able to hold
the industry accountable and develop a monitoring framework the industry
should deploy, governments need to understand the value chain’s interde-
pendencies, chokepoints, and bottlenecks. Using that information, govern-
ments can figure out what type of information should be gathered from an

14
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industry perspective to better identify risks and alleviate shortages. Second,
an in-depth understanding of the complex semiconductor ecosystem is in-
dispensable for policy tools such as export controls, investment screening,
and subsidies. Thus, continuous strategic government mapping should be
the foundation for any policy action dedicated to strengthening the resilien-
ce of the value chain.

Our suggested strategic mapping and the proposed monitoring activities in
the EU Chips Act complement each other. While the analyzed monitoring
approach should be an ongoing and standardized practice within the in-
dustry with the goal of preventing or mitigating crises, mapping from a gov-
ernment perspective serves the objective of understanding and assessing
long-term strategic interdependencies. Mapping the global semiconductor
value chain requires understanding the relevance and competitiveness of
important regions, companies, and end-consumer industries, assessing the
criticality of chokepoints, and tracking the impact of industrial and trade poli-
cies as well as subsidies.

Our second paper in this series will elaborate further on why the purpose,
contents, and governance of the introduced strategic government mapping
idea is much more suitable for governments to play an active role in strengt-
hening the resilience of the semiconductor value chain.

15
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6. SNV’s previous publications on the
semiconductor value chain

Jan-Peter Kleinhans and John Lee, December 2021

- We assess Europe’s dependency on Chinese companies at certain stages
of the value chain from the national security, technological competitive-
ness, and supply chain resilience perspectives. We argue that the EU’s
future semiconductor strategy should include three focus areas: chip de-
sign, back-end manufacturing, and supply chain resilience through con-
stant mapping of interdependencies. This is a joint publication with the
Mercator Institute for China Studies (MERICS).

Jan-Peter Kleinhans and Julia Hess, November 2021

- Inthis paper,we explain exactly what disrupted the global chip value chain
and why it is not a single shortage but multiple shortages happening con-
currently at different steps for different reasons.

John Lee and Jan-Peter Kleinhans, June 2021

- Ourreport analyzes the competitiveness of China’s chips industry across
all production steps and supplier markets. We draw conclusions across
three strategic dimensions: industry competitiveness, national security,
and resilience. This is a joint publication with the Mercator Institute for
China Studies (MERICS).

Jan-Peter Kleinhans, Pegah Maham, Julia Hess, and Anna Semenova,
June 2021

- Our third paper dives into the national “R&D power” to better understand
who is developing the chips of the future through a quantitative analy-
sis of three of the leading global semiconductor conferences since 1995
(IEDM, ISSCC, and VLSI).
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Jan-Peter Kleinhans, April 2021

- Our second paper explains why there is little business case for a 2nm fab
in Europe, which, in turn, means that there is a real risk of wasting billions
of Euros in public and private money.

Jan-Peter Kleinhans and Dr. Nurzat Baisakova, October 2020

-> Our first publication on semiconductors provides an overview of the glob-
al semiconductor value chain, its interdependencies, market concentra-
tions, and chokepoints. The process steps, their characteristics, and the
major players are depicted to understand why this value chain is highly
innovative and transnational but at the same time very fragile and thus,
not resilient.
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