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Executive Summary

An increasing number of governments are engaging with active cyber defense —
either through policy debate or in practice. However, the public discourse on what
a good policy framework should look like and what operational norms should be
followed lags significantly behind, especially when it comes to concrete operational
norms (for intrusive measures) undertaken at home and against IT systems abroad.
In simple terms, active cyber defense is the practical response by technical means
of a government to malicious cyber activity targeting organizations within its coun-
try or allied states and partner states. This paper outlines nine operational norms
that may decrease the risk of collateral damages and diplomatic escalation stem-
ming from active cyber defense operations:

1.

Respond, don’tretribute: Active cyber defense operations should always be a
response to a malicious cyber operation or campaign, thus neutralizing, mit-
igating, or attributing a malicious cyber activity.

Prioritize operational spaces: Governments should focus their measures
on their own jurisdictions, communicate with allies before engaging in their
jurisdictions, and try to avoid the jurisdictions of uninvolved third parties.

Don’t just do it — explain it: Governments should set up political, legal, and
oversight frameworks for active cyber defense operations and put an empha-
sis on impact assessment and transparency.

Shape the international discourse: Governments should be aware of their
role in shaping international law and should engage in confidence-building
measures.

Choose your active cyber defenders: Technical excellence, operational
expertise, and the willingness to subject itself to strict frameworks under
a central authority should be key requirements for the primary operational
agency.

Know your adversary: A deep level of technical understanding about the
adversary’s cyber-operational environment is crucial for an active cyber
defense operation.

Fine-tune your capabilities: The procuring, designing, and testing processes
of capabilities need to be meticulous in order to guarantee the efficiency,
effectiveness, and proportionality of the measures.
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8. Target with precision: Independent from the operational space, measures
should be as limited as possible and avoid targeting third parties, especially
supply chains and critical infrastructures.

9. This is your last resort: Governments should be aware that every intrusive
active cyber defense operation is likely a resource-intensive, one-off activity
that does not sustainably improve the overall level of national cybersecurity
or resilience.
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These operational norms are meant to serve not only as a contribution to the
ongoing debate but also as a starting point for governments that are looking for
advice on how to develop their active cyber defense policies. Additionally, these
norms may also contribute to increasing convergence among like-minded states
regarding active cyber defense policies that reflect shared values.
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International Development of
Active Cyber Defense Policy and Practice

Despite governments’ efforts to improve cybersecurity through regulations, poli-
cies, technical facilities, training, and resource allocation, the threat level seems
to remain elevated.” Well-resourced threat actors, such as organized crime, groups
offering their services for hire, security agencies, and militaries, continue to be a
bane for government bodies, the industry, and society-at-large. This is likely one
of the main drivers behind government attempts to find additional ways to make
cyberspace safer and more secure. Active cyber defense operations are one set
of activities that has been discussed for years? but only now appears to be making
fast-paced headway in the policy world.

Active cyber defense operations are “one or more technical measures
implemented by an individual state or collectively, carried out or mandat-
ed by a government entity with the goal to neutralize and/or mitigate the
impact of and/or attribute technically a specific ongoing malicious cyber
operation or campaign.”

Examples of measures taken in active cyber defense operations range from man-
dating Internet Service Providers to block or reroute malicious traffic to taking
over a command-and-control infrastructure used in malicious cyber campaigns
to uninstall or neutralize malware on the victims’ systems and/or deploy patch-
es. Active cyber defense is therefore different from passive measures, such as
running anti-malware software or firewalls. As active cyber defense has the goal
of supporting cybersecurity efforts, it differs from (offensive) cyber operations,
which are, for example, aiming to collect intelligence on targets or to preposition
in adversarial IT systems for future military missions.” Thus, active cyber defense
is an extension of passive cyber defense, while its — sometimes intrusive —
operations are a defensive subset of cyber operations in general.

In April 2022, the United Kingdom’s National Cyber Force published a primer on
its activities, stating that “[clountering threats which undermine the confiden-
tiality, integrity and availability of data, and effective use of systems by users
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[...] ca involve conducting cyber operations [...].”° Although not legally binding, the
Council of the European Union “recall[ed] its encouragement to Member States to
further develop their own capabilities to conduct cyber defence operations, includ-
ing when appropriate proactive defensive measures to protect, detect, defend and
deter against cyberattack™ in its May 2023 Council Conclusions on the EU Policy
on Cyber Defence. In June 2023, Germany published its first-ever national secu-
rity strategy. There, the federal government stated that it “[...] will examine what
capabilities and legal authority it requires to defend against threats in cyberspace
— including for an ongoing or imminent cyberattack [...].”” This would be a profound
step, as it would require a change in the country’s Basic Law (Grundgesetz).? Later
in June 2023, the head of the cyber division of the Romanian Intelligence Service
announced that they “will hack back the command and control servers of foreign
APT [Advanced Persistent Threat] groups targeting the country” as they have done
already to counter cybercrime operations.

In parallel to debates about active cyber defense in Europe, similar discussions also
take place globally. In November 2022, the Australian government announced that
“the Australian Federal Police and the Australian Signals Directorate will initiate an
ongoing, joint standing operation to investigate, target and disrupt cyber criminal
syndicates with a priority on ransomware threat groups.”” In its discussion paper
on the 2023-2030 Australian Cyber Security Strategy, it is stated that “[w]hen a
cyberincident does occur, we have an agile and rapid response to mitigate its harm,
recover quickly, and disrupt further malicious acts.”"" In its National Security Strat-
egy, Japan announced in December 2022 that it will “introduce active cyber defense
for eliminating in advance the possibility of serious cyberattacks [inter alia by] pen-
etrat[ing] and neutraliz[ing] attacker’s servers and others in advance to the extent
possible.”’? In April 2023, the People’s Republic of China amended its counter-espi-
onage law, which now states that “[...] state security organs may employ technical
investigative measures [...].” Additionally, it mandates that “relevant departments
are to [...] order the telecommunications operators or internet service providers
to promptly employ measures such as repairing vulnerabilities, solidifying net-
work protections, stopping transmission, deleting programs or content, suspend-
ing related services, removing related applications, or closing relevant websites,
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and store the related records” as possible responses to “risks such as information
content or network attacks involving acts of espionage.””® Active cyber defense
measures in the United States are being actively pursued. After the removal of the
Hafnium web shells in 2021, the United States announced the takedown of the
Hive Network in January 2023"° and the removal of the Snake malware in Operation
MEDUSA'™ in May 2023. All three can be considered active cyber defense opera-
tions. Additionally, the United States has been engaged in “defensive hunt forward”
operations in Albania,"” Lithuania,’® and elsewhere.”” The detection of “malicious
cyber activity on host nation networks”?® by hunt forward operations may have set
the stage for partner states to conduct active cyber defense operations, as judged
appropriate by that nation. In July 2023, the head of NATO’s cyber and hybrid policy
section hinted at the military alliance debating a more proactive posture in cyber-
space to be “more decisive in imposing costs for many of these malicious cyber
activities,” for example, through “defensive cyberspace operations.”

With multiple countries having set up related policy frameworks and/or having
conducted actual active defense cyber operations, more countries will likely move
toward conducting active cyber defense operations in the future. At the same time,
policy debates fall short of providing clarity as to what constitutes responsible be-
havior at the operational level that lessens the risk of collateral damage and dip-
lomatic escalation. With regard to defining criteria for the responsible conduct of
active cyber defense operations, the 2021 predecessor of this analysis stated that
“[...] the different indicators cannot be hard coded with risk levels” and that “[...]
decisions about deployment of active cyber defense operations must always be
made on a case-by-case basis.””” While these conclusions still hold true, the pres-
ent analysis attempts — based on the latest developments in the field — to provide
concrete advice to governments as to which operational norms may contribute to
more responsible state behavior.

There is a need to do so — for example, the outgoing director of the UK Government
Communications Headquarters articulated that the primer on National Cyber Force
activities “provides a benchmark for the UK’s approach and a basis for like-minded
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governments to come together internationally to establish a shared vision and values
for the responsible use of cyber operations.””* Similarly, practitioners and academ-
ics already argued in August 2021 that “the United States needs to build interna-
tional support for drawing lines between responsible and irresponsible operations
in cyberspace.” Additionally, a former practitioner and current academic argued
in September 2021 that “it has become increasingly important to understand how
this instrument [offensive cyber operations capabilities] ought to be used — and
not merely how it has been abused in the past by malicious actors.””* While most of
these comments refer to cyber operations in general and not active cyber defense
operations in particular, Germany specifically emphasizes active cyber defense op-
erations. In its national security strategy, Germany states that it “will also develop
standards for [the use of active cyber defense], while [...] respecting the norms of
responsible state behaviour in cyberspace.”

While substantial research on the topic of norms for active cyber defense opera-
tions does not yet exist, there are norms and contributions on responsible state
behavior in the use of information and communication technologies (ICTs) that may
also influence the conduct of active cyber defense operations by states.?® Togeth-
er with the analytical framework and safeguards of the predecessor study,”” these
aspects form the basis of the main part of the analysis. This paper presents nine
non-binding operational norms to adhere to for governments that wish to conduct
active cyber defense operations responsibly. These norms are especially designed
to be applicable to the intrusive end of active cyber defense operations measures
— those that bypass security mechanisms, exploit vulnerabilities, and interfere
with the integrity of IT systems.


https://www.stiftung-nv.de/en
https://therecord.media/uk-offensive-cyber-operations-mod-gchq-ncf-
https://www.lawfaremedia.org/article/responsible-cyber-offense
https://offensivecyber.org/2021/09/23/balancing-on-the-rail/
https://offensivecyber.org/2021/09/23/balancing-on-the-rail/
https://www.nationalesicherheitsstrategie.de/National-Security-Strategy-EN.pdf
https://www.nationalesicherheitsstrategie.de/National-Security-Strategy-EN.pdf
https://digitallibrary.un.org/record/799853
https://digitallibrary.un.org/record/799853
https://hcss.nl/report/advancing-cyberstability-final-report/
https://www.lawfaremedia.org/article/responsible-cyber-offense
https://www.lawfaremedia.org/article/responsible-cyber-offense
https://www.stiftung-nv.de/sites/default/files/active_cyber_defense_operations.pdf
https://directionsblog.eu/the-eu-and-responsible-active-cyber-defence/
https://www.stiftung-nv.de/sites/default/files/active_cyber_defense_operations.pdf
https://www.stiftung-nv.de/sites/default/files/active_cyber_defense_operations.pdf

Dr. Sven Herpig
November 2023
Active Cyber Defense — Toward Operational Norms

A First Glimpse of Operational Norms
for Cyber Operations

Cyber operations are an instrument in the toolset of states. That instrument in-
cludes offensive military cyber operations®® as well as cyber operations for intelli-
gence collection® or for subversion®” and active cyber defense operations™. As with
other potentially harmful activities that states conduct in cyberspace, the question
arises of how to engage appropriately. Or, in language agreed upon by all United
Nations Member States,** what characterizes “responsible state behavior”** in the
conduct of cyber operations? While there are some general guidelines — in the form
of voluntary, non-binding norms — on the use of ICTs by states from the United
Nations in this respect, there were few discussions on concrete norms on the oper-
ational level until recently.

Therefore, it was remarkable when the UK government decided to publish its primer
on “The National Cyber Force: Responsible Cyber Power in Practice.”® Almost at
the same time, ABC News (Australia) aired “Breaking the Code: Cyber Secrets Re-
vealed”, a show featuring the work of the Australian Signals Directorate (ASD).*” By
outlining why they are conducting cyber operations the way they do, both the primer
and the interviews with ASD staff on the show can be interpreted as steering the
international debate in the direction of operational norms that Australia and the UK
already regard as responsible.

In its primer, the UK government has set out three high-level operational princi-
ples for the responsible conduct of cyber operations: accountability, precision,
and calibration.*® Accountability includes a “robust legal framework,”* “robust au-
thorisation and oversight procedures.”® Additionally, the UK primer includes rather
broad expressions of cyber operations needing to be in accordance with national

10
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and international law, “national values,” and to be conducted in an ethical manner.
Precision refers to a good understanding of the specific operational environment,
as well as accurate timing and targeting of the operations.*” Lastly, calibration ref-
erences impact assessment, geopolitical context, and live responses to technical
and political changes.** The Australian perspective, on the other hand, at least what
has been publicly communicated through official channels, remains vague on what
it regards as responsible. The former director of the Australian Signals Directorate
simply referred to Australian cyber operations during Operation Valley Wolf as “gen-
erating effects through cyberspace in a very clever, precise, [and] timed way [...].”
Operators that were part of it described how much work went into reconnaissance
of the target environment, as well as custom-tailoring the capabilities.** Outside
of official channels, Australia’s take on responsible cyber operations has been de-
scribed in a short analysis by the Australian Strategic Policy Institute as following
the principles of necessity, specificity, proportionality, and “considering whether
an act causes greater harm than is required to achieve the legitimate military ob-
jective.”° This aligns with what the UK government describes as precision and cali-
bration. Accountability is covered by the Australian implementing agency’s existing
legislative and oversight framework, with approval for operations going up to the
Minister of Defence.”’ Therefore, there appears to be some convergence in this area
between the two countries.

While the operational norms highlighted by the two governments are still not over-
ly specific, they are a far cry from “we observe national and international law.”
Still, there remains a lack of internally agreed-upon, unified standard frameworks
for cyber operations.

Academic and former practitioner JD Work, while going into much more detail
during his analysis, describes responsible cyber operations as “not merely the
result of good intentions. Rather, it requires deliberate planning, engineering,
operational, management, and oversight efforts throughout the lifecycle of a
campaign to ensure that access and actions on objectives are properly aligned,
adequately tailored, and appropriately balance potential harms to competing
equities whilst accomplishing mission objectives. Responsible conduct requires
programmatic maturity, individual professionalism, and organizational focus to
achieve.”

11
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Academics and practitioners Perri Adams, Dave Aitel, George Perkovich, and JD
Work advise technical operators of cyber operations to be cautious, precise, and
to minimize unintended harm.*® They suggest “technical operational norms [that]
should address irresponsible actions that cause adverse effects, such as collat-
eral damage. Consideration should also be given to verifiability.”*° The operational
norms discussed include testing tools, avoiding indiscriminate targeting, carefully
selecting which devices to target as pivoting points, constraining automation, and
preventing third-party access to backdoors.

While going into more detail, the operational norms suggested by selected re-
searchers and practitioners align well with the broader strokes outlined by the
British and Australian governments.

The mentioned operational norms offer a first glimpse of the responsible conduct
of cyber operations, yet they are not custom-tailored to active cyber defense oper-
ations. In addition, they are based on a very small body of government publications
and expert analyses. Despite these limitations, they do provide a basic understand-
ing regarding operational norms, which is leveraged in the following sections.

12
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Developing Operational Norms for
Active Cyber Defense

Although active cyber defense operations are a subset of cyber operations that can
be intrusive — similar to those operations aiming to collect intelligence or prepo-
sition for disruptive effects — they serve an inherently defensive purpose. At first
glance, this defensive purpose would give them more flexibility in terms of respon-
sible conduct, as they are a non-retaliatory means to defend. At the same time, ac-
tive cyber defense operations, especially if they are intrusive, need to be conducted
with a high level of caution to avoid further victimizing affected agencies, compa-
nies, and citizens. Based on the analytical framework developed in the predeces-
sor study®' and the basic understanding of operational norms for cyber operations
discussed in the last segment, this section offers concrete operational norms that
governments should abide by if they want to ensure that they are conducting active
cyber defense operations in a more responsible manner. Recounting the definition,
active cyber defense operations are defined as “one or more technical measures
implemented by an individual state or collectively, carried out or mandated by a
government entity with the goal to neutralize and/or mitigate the impact of and/or
attribute technically a specific ongoing malicious cyber operation or campaign.”
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1. Respond, don’t retribute

While active cyber defense operations and other cyber operations may bear some
similarities, it is important to clearly communicate which of the two actions is be-
ing discussed. If implemented efficiently, effectively, and proportionately*, active
cyber defense operations have, for example, a low risk of diplomatic escalation due
to the fact that they are responses to a hostile action. This may not be the case with
other cyber operations, which may bear escalation risks both from the effect or
intended effect of the operation itself and the manner in which the operation was
conducted.’* These differences lead to important nuances in the operational norms
of those actions. However, they hold true only if active cyber defense operations
are indeed a response and not retribution. Under international law, any active cyber
defense operation conducted in response to an internationally wrongful act by an-
other state may not amount to retribution.

Therefore, active cyber defense operations need to be conducted with the right
level of technical attribution, in a timely fashion, aimed at systems and infrastruc-
ture that are involved in an active or ongoing malicious cyber operation or cam-
paign against one’s own state or, by extension and through cooperation,*® an allied
or partner state.
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2. Prioritize operational spaces

Recapping from the prior analysis,”” there are four operational spaces in which ac-
tive cyber defense operations can have effects:**

Blue space
IT systems and infrastructure under the
jurisdiction of the state

Green space
IT systems and infrastructure leveraged in the malicious cyber operation/campaign
that are under the jurisdiction of an allied or partner state

Red space
IT systems and infrastructure leveraged in the malicious cyber operation/campaign
that are under the jurisdiction of the originating state

Grey space
AlLIT systems and infrastructure that do not

belong to any of the other spaces

l. Blue space

Active cyber defense operations should aim to achieve their goals within blue space.
Governments have full jurisdiction over that space, meaning that they can rely on ro-
bust legal frameworks (if they are in place — and they should be) and use addition-
al measures such as search and seizures to improve visibility for and effectiveness
of active cyber defense operations. Additionally, safeguarding implementation, risk
minimization, and escalation prevention are easier to achieve in the blue space.

Il. Green space

Existing and future treaties, joint task forces, communication channels, and oth-
er instruments enable various cooperative ways among allies to counter malicious

57 Sven Herpig (2021): Active Cyber Defense Operations — Assessment and Safeguards

58 The categorization assumes correct, confident technical attribution. Thus, the assessment may change over
the course of planning and implementing an active cyber defense operation (e.g., when a false flag operation is
encountered) and, therefore, adapt to the new information. At the same time, due to the distribution of bots in
a botnet or division of labor among various actors in a cybercrime campaign, an active cyber defense operation
may target IT systems in a number of different spaces with different types of effects. Thus, the space criterion
is abstract and may be challenging to operationalize.
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cyber activities, highlighting the need for close cooperation on the issue. These
options must be seriously considered before unilateral action is taken against the
systems and infrastructures of an allied or partner state, even when the systems
and infrastructures are (unknowingly) involved in malicious cyber activity. However,
the risk of third-party collection®” and the need for swift action may call for unilat-
eral actions at times.

Operations carried out in green space may also have less potential for backfiring if a
partner state or ally benefits from them. The German Bundeskriminalamt’s Opera-
tion Ladybird, for example, resulted in an intrusion in computer systems across the
globe by using the existing access of the malware operations in order to remove the
malware.?® However, none of the affected actors’ governments complained publicly
about this operation.

From an international law perspective, the only truly feasible argument for a uni-
lateral, noncooperative active cyber defense operation in allied or partner states’
jurisdictions would be their (repeated) failure to comply with due diligence obliga-
tions." Exceptions would, for example, be cases of grave and imminent peril. Active
cyber defense operations in green space should be carried out only after all op-
tions in the blue space have been exhausted or in cooperation with the respective
ally or partner state. Unilateral, noncooperative active cyber defense operations
in green space should be avoided in principle.

lll. Red space

Although there is always a risk of conflict escalation, active cyber defense opera-
tions in red space have — if implemented efficiently, effectively, and proportion-
ately — a low risk of diplomatic escalation due to the fact that they are responses
to a hostile action. Moreover, a broader geopolitical context should be taken into
consideration when discussing potential conflict escalation due to an active cyber
defense operation: “It is only when stepping back to view the whole of the ongoing
clandestine conflict that the most significant aspects of responsibility in the pres-
ent case may be understood.”” Additionally, unilateral and noncooperative active
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cyber defense operations in red space may be more in line with international law
requirements (e.g., for countermeasures®) than in green or gray space.® If there
is solid technical attribution, proportionality of action, and clear communication,
the risk should be negligible, and therefore active cyber defense operations in red
space should be on the table. However, it is advisable to first exhaust all options in
blue space.

IV. Gray space

Measures that can be taken in gray space are potentially more limited than in the
other operational spaces. Again, from an international law perspective, the only
truly feasible argument for a noncooperative active cyber defense operation in
gray spaces may be a state’s (repeated) failure to comply with due diligence obliga-
tions.®® Exceptions would, for example, be cases of grave and imminent peril. Coop-
erative active cyber defense operations in gray space may have a substantial risk
of third-party collection. This needs to be taken into consideration in operation-
al planning. Ideally, active cyber defense operations in gray space are conducted
only when measures in all other operational spaces have been exhausted.
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3.Don’t just do it — explain it

l. Political framework

Governments that want to responsibly engage in active cyber defense operations
should have a high-level, public concept that outlines their respective goals, pro-
cedures, and safeguards toward such operations as comprehensively as possible.
Ideally, these aspects are translated into policies and technical and non-technical
operational norms, as well as into a robust legal framework.

Il. Legal framework

A legal framework for active cyber defense operations is crucial for several reasons,
especially due to the potential privacy invasiveness and security risks that may be in-
herentin active cyber defense operations and because it is vital to clarify the rules ap-
plying to everyone involved. Adherence to the rule of law may be facilitated by having a
clear and possibly specific legal framework for active cyber defense operations. A le-
gal framework can and should include a number of safeguards and clear assignments
of liability that apply to active cyber defense operations. Only then can government
agencies be certain that their measures are lawful and that citizens and other parties
are appropriately protected from the impacts of such operations that are conducted
by states. The legal framework and its elements should be regularly revisited, eval-
uated, and refined in accordance with national sunset clause procedures. The legal
framework must also include oversight mechanisms to foster accountability.

Ill. Oversight framework

Active cyber defense operations should require an ex ante warrant for intrusive
measures, including specific parameters of the planned operation, for example, in
the form of an impact assessment. Although intrusive active cyber defense oper-
ations take time to prepare, there may be edge cases in which imminent danger
can be responded to quickly by an active cyber defense operation. In these cas-
es, immediate measures followed by a timely retroactive judicial or political review
should be possible. Specialized courts or legislative bodies should be in charge and
provided with technical capacity building and the option to bring in independent
technical expertise to enable the decision-makers to understand the possible im-
plications of the measures stated in the warrant.

Active cyber defense operations outside national jurisdiction (non-blue space)
should require approval from the highest echelons of government. The Austra-
lian Signals Directorate, for example, must seek approval for active cyber defense
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operations from the Minister of Defence.®” Additionally, after-action reports of all
intrusive and non-blue space active cyber defense operations should be provided
to a legislative oversight committee for additional scrutiny, where feasible. To facil-
itate remedial actions, active cyber defense operations should include a notifica-
tion to the non-adversarial targets (non-red spaces). The notification needs to in-
clude the particularity requirements laid out in the warrant application if a warrant
is involved. Due to operational concerns, the notice does not have to be provided
before or during an ongoing operation but within a limit, for example, of 90 days
after the end of the operation.

Additionally, agencies carrying out active cyber defense operations should have
constant internal oversight, from the initial impact assessment to the last action
on the target and beyond. Internal legal counsel should be present during this entire
time.

To enable robust oversight and review processes, capability design, procurement,
and testing, as well as operational actions, must be auditable. Regarding offensive
cyber operations, Perri Adams, Dave Aitel, George Perkovich, and JD Work state that
“[elnsuring responsible activity requires instituting processes that require suitable
political authorization and oversight over technical quality control to reduce risk
and collateral damage.”® The same holds true for active cyber defense operations.
Event logging and written statements from operators should form the basis for
follow-on actions, such as after-action reports, and be accessible to the oversight
bodies. The technical side of the audit, therefore, should be as unchangeable as
possible through a secured audit trail.

IV. Impact assessment

In addition to the political, legal, and oversight frameworks, and post-operation
transparency, active cyber defense operations should require an impact assess-
ment. A formal ex ante impact assessment is essential to weigh the risks, impact,
chances, and possible consequences of an operation, define ex post actions on the
targets, develop additional options and backup plans, and define circuit breaker
conditions. As part of the design process, capabilities should be evaluated for their
risks, including human rights and potential collateral damage. This assessment
may exclude some capabilities from ever qualifying for responsible use.

Operational norms play a major role when drafting the impact assessment. The
assessment should also speak to why the envisioned active cyber defense op-
eration is the most efficient, effective, and proportionate option on the table.
Therefore, the impact assessment should also include a discussion of the impact
of taking no action. Legal advice should be present throughout the entire planning
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and implementation stage, for example, in the form of embedded lawyers. Ideally,
the impact assessment additionally includes independent technical, legal, eco-
nomic, and policy expertise whenever feasible.

Nevertheless, it is clear that any ex ante impact assessment often has to work with
limited information and therefore provides only a narrow picture. In the case of so-
called “black box” assessments, where little information is available in advance, a
set of predefined general criteria is suitable for performing a self-assessment. Addi-
tionally, if necessary to achieve the intended goals and adhere to operational norms,
adaptations and course corrections may and should occur during the operation. How-
ever, the impact assessment is a useful basis for decision-makers and oversight bod-
ies and, therefore, should be a requirement for every active cyber defense operation.

V. Post-operation transparency

While it is understandable that governments would have an interest in keeping most
of the operational details classified, Healey and Jervis point out that “[tlhe nation-
al security community must declassify and break down compartments to combat
cognitive bias. The current situation—yelping about the adversary’s punches but
classifying one’s own—is not tenable, leading to a biased view of cyber conflict that
is poisonous in an open democracy.”

Post-operation transparency can serve several purposes. Proactive communication
about what happened and why (in the shape of press releases, warrants, etc.), accom-
panied, for example, by technical analysis of the threat actor infrastructure that has
been targeted,”” improves understanding of the actions taken across the board and
signals intention to adversaries and allies. Thereby, declassification might enable gov-
ernments to pursue other tools and goals, such as naming and shaming a threat actor
or de-escalating diplomatic tensions. Additionally, more transparency may also help
build a common understanding of the implementation of operational norms. More-
over, transparency reports could enable limited independent external audits.

The minimum viable communication should make sure that the targets of the
active cyber defense operation — independent of the operational space — under-
stand ex post that it was a response and, therefore, had defensive intent.

However, due to operational and diplomatic concerns, among other reasons, as well
as the active involvement of allies, the right level of transparency will have to be
decided on a case-by-case basis. For the above-mentioned reasons, governments
may want to err on the side of transparency.
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4.Shape the international discourse

Governments leading active cyber defense operations must also be aware that
their respective practices, if widespread and consistent, may be contributing to the
development of binding customary international law’' when also “recogniz[ing] an
obligation or a right to act in this way.”” Therefore, states must conduct their op-
erations in the most responsible manner, so that any possibly emerging binding
customary law can follow.

Apart from shaping international law, confidence-building measures are useful to
advance the discourse and lower the risk of unintended escalation involving third
parties across operational spaces. Focusing these measures on active cyber de-
fense operations countering cybercrime activities may be the lowest common de-
nominator to bring various parties to the table. Confidence-building measures with
allies and partner states could, for example, include Track 1 dialogues, joint exer-
cises,”” and best practice exchange for operational norms and insights in past oper-
ations. However, the emphasis on confidence-building measures should primarily
focus on activities involving non-allied, non-partner states. Activities with those
states, including strategic rivals, could feature Track 2 expert exchanges, the spon-
soring of international academic conferences on the topic, and “Red Phones.”
Wherever possible, existing confidence building measure initiatives — such as the
OSCE CYBER/ICT SECURITY CBMs,’” the OAS ADDITIONAL CONFIDENCE BUILDING
MEASURES (CBMs) TO PROMOTE COOPERATION AND TRUST IN CYBERSPACE,’® or
the ASEAN CBMs’” — should be leveraged.

An active cyber defense operation in an allied or partner state’s jurisdiction (green
space) should be communicated to and approved by the respective government, ex
ante if possible, as such an operation certainly “risks friction with allies.””®* Howev-
er, there may be an occasional need for ex post notification, for example, to avoid
losing a window of opportunity for action or to avoid third-party collection. Espe-
cially in these cases, it is crucial to avoid misunderstandings, disgruntled allies,
and unnecessary escalation. Ideally, allies would agree bilaterally or in multilat-
eral fora, such as ASEAN, OSCE, EU, or NATO, which circumstances could justify
non-cooperative action in an allied or partner state’s jurisdiction.
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5.Choose your active cyber defenders

The prior study argued that there must be a central focal point at the strategic level
overseeing all active cyber defense operations and responsible for adjusting the
overall active cyber defense policy.”” This focal point should oversee legal structure
and authorities — including the operational and non-operational norms mentioned
here — independent from the operational agency that is implementing active cyber
defense measures.

On the operational level, one or more government stakeholders may be engaged in
active cyber defense measures. Due to the broad range of measures that fall under
the definition of active cyber defense, it is impractical to prescribe one agency cat-
egory — such as law enforcement or military — as the primary operational stake-
holder. Additionally, security cultures and legal frameworks vary across countries
and jurisdictions, making a one-size-fits-all approach rather difficult.

Moreover, and most importantly, many countries may only have a very limited num-
ber of agencies with the technical capacity needed to carry out active cyber de-
fense operations. Technical capacity is therefore one of the primary attributes that
governments should look for if there is a need to designate a primary operational
agency for active cyber defense measures.

Whichever agency, or set of agencies, is legally and politically entrusted with car-
rying out active cyber defense operations should follow the operational norms
mentioned in this analysis. This means that while a national cybersecurity agen-
cy may not normally be required to apply for a warrant to conduct its operational
tasks, decision-makers might want to reconsider this setup for active cyber de-
fense operations, as outlined in the oversight framework.

As ideally most active cyber defense operations take place in national jurisdiction
(blue space), at least one agency equipped with an active cyber defense authority
should have the legal framework and operational expertise to operate inside their
own country.

Perception by the targets of active cyber defense operations plays another, sec-
ondary, role. As mentioned, the low likelihood of diplomatic fallout from active cy-
ber defense operations is closely linked to it being a response to a hostile action.
Intelligence agencies carrying out active cyber defense operations outside blue
space may look, at first glimpse, like espionage, while military branches doing it
may appear as prepositioning. Whereas this can certainly be cleared up diplomat-
ically later on, avoiding that risk through a different choice of primary operation-
al agency could be considered. Alternatively, these agencies should use distinctly
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different sets of capabilities, or toolchains, for active cyber defense operations
compared to their other intelligence or military tasks.

While in the case of many nations, the answer to which agency should take the lead
may be (federal) law enforcement, it is critical that the primary operational agency
meets those criteria. Whether one or more agencies are implementing active cyber
defense measures, it is vital that they all operate within the same framework out-
lined by the central focal point.

6. Know your adversary

In order to behave responsibly with regard to any of the following operational norms,
it is crucial to gather as much technical information about the threat actor’s tac-
tics, techniques, and procedures and its operation or campaign — the cyber oper-
ational environment® — as possible. Activities include technical reconnaissance
and intelligence gathering through other active and passive means. The collected
data will improve the effectiveness of planning and capabilities, enable more accu-
rate impact assessments, and reduce associated risks such as accidental collat-
eral damage. Thus, active cyber defense operations require accurate, actionable,
high-quality information about the cyber operational environment.

Examples of extensive intelligence gathering prior to a cyber operation are Stux-
net®” and the operation against the Iranian railway system, where capabilities “were
well tailored, through substantial intelligence support including extensive recon-
naissance within target networks.”

7. Fine-tune your capabilities

A crucial operational norm is the design, procurement, and testing of the capabil-
ities to be used. The UK government states that “[a] core part of responsible cyber
operations is the design and use of capabilities in a way that is predictable and
controllable, and where the risks are proportionate to the outcome required.”® This
applies to all kinds of tools and services used in active cyber defense operations,
especially if they are intrusive. Apart from meticulous design, needed capabilities
must be procured from law- and ethics-abiding vendors and thoroughly evaluated
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in realistic test scenarios before use. This is necessary even if the latter may be
challenging when situations change and new capabilities are urgently needed due
to grave and imminent peril.

I. Design

First, in order to design capabilities, governments need extensive intelligence on
the target systems and networks. This allows the government to procure, design,
and tailor capabilities efficiently, effectively, and proportionately. Increased visi-
bility decreases the chances of capabilities triggering unforeseen events leading
to collateral damage, allows for finding the least intrusive attack vector, and en-
ables avoiding critical infrastructures.

Second, the effects on the target should always be as limited as possible while
still achieving the goal of the operation.?” An example of this would be the Hafnium
web shell removal, in which the FBI only removed the shells without patching the
affected systems afterwards.?® One way to combine responsible design without ex-
cessively degrading effectiveness could be to develop adaptive implants that have
multiple effect options, ranging from non-intrusive and reversible to intrusive and
non-reversible. This was in part demonstrated by the Australian Signals Director-
ate, which designed three stages ranging from reversible (Rickrolling) to non-re-
versible (Dark Wall) effects.

Third, capabilities should not propagate without restrictions, and have auto-
mation only where consistent with responsible control.’’ A higher degree of au-
tomation needs to be safeguarded with additional controls, such as validation
controls, including “formal principles of target discrimination, in both the tech-
nical and legal senses of the term, be incorporated into command-and-control
functionality [..., and have a] human on the loop [...].”°" An example of a capability
that has apparently been designed with controls in mind is Meteor. Though “the
deployment of the Meteor destructive payload and its associated components
was highly scripted, this automation did not permit indiscriminate autonomous
behavior. The detailed automation features specified, to a high degree of control,
elements of the target to be serviced for effects and did not allow for non-speci-
fied elements to be struck.”
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Fourth, active cyber defense operations should leverage, whenever possible,
technical concepts, capabilities, and techniques that are considered known, re-
liable, trusted, and appropriate. JD Work describes this as “an additional hallmark
of responsible operations, in which more sophisticated planners will consider the
potential proliferation implications of deploying code which may both be directly
repurposed if recovered from a target system or network, as well as the potential
knowledge transfer to both the immediate adversary based on weapons technical
intelligence derived from reverse engineering and behavioral analysis of observed
implants.””® In addition to limiting proliferation, designing capabilities in this way
makes the effects more predictable and decreases erroneous and unexpected
behavior.

Fifth, active cyber defense operations should feature technical characteristics to
ensure ex post operational transparency and accountability. Including this feature
would help targets distinguish operations for active cyber defense from other cy-
ber operations aiming, for example, for espionage or prepositioning. There are var-
ious ways of doing so, including the publication of YARA rules,’* offensive toolkit
tokens,”” and contact details in the comments of the code of implants® or as a text
file on an affected IT system, which will be discovered during forensic analysis. In
order “to enable an operationally relevant window of time for mission completion,”
these auditable features may, for example, be obfuscated or temporarily encrypt-
ed.”® An example of this aspect is the publishing of YARA rules for detecting the
modified binary file in the Emotet takedown.

Il. Procurement

While governments themselves ideally have certain capabilities, some active cy-
ber defense operations may be so specific that they require additional expertise
and tooling. Those missing capabilities, from exploits to implants and even com-
plete services, will need to be procured from third parties. These third parties
should be transparently vetted and should not conduct any business with govern-
ments or other entities that have been reported to engage in unlawful activities or
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violate human rights with their tools and services.'”” An example of a company be-
ing added to such an entity list'"" is the Israeli firm NSO. NSO was added to the list
by the US government because “the company knowingly supplied spyware that has
been used by foreign governments to “maliciously target” the phones of dissidents,
human rights activists, journalists and others.””®” An addition to such an entity list
could be requiring Know Your Vendor laws that “would provide government clients
with the ability to check where their prospective supply chain might include firms
on restricted entity lists before awarding contracts.”

Before procuring capabilities that rely on zero-day vulnerabilities, a vulnerability
assessment and management'’“ should be established as a safeguard to manage
the risks of reverse engineering, exploitation of leaks, and/or use against the in-
frastructure by the threat actors.'” An example of such a process is the American
Vulnerabilities Equities Process (VEP).

Governments should require source code access from the third party in order to
ensure compliance of the capability with the operational norms. Additionally, this
access is needed to analyze whether the capability fulfills the operational require-
ments and what kind of insights the third party has into the government’s opera-
tion, especially when the capability is a complete service — such as Access-as-a-
Service (AaaS) — from third parties.

Ill. Testing

Capabilities to be used in an active cyber defense operation require thorough test-
ing before they can become operational because “poorly written malware can run
awry and cause unintended issues.”’ This is especially true because, in line with
their design requirements, active cyber defense capabilities are likely to be “one trick
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ponies” and not mature implant platforms. The emulated infrastructure for testing
should be as close to identical as possible to the target infrastructure to improve
effectiveness and safety'”” but especially to reduce the risk of collateral damage.
An extreme level of care must be taken when critical infrastructures may be affected.
Due to the heterogeneity of the potentially affected IT systems, creating identical
testing infrastructures is a challenge in botnet takedown operations where a wide
range of end users is directly affected by the capability. The capability, therefore,
should be as stable as possible, even under changing conditions. An additional step
of care would be validation of the capability on the target infrastructure.

While not necessarily without errors, Stuxnet is known to have been extensively test-
ed before its use."" Another example is the malware deployed against the Iranian rail
system, where “the payloads appear to suggest substantial quality assurance en-
gineering. Multiple measures to ensure redundancy of key guardrail functions seem
to have been deliberately introduced, and the developers apparently sought to pro-
vide continuing state of health status so that operators would have positive control
throughout delivery and execution.”

8. Target with precision

Any active cyber defense operation should be based on careful planning and tar-
geting. The UK government, for example, states with respect to preconditions for
its cyber operations that “[t]here are multiple approval stages that consider the
feasibility, operational plan, benefits and risks of an operation before it can be
authorized.”" Perri Adams, Dave Aitel, George Perkovich, and JD Work state that
“[rlesponsible actors should carefully select targets, identify any risk of collateral
damage, and plan accordingly.”""“ Both statements hold true for active cyber de-
fense operations as well.

Active cyber defense operations are, by definition, direct responses to the mali-
cious activities of threat actors. However, it is worth highlighting that proportion-
ality is a key requirement for cyber operations adhering to international law.
Therefore, any active cyber defense operation outside the government’s own ju-
risdiction must be a proportionate response to the malicious activity it aims to
mitigate, neutralize, and/or technically attribute.

27


https://www.stiftung-nv.de/en
https://www.lawfaremedia.org/article/responsible-cyber-offense
https://www.proquest.com/openview/eaf1b3c7ac08cf5d4064cc33d4944e66/1?pq-origsite=gscholar&cbl=396500
https://www.proquest.com/openview/eaf1b3c7ac08cf5d4064cc33d4944e66/1?pq-origsite=gscholar&cbl=396500
https://www.tandfonline.com/doi/full/10.1080/09636412.2013.816122?scroll=top&needAccess=true&role=tab
https://offensivecyber.org/2021/09/23/balancing-on-the-rail/
https://offensivecyber.org/2021/09/23/balancing-on-the-rail/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1148278/Responsible_Cyber_Power_in_Practice.pdf
https://www.lawfaremedia.org/article/responsible-cyber-offense
https://www.stiftung-nv.de/sites/default/files/active_cyber_defense_operations.pdf

1

Dr. Sven Herpig
November 2023
Active Cyber Defense — Toward Operational Norms

Active cyber defense operations may target the whole range of threat actors,
including but not limited to cyber criminals, intelligence agencies, and military
branches. However, the effect of the active cyber defense operation may also
take place on the IT systems of the initial victims — see, for example, the Emotet
takedown."® While — for several reasons outlined earlier — technical reconnais-
sance and intelligence prior to the operation will hopefully have revealed the na-
ture of the threat, it is not relevant in terms of responsible state behavior based
on the operational norms outlined in this analysis.

On the more operational level, target selection must focus on pivot points as
close to malicious systems and infrastructures as possible, avoiding uninvolved
third-party systems — including supply chains. Performing a collateral damage
assessment beforehand and installing effective containment measures are im-
portant safeguards in this regard. If third parties are involved, ex post notifica-
tion should be provided formally or informally — e.g., by deliberately triggering
their anti-malware software as a hint. Additionally, targeting should make sure
to avoid infrastructure whose safety is crucial to the functioning of society —
critical infrastructure such as power plants, waterworks, and hospitals. More-
over, in cases where active cyber defense operations target the systems of vic-
tims, for example, to remove malware, operators need to avoid further victimizing
those targets.

9.This is your last resort

The previous analysis'” concluded that active cyber defense operations will be a
minor part of the broader government cybersecurity efforts, with IT security and
resilience taking precedence. The UK government’s approach appears to — at least
partially — agree with this conclusion. The government states that it is relying on
a wide range of activities to counter security threats, including “measures such as
cyber resilience, law enforcement action, sanctions, [and] diplomatic intervention,”
and further stating that “[w]here traditional responses are best placed to deal with
the challenge effectively, NCF [National Cyber Force] would rarely if ever get in-
volved.”""® Tom Uren, therefore, concludes that “[t]his implicitly recognises the lim-
its of disruptive cyber operations.”

Considering these limitations, governments should limit intrusive active cyber
defense operations to the necessary minimum and focus on non-intrusive, threat
agnostic, scalable, and sustainable measures in blue space. If, however, in specific
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cases, this does not suffice, conducting active cyber defense operations respon-
sibly will involve choosing the least intrusive and escalatory measures possible.
These countermeasures must be the most efficient, effective, and proportionate
ones available. Additionally, the economic, political, security, and social cost of
doing nothing must be greater than the cost of conducting active cyber defense
operations.
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Actively Cyber Defend Responsibly

While active cyber defense operations will only be a small fraction of the activities
that increase overall cybersecurity, countries around the world are starting to de-
velop policies and experiment with corresponding measures due to the worsening
threat landscape. That is the reality, and therefore it is important to get active cy-
ber defense operations right — conducting them as responsibly as possible. Sim-
ilar to the discourse around offensive cyber operations, it is a choice “[...] whether
and how to engage in them responsibly and minimize cost to societies. For there
are better and worse ways for governments (and their explicit or de facto contrac-
tors) to operate in cyberspace.”’?” And while the risk of escalation may be minimal
in most cases — as responsible operators are likely to consider global stability as
a whole in the best interests of everyone — formalizing a set of operational norms
is appropriate.

Operational norms contribute to reflecting responsible state behavior and estab-
lished values toward other actors in the space. Robust operational frameworks,
adherence to international law, and effective communication with partner states
— allies and strategic rivals alike — are what set responsible active cyber defense
operations apart from others on a general level. On a technical level, operational
norms should be centered on capabilities and how they are developed, tested, and
used. The appropriate capabilities need to be designed and deployed precisely to
achieve exactly what they ought to do and where they ought to do it. Only then can
active cyber defense operations contribute to a net improvement in the state of cy-
bersecurity and overall national security. To this end, this paper has presented nine
operational norms on both the broader and technical levels.

While several countries and multinational organizations are pivoting toward active
cyber defense operations, hackbacks, or counter-cyber operations in policy and
practice, it is unclear how many of them already have a robust set of operational
norms. A nuanced discourse among those stakeholders, as well as a public debate
among researchers and practitioners, will contribute toward better national, re-
gional, and global understandings of active cyber defense. This, in turn, will be a
precondition for more responsible state practice.

A government aspiring to conduct active cyber defense operations responsibly,
with the goal of improving global cyberspace stability, must establish an active
cyber defense policy aligned with the operational norms outlined in this analysis.
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