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o The Role of Detection Capabilities for Effective Cybersecurity

@ Prevention —\Q/— Response

triggers incident
response and supports
forensic analysis

facilitates evaluation and
continous improvement of

reventive measures o
P Q Detection

\ Enables

« discovery of anomalous activity

« situational awareness

« identification of ongoing &
emerging threats

@ This is a simplified overview which does not account for connections from prevention to
detection/response to detection and between prevention and response.
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o UN Cyber Norms Whose Implementation Is Supported by Detection Capabilities

A Interstate B Consider All C Prevent Misuse D Cooperate to
Cooperation Relevant of ICTs in Your Stop Crime &
on Security Information Territory Terrorism
% ]
=
E Respect Human F Do Not Damage G Protect H Respondto
Rights & Privacy Critical Critical Requests for
Infrastructure Infrastructure Assistance
? g N
= Q)
| Ensure Supply J ReportICT K Do No Harm Dos
Chain Security Vulnerabilities to Emergency ,
Dont's
Response
Teams m UN cyber norms whose
| N — implementation is
@ supported by detection
) L capabilities

This visualization is inspired by and adapted from the Australian Strategic Policy Institute's
@ "11 UN Cyber Norms" infographic. Source: Australian Strategic Policy Institute (2021): UN Cyber Norms,
www.aspi.org.au/cybernorms/downloads/.
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Norm A: “cooperat[ing] in developing and applying measures to increase stability
and security in the use of ICTs and to prevent[ing] ICT practices that are
acknowledged to be harmful or that may pose threats to international peace and
security”
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Norm B: “consider[ing] all relevant information” “in case of ICT incidents”
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Norm C: “not knowingly allow[ing] their territory to be used for internationally
wrongful acts using ICTs”
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Norm D: “consider[ing] how best to cooperate to exchange information, assist
each other, prosecute terrorist and criminal use of ICTs and implement other
cooperative measures to address such threats”

-f--025 "f " & ,%"'f$ -2+5-f-f2'+ *-2f5 "22-2'35f63"3f-$f  3f
%-8"2,+",5f+635f$'235f"35 *3&f+" 362  "3f5& 5f*, *'f5 &"f1"5'$" 5'-f-$f36 &
5'8'5"3_f&'3f2 "16'2"3f f *" 2f6,1"235 ,!",%f-$f9& 5f 2'+', *f-2f5 "22-2'35

"& 8'-2U5 2 %"5'f % ',35f-2f -++'55 "If5 &26%&f 3 U*--)3f*) "f,f02 5 "f,!
&-9f'5f f"f2  "-%,'< "I_f5f*3-f, 8-*8"3f),- 9',%f&- 9f5-f-**"5f f2 "5'f2 "85

15736 &f 3f*-%37M5 & 5f+ ;f3"2 8"f 3f0-5 ",5'*f" 81", "f If -6*If "f3& 2 "If9'5 &
'5"2,5-,*%02 5,"23_f"5"5-f 0 *5"3f ,f,&, "5 &"f" :5",5f ,If16 *'5;f-$
"8, f 8" *f5 -f3635,5'5 "f,35, "3f-$f 2'+', *f-2f5 "22-2'3563"f-$f 3
9&' &f *3-f0"2+'5 3f2-33S-2 I"2fl5f-22 "™ 5-f5 -fI"5'$;f-++-,f0"20"52 5 -23
-2f5" &,'16"3f |If 18 , "f$62  5&"2f)-',5Kf* of"\$ -2 "+"5f 5'-,3_

Norm F: “not conduct[ing] or knowingly support[ing] ICT activity contrary to its
obligations under international law that intentionally damages critical
infrastructure or otherwise impairs the use and operation of critical infrastructure
to provide services to the public”
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Norm G: “tak[ing] appropriate measures to protect their critical infrastructure from
ICT threats”
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Norm H: “respond[ing] to appropriate requests for assistance by another State
whose critical infrastructure is subject to malicious ICT acts”
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Norm I: “tak[ing] reasonable steps to ensure the integrity of the supply chain”
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Norm J: “encourag[ing] responsible reporting of ICT vulnerabilities and shar[ing]
associated information on available remedies to such vulnerabilities to limit and
possibly eliminate potential threats to ICTs and ICT-dependent infrastructure”
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@ The measures across the three activity areas are interdependent.

| -; 8

Capabilities For Fulfilling Responsibility I: Detecting Adverse Cybersecurity Events

PERSPECTIVE: PUBLIC SECTOR ENTITY

Activity Area 1:
Organizational context
and operating framework

Inter alia:

« Define roles and responsibilities

« Develop and regularly review
logging policy

Develop guidance for
triaging alerts

Establish thresholds for
security-relevant events

Put in place and test channels
for event/incident reporting

Evaluate effectiveness of
detection measures

Leverage synergies with other
measures such as asset
inventories, crown jewel tagging,
risk assessments, threat profiles
or raising employee awareness
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Summary
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Public sector
entity

Operational environment
of public sector entity

Activity Area 2:
Monitoring

Inter alia:

« Configure IT systems and
applications to log all
security-relevant events

Integrate additional tools to
achieve holistic visibility of log
sources s pecified in the
logging policy

Maintain centralized log
infrastructure

":5f,1f 0"2 5',%f

+4): /4-

Activity Area 3:
Analysis

Inter alia:

Implement automated analysis
tooks for evaluation of collected
data to generate alerts for
potentially adverse events

Collect and integrate cyber
threat intelligence and other
contextual information

Consider establishing and
maintaining a baseline of
acceptable normal activity and
custom detection use cases

Correlate, triage and quality
detected adverse events

a) Classify as false alarm

b) Escalate to information
security incident
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defining roles and
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https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/detection/detection-practices
https://www.ncsc.gov.uk/collection/cyber-assessment-framework/caf-objective-c-detecting-cyber-security-events/principle-c2-threat-hunting
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/event-logging/best-practices-event-logging-threat-detection
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/event-logging/best-practices-event-logging-threat-detection
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Mindeststandards/MST_BSI_PD_Version_2_1.pdf
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https://www.ncsc.gov.uk/collection/cyber-assessment-framework/caf-objective-c-detecting-cyber-security-events/principle-c2-threat-hunting
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/detection
https://www.first.org/standards/frameworks/csirts/csirt_services_framework_v2-1
https://help.splunk.com/en/splunk-enterprise-security-8/administer/8.0/detections/identify-the-relevant-use-case-for-your-detection-in-splunk-enterprise-security
https://help.splunk.com/en/splunk-enterprise-security-8/administer/8.0/detections/identify-the-relevant-use-case-for-your-detection-in-splunk-enterprise-security
https://www.first.org/standards/frameworks/csirts/csirt_services_framework_v2-1
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/detection/detection-practices
https://github.com/SigmaHQ/sigma
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/detection
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https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/detection
https://www.first.org/standards/frameworks/csirts/csirt_services_framework_v2-1
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https://www.congress.gov/bill/114th-congress/senate-bill/754/text
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o Capabilities For Fulfilling Responsibility II: Fostering (Inter)National Detection Ecosystems

& PERSPECTIVE: NATIONAL CYBERSECURITY AUTHORITY

other public
sector entities
withina
country's
jurisdiction

Activity Area 1:

Monitoring & analysis

» Carry out detection-related
monitoring and analytical
tasks (mandatory/upon
request) for

a) entities within the NCAs
protective remit/other
public-sector entities,
and

b) critical infrastructure/other
essential domestic
operators

National
cybersecurity
authority

non-governmental
actors at the
domestic level

other states and

Activity Area 2:
Information sharing &
operational advice

« Share loCs, TTPs, detection
methods, vulnerability data,
and contextual intelligence

Facilitate bi-or
multi-directional/unilateral
(in)formal information-sharing
arrangements

Participate in (in)formal
information-sharing
arrangements at international,
regional and/or bilateral levels

Issue detection-related
recommendations, guidelines,
and standards

internationally-operating
stakeholders

Activity Area 3:
Operational, financial &
non-material assistance

« Develop and maintain
open-source tools

« Provide funding

» Collaborate with

non-governmental
stakeholders on research
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United States: EINSTEIN/Cyber Analytics and Data System (CADS) - Layer 1
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http://data.europa.eu/eli/dir/2022/2555/oj
https://web.archive.org/web/20250809060636/https:/www.cisa.gov/resources-tools/programs/national-cybersecurity-protection-system
https://www.researchgate.net/publication/236658253_Extending_Cybersecurity_Securing_Private_Internet_Infrastructure_The_US_Einstein_Program_and_its_Implications_for_Internet_Governance
https://www.researchgate.net/publication/236658253_Extending_Cybersecurity_Securing_Private_Internet_Infrastructure_The_US_Einstein_Program_and_its_Implications_for_Internet_Governance
https://www.congress.gov/118/chrg/CHRG-118hhrg54816/CHRG-118hhrg54816.pdf
https://www.congress.gov/118/chrg/CHRG-118hhrg54816/CHRG-118hhrg54816.pdf
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https://www.congress.gov/crs-product/IF10683
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https://www.congress.gov/118/chrg/CHRG-118hhrg54816/CHRG-118hhrg54816.pdf
https://www.congress.gov/118/chrg/CHRG-118hhrg54816/CHRG-118hhrg54816.pdf
https://www.cisa.gov/resources-tools/programs/cyber-analytic-and-data-system
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United Kingdom: Host Based Capability (HBC) - Layer 1
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Germany: Federal Security Operations Centre (BSOC) - Layer 1

&"f"2+ f "2+ $$ s -2f ,$-2+5'-f" 62'5;f0 Pf-0"25 "3f5&"f "I"2*

" 62'5;f0"2 5'-,3f ",52 "fO 6,I"3f " 62'5;f 0"2 5'-,3f ",52 "N Pf9&-3"
53)3f\, *6!"f3"2  8'"3f$ -2f5&"f -**" 5'- f If , *;3'3f-$f*-%f ,!{3",3-2f1 5 ~f 3

9 "+f 3f$-2f5&"f1"5 " 5'-,f-$f ,IfI"$ " " % ', 35f+ *9 2 "f 'S+ *3f ,1f9 "
52%%' ] &"'3"f3"2 8'"3f2 "f 8™ *'f$ -2f"55"3f-$f "2+, ; Bfp12*

I+','352 5'-,_f -2 +0*Af5 &' US -%"5&"2f9'5&F  6,IM5 &' U2+ f "2

- 8"2,+"5 @f"52* f3"2 8'"f02 -81"2U-$$ "23A\"5 "5'-,S35S3"2 8 ")fO P~
5826%&f9&" &f*,5'5"3f+  ;f3"If5  &"2f*-%%',%f! 515 -f5&"f f$ -2f, *3'3_

- 9"8"2nf f 6% f@>@Cf20-2 5f ;f5&"f "2+ ,f6,1"32 " &,6,%3&-$ M2+, ;8
$1"2*-62 5f-$f6!'5 -2372 8" *3f3'%,'$" ,5f & **",%"3f',f02 - 8'',%f5 &'3f3"28' "f',
02 5'" _f$f2 -6%&*f@>>f "2+ ,f06 * 3" 5 -2f",5'5"3f5 & 5f -6*1f63"f5 &"f3"28'""
- %188 "fl-f3-AM95 &MR'f f,-5,%f5 & 5f-5 &F5f !5 &'f0-5",5'**;f","$'5',%

65&-2'5"3f* )f5 &"f,""332 ;f0"23-,,"*f2 "3-62 "3f5-f' :0,!f f16')* _ &
f*3-f+'5",3f --0"2 5'-,3f9'5 &fR"f 65 &-2'5"3f2'30-,3' *'f$ -2f1"5 " 5'- 1,
2A@ _f 5-,*1;"2f " 625,152 "f0@>@>Paf -35f 3" 0 5, f- 9"82M\, ;F+0"+"55-f-35 3% & %'2'16"35

$UIKIQWH, ™15 ff- 82 f5&'M2"'0"5F-2 % ,35-_ ]
2AA f2 "02"3"5 3fR"f*-9"35f* 33 5-f5"2ff5 &'T,5 "f %+ [ '5{$$ fO@>@  BPaf-8"2.+" 5" 62'5;

*33'¢ 5-.3f -+

?AB _f 5, *f;"2f" 62'5;f",52 "fO@>@?Paf 518 "2f "$ N -625&f "2

?AC _f 5- *;"2f" 62'5;f",52 "fO@>@APaf 58 "2f"$ B <% ) &f "2

?AD _f 5-,*f;"2f" 62'5;f",52 "fO@>@@Paf '5'8"2f "$ "UP&MS5 &F "2

?AE _f 5, *f;"2f" 62'5;f",52 "fO@>@7?Paf 531§ "2f"$ " &t -62%8f "2

?AF "2 % $$' "f$  -2f $-2+5-f" 62'5:f, | K'f'2 "5-25"S","2*f {SSf0"25'8 'f"2f " 62'5; | 6,!"3 +51$72f ' &"2&"5
L2t $ -2+5-35 " &N, | K'f'%'5 *'3"26,%f',f1"2f 6,1"38 "29 *56,%f 3' &"2,

?AG 6,!"3 +5f$72f ' &"2&"5f fI"2f .$ -2+5-35 "&)fO@>?GPaf ,%"2f --0"25-f8 -f f6,!/f 6!

?B> 6,"32 " &,6,%3&-$f0O@>@CPaf "2' &5f, &fdfFFf 3 5<f@f f<62f;"23' &"2&"5 f,f2'30-,3"Mf5 &"f"2+ f ""2+352  f-$
58'f,5"2-2f0 Pf !f5  &'f "I"2*''352 ;f$-2f'%'5* 2,3%-2+5-f !f- 8"2,+"5f-1"2,'35-fO Pf355 "If5 & 5f5&";
55 0 fIf\5 "%2 5'f5f3ff35,12  If+"362 " f$ "I"2*f f-3-*15- _f 5 3f36 3"16",5f2 " 5-,f5 -f5&'3

355'+"5M5 &' 6,1"32 " &,6,%3&-$f2'5''< "If-5 &f+,'352"3f$-2f*" 8'%f6, *' 2f&- 9f5&";f0* f5 -f02-8'1"f5 &'f 95 &R"
,'"332 f2"3-62 "3f'f5 "2+3f-$f0"23-,"*f5 -f+0*'+"5f5 &"f", 83-"If" :0,3-fI3"$62 5&"2f0 %"fABf-$5&"
6,I"32 " &,6,%3&$f2 "0-2 5K_



https://www.ncsc.gov.uk/information/host-based-capability
https://www.gov.uk/government/publications/government-security-classifications/government-security-classifications-policy-html#definitions-for-official-secret-and-top-secret
https://www.gov.uk/government/publications/government-security-classifications/government-security-classifications-policy-html#definitions-for-official-secret-and-top-secret
https://www.ncsc.gov.uk/files/Active-Cyber-Defence-ACD-The-Fourth-Year.pdf
https://www.ncsc.gov.uk/files/ACD6-full-report.pdf
https://www.ncsc.gov.uk/files/ACD-The-Fifth-Year-full-report.pdf
https://www.ncsc.gov.uk/files/Active-Cyber-Defence-ACD-The-Fourth-Year.pdf
https://www.bsi.bund.de/EN/Das-BSI/Organisation-und-Aufbau/Abteilungen-inkl-Organigramm/Abteilung-OC/abteilung-oc.html
https://www.bsi.bund.de/DE/Themen/Schwerpunktthemen/BSI_fuer_den_Bund/BSI_fuer_den_Bund_node.html
https://www.bsi.bund.de/DE/Themen/Schwerpunktthemen/BSI_fuer_den_Bund/BSI_fuer_den_Bund_node.html
https://www.bsi.bund.de/DE/Service-Navi/Presse/Pressemitteilungen/Presse2019/Kooperation-BSI-ITZBund_161219.html
https://www.politico.eu/wp-content/uploads/2025/07/02/88-Absatz-2-BHO-zur-Cybersicherheit.pdf
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United States: CyberSentry Program - Layers 1 and 2 (depending on public/private
set-up of CI)
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Norway: Operation of a national sensor network — Layers 1 and 2 (depending on
public/private set-up of Cl)
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Germany: Searching for anomalies in critical infrastructure — Layers 1 and 2
(depending on public/private set-up of Cl)
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United States, Poland, and United Kingdom: Joint Cybersecurity Advisory — Layers
1,2,and 3
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United States/United Kingdom: Advisories and Reports - Layers 1, 2, and 3
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Belgium: Warning on Log4j vulnerability — Layers 1, 2, and 3
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Japan: GitHub repository of YARA rules - Layers 1, 2, and 3
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United States: ‘Vulnrichment' initiative & Catalogue of known exploited

vulnerabilities — Layers 1, 2, and 3
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The Netherlands: National Detection Network (NDN) — Layers 1 and 2
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https://www.cisa.gov/topics/cyber-threats-and-advisories/information-sharing/automated-indicator-sharing-ais/automated-indicator-sharing-ais-participant-protections
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https://www.ncsc.gov.uk/files/UK%20CISP%20Terms%20and%20Conditions%20v5.0.pdf
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Spain: National Network of SOCs (Red Nacional de SOC, RNS) - Layers 1, 2, and 3
(focus on 1and 2)
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https://english.ncsc.nl/latest/weblog/weblog/2023/analytic-techniques-and-cybersecurity
https://www.ncsc.nl/documenten/publicaties/2019/mei/01/nationaal-detectie-netwerk-infosheet
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https://rns.ccn-cert.cni.es/en/national-network-soc
https://rns.ccn-cert.cni.es/en/national-network-soc
https://rns.ccn-cert.cni.es/en/national-network-soc

‘%, *3f',f5 &"f-'3" ‘ BFfRfF?

Luxembourg: Open Source Threat Intelligence and Sharing Platform (MISP) -
Layers 1, 2,and 3
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Japan: TSUBAME - Layer 3
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Australia: Pacific Cyber Security Operational Network (PaCSON) - Layer 3
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https://www.circl.lu/mission/
https://github.com/MISP/MISP
https://www.misp-project.org/communities/
https://www.circl.lu/services/misp-malware-information-sharing-platform/
https://www.jpcert.or.jp/english/tsubame/readme.html
https://www.nisc.go.jp/eng/pdf/InternationalStrategyonCybersecurityCooperation_e.pdf
https://www.nisc.go.jp/eng/pdf/InternationalStrategyonCybersecurityCooperation_e.pdf
https://pacson.org/about-us
https://pacson.org/about-us/secretariat
https://pacson.org/about-us/membership
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United States: Shared Cybersecurity Services — Layer 1
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United Kingdom: Early Warning service — Layers 1 and 2
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Germany: Warning and Information Service (Warn- und Informationsdienst, WID) -
Layers 1, 2, and 3
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https://www.cisa.gov/resources-tools/services/cyber-threat-information-sharing-ctis-shared-cybersecurity-services-scs
https://www.cisa.gov/resources-tools/services/cyber-threat-information-sharing-ctis-shared-cybersecurity-services-scs
https://www.ncsc.gov.uk/section/active-cyber-defence/early-warning
https://www.ncsc.gov.uk/section/active-cyber-defence/early-warning
https://www.ncsc.gov.uk/section/active-cyber-defence/early-warning
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Cyber-Sicherheitslage/Technische-Sicherheitshinweise-und-Warnungen/Technische-Sicherheitshinweise/technische-sicherheitshinweise_node.html
https://wid.cert-bund.de/portal/wid/start
https://wid.cert-bund.de/portal/wid/start
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https://www.first.org/global/sigs/information-sharing/misp
https://www.first.org/global/sigs/information-sharing/misp
https://portal.africacert.org/about/
https://www.apcert.org/about/index.html
https://asean.org/secretary-general-of-asean-delivers-remarks-at-the-opening-ceremony-of-the-9th-asean-ministerial-conference-on-cybersecurity-in-singapore/
https://asean.org/secretary-general-of-asean-delivers-remarks-at-the-opening-ceremony-of-the-9th-asean-ministerial-conference-on-cybersecurity-in-singapore/
https://csirtamericas.org/en
https://csirtsnetwork.eu/
https://www.oic-cert.org/en/index.html
https://www.oic-cert.org/en/index.html
https://pacson.org/about-us
https://pacson.org/about-us
https://www.trusted-introducer.org/tf-csirt-community/
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Final_28112024_-_Confidence_Builders_Info_Sharing.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Final_28112024_-_Confidence_Builders_Info_Sharing.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Final_28112024_-_Confidence_Builders_Info_Sharing.pdf
https://www.gov.uk/government/publications/uk-republic-of-korea-strategic-cyber-partnership/republic-of-korea-uk-strategic-cyber-partnership
https://www.gov.uk/government/publications/uk-republic-of-korea-strategic-cyber-partnership/republic-of-korea-uk-strategic-cyber-partnership
https://www.international.gc.ca/world-monde/issues_development-enjeux_developpement/response_conflict-reponse_conflits/crisis-crises/agreement-ukraine-accord.aspx?lang=eng
https://www.international.gc.ca/world-monde/issues_development-enjeux_developpement/response_conflict-reponse_conflits/crisis-crises/agreement-ukraine-accord.aspx?lang=eng
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Australia, Canada, Czechia, Japan, New Zealand, Singapore, South Korea, United
Kingdom, United States: Guidance on SIEM (and SOAR) implementation — Layers 1,
2,and 3
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-144a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-144a
https://www.csa.gov.sg/alerts-and-advisories/advisories/ad-2025-016
https://www.csa.gov.sg/alerts-and-advisories/advisories/ad-2025-016
https://www.csa.gov.sg/alerts-and-advisories/advisories/ad-2025-016
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/4197438/nsa-asds-acsc-and-other-agencies-publish-three-cybersecurity-information-sheets/
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/4197438/nsa-asds-acsc-and-other-agencies-publish-three-cybersecurity-information-sheets/
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Australia, Canada, the Netherlands, New Zealand, Singapore, South Korea, United
Kingdom, United States: Joint baseline document outlining best practices for event
logging and threat detection - Layers 1, 2, and 3
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Germany: Orientation guide to using IDS & Minimum standard for logging and
detecting malicious cyber activities — Layers 1, 2, and 3
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https://www.cyber.gov.au/business-government/detecting-responding-to-threats/detecting-mitigating-active-directory-compromises
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/detecting-mitigating-active-directory-compromises
https://www.cyber.gov.au/business-government/detecting-responding-to-threats/event-logging/best-practices-event-logging-threat-detection
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/KRITIS/oh_sza_en.pdf
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/KRITIS/oh_sza_en.pdf
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/KRITIS/oh_sza_en.pdf
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Mindeststandards/MST_BSI_PD_Version_2_1.pdf
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Mindeststandards/MST_BSI_PD_Version_2_1.pdf
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United States: Logging Made Easy & Malcolm - Layers 1, 2, and 3
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Canada: Assemblyline - Layers 1, 2, and 3
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Japan: LogonTracer and YAMA - Layers 1, 2, and 3
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https://cert.europa.eu/blog/sigma-unleashed-a-realistic-implementation
https://www.cisa.gov/sites/default/files/2025-01/CSSO-LME-FAQ-LME%20Updated%20FAQ%202025.pdf
https://www.cisa.gov/sites/default/files/2025-01/CSSO-LME-FAQ-LME%20Updated%20FAQ%202025.pdf
https://github.com/cisagov/LME
https://www.cisa.gov/resources-tools/services/logging-made-easy
https://www.cisa.gov/resources-tools/services/logging-made-easy
https://github.com/cisagov/Malcolm
https://www.cisa.gov/resources-tools/services/malcolm
https://www.cisa.gov/resources-tools/services/malcolm
https://inl.gov/national-security/ics-malcolm/
https://github.com/CybercentreCanada/assemblyline
https://www.cyber.gc.ca/en/tools-services/assemblyline
https://www.cyber.gc.ca/en/tools-services/assemblyline
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United States: Multi-State Information Sharing and Analysis Center (MS-ISAC) -
Layer 1
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https://github.com/JPCERTCC/LogonTracer/wiki
https://github.com/JPCERTCC/YAMA
https://www.jpcert.or.jp/english/doc/ActivitiesOverviewTopics2023Q2_en.pdf
https://www.jpcert.or.jp/english/doc/ActivitiesOverviewTopics2023Q2_en.pdf
https://www.cisecurity.org/ms-isac/defending-americas-critical-infrastructure
https://www.cisecurity.org/ms-isac/services
https://www.cisecurity.org/ms-isac/services
https://insider.govtech.com/california/news/states-take-lead-in-cyber-defense-as-federal-support-shrinks
https://www.cisa.gov/news-events/news/cisa-strengthening-our-nations-security-direct-cyber-support-state-and-local-governments
https://www.cisa.gov/news-events/news/cisa-strengthening-our-nations-security-direct-cyber-support-state-and-local-governments
https://statescoop.com/cisa-confirms-its-ending-ms-isac-support/
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Germany: Provision of data and enablement of research opportunities — Layer 2
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Cyprus: Joint development and deployment of detection sensors — Layer 2
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https://www.fraunhofer.de/en/press/research-news/2024/december-2024/amides-detects-new-varieties-of-cyberattacks.html
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https://www.war.gov/News/Speeches/Speech/Article/3525636/remarks-by-assistant-secretary-of-defense-for-space-policy-john-plumb-at-center/
https://www.war.gov/News/Speeches/Speech/Article/3525636/remarks-by-assistant-secretary-of-defense-for-space-policy-john-plumb-at-center/
https://nsarchive.gwu.edu/sites/default/files/documents/rmsj3h-751x3/2022-11-28-CNMF-Before-the-Invasion-Hunt-Forward-Operations-in-Ukraine.pdf
https://nsarchive.gwu.edu/sites/default/files/documents/rmsj3h-751x3/2022-11-28-CNMF-Before-the-Invasion-Hunt-Forward-Operations-in-Ukraine.pdf
https://www.cybercom.mil/Media/News/Article/3783991/cnmf-deploys-first-defensive-cyber-team-to-zambia/
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https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories/identifying-and-mitigating-living-off-the-land-techniques
https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories/identifying-and-mitigating-living-off-the-land-techniques
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https://blog.talosintelligence.com/worldwide-ransomware-variant/
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
https://attack.mitre.org/versions/v14/techniques/T1070/001/
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2024.pdf
https://attack.mitre.org/techniques/T1562/001/
https://attack.mitre.org/techniques/T1562/001/
https://www.enisa.europa.eu/sites/default/files/2024-11/ENISA%20Threat%20Landscape%202024_0.pdf
https://www.cert.ssi.gouv.fr/uploads/CERTFR-2025-CTI-004.pdf
https://www.cert.ssi.gouv.fr/uploads/CERTFR-2025-CTI-004.pdf
https://cloud.google.com/blog/topics/threat-intelligence/china-nexus-espionage-orb-networks?hl=en
https://cloud.google.com/blog/topics/threat-intelligence/china-nexus-espionage-orb-networks?hl=en
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https://www.ncsc.gov.uk/report/impact-ai-cyber-threat-now-2027
https://cloud.google.com/blog/topics/threat-intelligence/adversarial-misuse-generative-ai
https://www.ncsc.gov.uk/report/impact-ai-cyber-threat-now-2027
https://services.google.com/fh/files/misc/m-trends-2024.pdf
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Month/Year

UN Regional
Group

Antigua and Latin America
Barbuda and Caribean
States

Argentina, Brazil, Latin America
Chile, Celombia,  and Caribean
Costa Rica, States
Ecuador, El

Salvador,

Guatamala,

Honduras,

Mexico,

Paraguay, Peru,

the Dominican

Republic and

Uruguay

Belgium Western March 2024 Existing and
European and potential threats
other States

Canada Western March 2024 Existing and

European and
other States

Agenda item

December 2023 Capacity-building

December 2023 Capacity-building

potential threats
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Relevant Excerpt of Statement

"Chair, in response to your guiding questions, Antigua and Barbuda, as
technical expertise, incident response capability to include simulated p
towards respense to attacks on critical infrastructures, and recognizing
foundational capacities required for states to detect, defend against, or

"We are of the firm view that starting with these critical baseline setting
Barbuda will be much better able to protect our critical infrastructure ai
institutional dialegue and transboundary threat detection.”

"We should also like to emphasize that the creation and maintenance o
in each of the spheres of this Open-ended Working Group. For exampl
capacity to detect and deal with threats. So therefore, building and mai
environment that's safer for everybody."

"We stress it at each of our sessions, Mr. Chair, but this is the evolving
year, cyber threats have further intensified and gained in complexity wi
scale and innovative methods being employed to exploit vulnerabilities,
Ranscmware has grown in both scale and sophistication and the develt
and generative Al systems have lowered the barriers of entry for cyber
malicious activities - such as fraud, misinformation and deep fakes, enl
detection evasion. This increasingly complex global threat landscape u
concerted international efforts to enhance cybersecurity and safeguarc
fundamental character of the “threat” pil[l]ar of our Group’s work.”

"The accessibility of generative Al lowers the entry barrier for cybercril
sophisticated phishing campaigns and malware with ease. Even seasol
integrating LLMs into their malicious pipelines. Researchers have dema
malware to evade detection, generating malicious code on-the-fly usin
malware solutions may struggle to detect this novel approach, requiring
technigues. The cybersecurity landscape must adapt rapidly to this em
solutions to protect against the misuse of LLMs."

"Additicnally, Al and more specifically machine learning-enabled techn
manufacture and harder to detect, which compounds the number and ¢
may face tomorrow."

N - |
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https://www.interface-eu.org/publications/international-detection-capability-building
https://public.flourish.studio/visualisation/26280006/
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UN Cyber Norm - Full Tex UN GGE 2021 UN GGE 2021 Norms Implementation Guidanc
Norms
Implementation
Guidance

Norm A: "Caonsistent with the purposes of the United Nations, X
Interstate including to maintain international peace and security,

cooperation on States should cooperate in developing and applying

cybersecurity measures to increase stability and security in the use of

ICTs and to prevent ICT practices that are acknowledged
to be harmful or that may pose threats to international
peace and security."

Nerm B: Consider  "In case of ICT incidents, States should consider all X
all relevant relevant information, including the larger context of the
information event, the challenges of attribution in the ICT environment

and the nature and extent of the consequences.”

Norm C: Prevent  "States should not knowingly allow their territory to be + "This norm reflects an expectation that if a State it
misuse of ICTsin  used for internaticnally wrongful acts using ICTs." in good faith that an internationally wrongful act ¢
your territory emanating from or transiting through its territory it

and reasonably available and feasible steps to det
address the situation.”

"The norm raises the expectation that a State will -
within its capacity to end the ongoing activity in it
means that are proportionate, appropriate and eff
consistent with international and domestic law. Ne
expected that States could or should monitor all IC
territory.”
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https://www.interface-eu.org/publications/international-detection-capability-building
https://public.flourish.studio/visualisation/26282175/
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Partner Country,

Region or
Organization

Elements of Activities Aimed at Enhancing Detection Capabilities

European Union
(Cybersecurity
Rapid Response for
Albania,
Montenegro and
Nerth Macedonia
1.0)

European Union
(Cybersecurity
Rapid Response for
Albania,
Montenegro and
North Macedonia
2.0)

World Bank (Cyber
Trust Fund)

Japan (Japan
Computer
Emergency
Response Team
Coordination
Center,
JPCERT/CC)

ASEAN-Japan
Cybersecurity
Capacity Building
Centre (AJCCBA)

-2f f -+0*"5

&5503'RR999',5'2% "S"6 -2 %RO06 *' 5-3R',5 "2, 5'-, *SI"5

Albania,
Montenegro, North
Macedonia

2022-2024

Albania,
Montenegro, North
Macedonia

2024-2025

Angola 2023

ASEAN countries
(Indonesia, Brunei,
Cambodia, Laos,
Myanmar, Timor-
Leste, Viet Nam)

2016

ASEAN Member
States

2022

"f02"3",5 5'-,f-$f5  &'3f%2 0&"fO*" 3"f3"'f5 &"f-,*',"f8

Support the "improvement of Computer Security Incident Response Teams' organisational
capacity"

"Increase operational cyber capacities of Security Operations Centres and Computer Secu
Response Teams of beneficiaries”

Support Angola in building its "technical and operational capabilities to detect, respond 1o,
cyber incidents and protect critical information infrastructure” by "identifying the main gap
devis[ing] a strategy and action plan to strengthen the overall cybersecurity maturity” (p. 1¢

"APT (Advanced Persistent Threat) workshop and log analysis training" conducted from Oc
2016, in Indonesia, with hands-on training on "detecting traces of attacks" by "analyzing sz
proxy servers and Active Directory based on an APT attack scenario"

Exercise for Security Operation Center (SOC) analysts where participants are "provided wil
comprehensive knowledge and necessary skills" in the areas of cyberattack methods, "sec
products to detect and prevent cyberattacks”, and analysis of detected attacks to "become
analyzing security incidents"
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https://www.interface-eu.org/publications/international-detection-capability-building
https://public.flourish.studio/visualisation/26302082/
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https://www.first.org/standards/frameworks/csirts/csirt_services_framework_v2-1
https://www.first.org/standards/frameworks/csirts/csirt_services_framework_v2-1
https://www.first.org/standards/frameworks/csirts/csirt_services_framework_v2-1
https://www.first.org/standards/frameworks/csirts/csirt_services_framework_v2-1
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