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�: " 65'8 "f�6++�2 ;
Amid an evolving cyber threat landscape, governments are facing increasing
pressure to strengthen their capabilities to detect cybersecurity events and incidents.
Detection—the ability to spot signals of malicious activity throughout the noise of
billions of daily digital interactions—is a cornerstone of effective cybersecurity.
While some countries and regions, including the EU, have taken steps to prioritize
detection capability development, many still lack the necessary policies, legal
frameworks, tools, and skills to monitor and analyze threats within their
jurisdictions.

In general, states have become more outspoken about the shortcomings and gaps in
their detection capabilities. Yet, detection has not been prominently reflected in
multilateral international cybersecurity policy discussions so far, particularly cyber
diplomacy debates at the United Nations. While some international assistance exists
to help states build these capabilities, such efforts remain fragmented and have yet to
receive the policy attention they deserve.

This is a missed opportunity for several reasons. Bolstering detection capabilities
internationally represents untapped potential for the EU, its Member States, and
other countries with advanced cybersecurity capabilities. It would be in their
interest to recognize detection as a matter of strategic importance, assist states with
less mature capabilities in this area, and elevate the issue on the cyber diplomacy
agenda. Such an approach would generate multiple, mutually reinforcing benefits:

This paper serves as a practical resource for policymakers seeking to act on this
strategic opportunity by linking operational realities, technological developments,
policy considerations, and diplomatic efforts. It distinguishes between two core

E ��:�(:�( 5559:9�:59:9�:.. +�8+�8+9/2/+9/2/++44))+�5+�5,�6'8,�6'8 :4:4++8�)8�)55;; 44:8/:8/+9+9�� Advancing detection capabilities in
partner countries elevates their cyber resilience by improving the identification of
existing and emerging threats, pinpointing preventive gaps, and refining forensic
analysis for more effective incident response.

E ��:�+:�+4.'44.'4 ))+9�)+9�)552222++):): //<<+�9++�9+));; 8/8/::??�� As detection capabilities grow, a state’s national
situational awareness also improves. By heightening this awareness, states become
better able to identify malicious cyber activities and ultimately also attribute them to
specific threat actors. This, in turn, can promote accountability and strengthen
collective security among countries facing shared threats.

E ��:�9;:�9; 66665588:9�::9�:.. +�/3+�/36622++33 ++44::'' :://554�54�5,�#,�# ��)?(��)?( ++8�48�455883939�� Because detection capabilities are a
key enabler for implementing many of the international community’s agreed norms of
responsible state behavior in cyberspace, helping partner countries build these
capabilities improves their ability to comply with these political commitments. In
doing so, donor countries can also foster greater convergence on how these collective
behavioral expectations can be operationalized in practice.
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components of governmental detection capability and analyzes the factors that
enable states to fulfill these responsibilities: (1) 33 554/4/::558/4-�'48/4-�'4 *�'4'*�'4' 22?@/4-�:?@/4-�:.. ++

5566++8'8':://554'4' 2�+2�+44</8</8554343 ++44:9�5:9�5,�/4,�/4*/*/ </</** ;';' 2�62�6;; (( 2/2/)�9+)�9+):): 558�+8�+44:://:://+9+9, and (2) ,,59:59:++8/4-8/4-

**+:+:++):): //554�'4�' ))88599�'�)599�'�)55;; 44:8:8??BB9�(9�(885'5' **++8�*/8�*/-/-/ ::'' 2�+2�+))59?59?9:9:++33 , including both governmental
and private infrastructure, '4'4 *�'*�' ))88599�4'599�4':://554'4' 2�02�0;; 8/9*/8/9*/):): //554949. Policymakers in donor
countries, together with their counterparts in partner countries, can use these
insights to identify gaps, set priorities, and design targeted support measures.

The paper concludes with three overarching considerations rather than specific
recommendations, as appropriate international detection capability-building actions
will always be determined by each partner country’s needs, context, and existing
capabilities:

By recognizing and acting upon the strategic value of detection capability-building,
the EU and its Member States can advance their objective of aligning cyber
capacity-building with UN cyber norms while generating the additional benefit of
raising external awareness of the relevant EU acquis and deepening collaboration
with like-minded partners.

	,52-!6 5'-,
Amid an evolving cyber threat landscape and rising risks driven by the advancing
sophistication of threat actors, among other factors, governments are facing
increasing pressure to strengthen their abilities to detect cybersecurity events 1 and
incidents.2 Therefore, high-level policymakers are also increasingly recognizing the

E �'9/�'9/ )9�I8)9�I89:9:: Activities should be aimed at developing detection capabilities gradually,
starting with foundational policy, governance, and organizational measures before
progressing to more advanced measures.

E �� +<+<++8'-8'- +�;+�;4/4/7;7; +�'+�' ** **++*�<*�<'' 2;2;++: Capability development should focus on areas where
public-sector action can have the highest long-term impact to fulfill governmental
detection responsibilities and leverage existing external resources for specific,
noncritical tasks.

E ��44<<+9:�/4�.+9:�/4�.;; 3'4�+3'4�+ >>66++88::/9+�'4/9+�'4*�)*�) 553333 ;; 4/4/::?�(?�( ;/2;/2*/4-*/4- : Governments should prioritize
fostering a diverse cybersecurity talent pipeline and trusted networks to ensure that
detection capabilities are sustained and their impact is amplified beyond the duration
of specific assistance programs.
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need to observe and analyze signals of malicious activity throughout the noise of
billions of daily digital interactions. The need is further reflected in strategic
planning and legislation, focusing, for example, on accelerating incident detection
within government infrastructures, mandating detection-related measures for
specific entities, or strengthening the ability to identify and thereby deter threat
actors.

Four examples of the last few years:

E ##4/4/::++*�!*�! ::'' ::+9+9: In May 2021, then U.S. President Biden signed �>�> ++));; :://<<+��+�� 88**++8�	8�	��
���
�
554��4��33 668855</4-�:</4-�: .. +��+�� '' :://5544BB9��9�� ?(?( ++889+9+));; 8/8/::??.3 The order underscores that “the
prevention, detection, assessment, and remediation of cyber incidents is a top priority
and essential to national and economic security” and outlines steps for the U.S. federal
government to accelerate its capabilities.4 In the area of detection, the order stipulates
that “the Federal Government shall employ all appropriate resources and authorities to
maximize the early detection of cybersecurity vulnerabilities and incidents on its
networks” and, inter alia, mandates the establishment of a so-called “Endpoint
Detection and Response (EDR)5 initiative to support proactive detection of
cybersecurity incidents within Federal Government infrastructure.”6 Thus far, this
policy has largely been sustained by the Trump administration.

E ##4/4/::++*��*�� /4-/4- **5533 : Relevant UK strategies underscore that detection capabilities are vital
for the UK’s external and internal security. The UK’s most recent �� '' :://554'4' 2��2��?(?( ++88
!! :8':8' ::+-+-?? (2022) identifies “detecting, disrupting and deterring our adversaries to
enhance UK security in and through cyberspace” as one of its five pillars.7 Looking
inward, the UK’s �� 55<<++884343 ++44:��:�� ?(?( ++8�!8�!++));; 8/8/::?�!?�! :8':8' ::+-+-?? (also published in 2022)
highlights “detecting cyber security events” as one of its seven priorities.8 Among its
objectives for 2025–2030 is the scaling of detection capabilities across government
organizations, including the goal that “every government digital system [...] have 24/7
security monitoring.”9

E �;�; 885566+'4�#+'4�# 4/4/5544: Detection is also being progressively included in recent EU
legislation in two ways. On the one hand, the EU has taken measures to increase
detection capabilities within and across EU Member States. For example, the �� ## BB99
�� ?(?( ++8�!8�!552/2/*'8/*'8/ ::?��?�� ):): (CSOA), 10 which entered into force in February 2025 establishes
a European Cybersecurity Alert System. This network of national and several
cross-border “cyber hubs” of three or more national hubs aims to “build and enhance
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http://data.europa.eu/eli/reg/2025/38/oj


These policy developments illustrate that detection capabilities are foundational to
effective cybersecurity. They not only facilitate the discovery of anomalous activity,
but also reflect a continuous process within a governmental cybersecurity strategy,
serving a wide array of objectives and functions:

coordinated detection and common situational awareness capabilities” (Art. 1(1), point
(a)). Participation is voluntary for EU Member States (Art. 3(1)) and they can receive
financial support from EU funds 11 to ensure that they have the necessary capabilities
in place to participate if interested (Art. 9). On the other hand, the EU is increasingly
placing obligations on specific entities to implement detection-related measures to
strengthen their cybersecurity posture. For instance, the �� //-/-/ ::'' 2��2�� 66++8'8':://554'4' 2� 2� +9/2/+9/2/++44))++
�� ):): (DORA) 12 requires financial entities to take steps towards detecting potentially
adverse activities and regularly testing measures taken (see further, e.g. Art. 10). 13

E �� ++883'43'4 ??: In June 2025, during his visit to Israel, German Minister of the Interior
Alexander Dobrindt called for the establishment of a so-called CC�� ?(?( ++8��8�� 5533 +D+Dfor
Germany and expressed interest in learning from Israel in this regard. 14 Drawing an
analogy to its Iron Dome, Israel’s National Cyber Directorate has been operating a
Cyber Dome since 2011, which monitors and analyzes the Israeli internet in real
time. 15 The proposal for a German Cyber Dome was reiterated as one of three policy
areas for enhancing cybersecurity, as adopted by the new German Federal Government
in August 2025. 16 However, despite these announcements, as of November 2025, it
remains unclear which specific measures and activities the German government plans
to include in its proposed Cyber Dome initiative. 17

E Enabling network visibility and providing an understanding of both the current and
historical state of systems and network activity, supporting national situational
awareness and the identification of ongoing and emerging threats;

E Facilitating the evaluation and continuous improvement of preventive measures by
highlighting what existing defenses may have missed, which can inform policies and
investment planning by clarifying the specific threats public sector entities need to
protect against (� !  � � %�! �%!�" #� '� %�! ); and
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The policy developments also indicate that governments face various
responsibilities and many feel the need to further develop strategies and strengthen
legislative frameworks to better detect anomalous behavior. They also highlight a
clear need for action and compliance from a wide range of actors, from public sector
institutions to individual entities operating within a country’s jurisdiction, to
implement these commitments effectively. As a result, governments face numerous
“to-dos” in accelerating their capacity to detect anomalous behavior, whether by
following through on existing commitments made or by establishing the necessary
policies and legal frameworks in the first place.

In addition to taking steps towards building their own detection capabilities, some
states and other players are also engaging in international assistance measures in
selected partner countries that also have a detection component. For example, such

E Serving as a trigger for initiating incident response and providing a source of evidence
that supports forensic investigations and analysis of incidents (� !  � � %�! �%!�#�$"! $ � ).
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efforts can include those aimed at building relevant institutional structures like
national Computer Security Incident Response Teams (CSIRTs) 18 or Security
Operations Centres (SOCs). 19 For many years, states have also progressively
collaborated with each other through CSIRT-to-CSIRT cooperation formats,
exchanging detection-relevant data and contextual information at the technical
level, including in military settings.

Nonetheless, the integration of detection into UN-level cyber diplomacy debates has
remained limited. Although cybersecurity has been on the UN agenda for a
quarter-century, the capacity to detect cybersecurity incidents was mentioned in a
relevant report for the first time only in 2021. The reports from relevant UN fora
discussing cybersecurity—most recently the UN Open-ended Working Group (UN
OEWG) on security of and in the use of information and communications
technologies—mention them only in passing together with other capabilities.

While states agreed by consensus in these reports, inter alia, on the increased
vulnerability arising from inadequate detection capacities20 and recommended it as
one priority area for international capacity-building,21 there is no elaboration on
what these capabilities entail or how they could contribute to advancing responsible
state behavior. The modest attention to date likely reflects a combination of various
factors, including the perception of detection as a primarily technical and
operational concern rather than an international security issue. The marginal uptake
since 2021 may also be a result of the growing number of states participating in UN
cybersecurity discussions, which expands the pool of countries that may face gaps in
this area.

This policy paper argues that the limited strategic and dedicated focus given to the
development of detection capabilities and related international capability-building
in cyber diplomacy circles represents an overlooked opportunity. Detection
capabilities provide a prime example of where operational realities, technological
developments, policy considerations, and diplomatic efforts can intersect and inform
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each other to generate synergies. For this reason, this paper offers a practical
resource for cyber diplomats and policymakers working on international
cybersecurity policy who are interested in tapping into this potential. It is aimed at
supporting them in translating highly technical needs and requirements for building
detection capabilities into actionable strategies for strengthening these capabilities at
the international level and enhancing collective resilience.

To do so, the paper first makes the case for why cyber diplomats should care about
supporting partner countries in developing incident detection capabilities (Chapter
3). It then addresses how states can do so by defining capability-building22 and
discussing the two core responsibilities that make up a governmental detection
capability (Chapter 4). Subsequent chapters explain what these responsibilities
involve by walking through (some of) the procedural mechanisms, technical tools,
and human expertise that public-sector entities need to take on these responsibilities
(Chapters 5 and 6) and illustrating how some international initiatives are already
implementing detection capability-building in practice (Chapter 7). The analysis
then highlights key challenges governments face in developing and enhancing these
capabilities (Chapter 8) before concluding with overarching considerations for
policymakers in donor countries for designing activities aimed at strengthening
detection capabilities across the globe (Chapter 9).

�& ;f�;�"2f�'0*-+�5 3f�&-6*!f��2 "
��-65f�6'*!',%f�"5 " 5'-,f��0��'*'5'"3
� 2 -33f5&"f�*-�"
Governments across the board—from small island developing states to members of
the Group of Seven (G7)23 —have expressed interest in detection, are actively
seeking to enhance their capabilities, or have already taken political steps at the
highest levels. Thus, developing and enhancing detection capabilities offers great
potential for international assistance measures.

For interested donor governments, building detection capabilities in other states
offers to address various differentiated objectives at once:
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all countries, having these capabilities is fundamental from a technical perspective,
as they also provide insight into what to defend against and support the fine-tuning
of their responses to emerging risks. For instance, South Africa called “posses[ing
the] technical capacities to monitor [information and communications technologies]
ICT networks for early detection of threats”24 a must and designated “limited
incident detection and response capabilities [... as] a cause for concern”25 (for other
examples of relevant statements see Annex I).

� � � ! � , as a side effect, international cooperation on building detection capabilities
also bears great potential for (( ;/2;/2*/4-�)*/4-�) 554I4I **++44))++among donor and partner
countries. This stems from exchanging experiences and leveraging synergies to
address common challenges pertaining to a shared threat landscape (see further,
Section 8.2).

� � �#� , decision-makers may be interested in implementing measures aimed at
building detection capabilities in other states by viewing this as a 9:8'9:8'::+-/+-/)�:)�: 555522to
contribute to their own and collective security amidst competing geopolitical
visions. As Pawlak put it: “donors increasingly view cyber capacity building projects
not only as means to address the needs and improve [the] security of their partners
but also as an investment in promotion of their own preferred vision of
cyberspace.”26 Detection capability-building appears to be a good use case since
donor countries are likely to be highly interested in enhancing detection capabilities
in selected states especially when both face the same threat actors in their networks.
For instance, the UK has been particularly outspoken in this regard, framing
detection as an enabler of the disruption and deterrence of adversaries27 and
expressing its “committ[ment] to building our collective resilience to detect, disrupt
and deter state and non-state threats around the world.”28 In a similar vein, the EU’s
2025 International Digital Strategy emphasizes that “strengthening cybersecurity
and cyber defence [of partner countries], including the capacity to detect, prepare
for and respon[d] to cybersecurity threats and incidents, [...] is a direct investment in
the EU’s own security.”29

� !&#%� , since situational awareness is the basis of any type of political response to
cyber operations,30 improved detection capabilities can 9;9;66665588:�4:�455:�5:�54242?�:?�:.. ++
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9696++)/I)/I )�:)�: .8.8+'+' :�':�' ):): 55889�59�58�9:8�9:'' ::+9+9. When this information is shared publicly or privately,
it can help hold states accountable through diplomatic processes for not following
the agreed dos and don’ts for responsible state behavior in cyberspace.31 Developing
more advanced detection capabilities also has the side effect of increasing the chance
of detection, which may influence other states’ cost–benefit calculus when deciding
whether to engage in behavior that contravenes norms.

�� $%�*, detection capabilities are a key enabler in implementing UN cyber
norms.32 Hence, enhancing detection capabilities also has the side effect of
'' )) ))++22++8'8'::/4-�'�6'8/4-�'�6'8 :4:4++8�)8�)55;; 44:8:8??BB9�'9�'(( /2//2/::?�:?�:5�)5�)5533 6622?�=/?�=/ ::.�#.�# ��)?(��)?( ++8�48�455883939 . Of the 11
UN cyber norms, nine are closely associated with detection capabilities (see also
Annex II).33
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By advancing detection capabilities, cyber diplomats can thus also ,,59:59:++8�-8�-88+'+' ::++88
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in turn, can make their implementation more tangible and contribute to building
further political support. At a systemic level, this can help move UN discussions
beyond the persistent debate over whether to prioritize the implementation of
existing norms or the development of new ones, as it can facilitate dialogue on
concrete steps governments can take to put the existing norms into effect.

The pop-out windows below explain how detection capabilities can support the
implementation of each of the nine identified norms:
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When discussing how to improve a country’s ability to detect adverse events and
incidents, it is important to first underscore the distinction between capabilities and
capacities. In the context of a CSIRT’s tasks, the Forum of Incident Response and
Security Teams (FIRST) defines these terms as follows:38
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Building on the definition of detection capabilities and the FIRST differentiation,
/4/4::++884'4' :://554'4' 2�*2�*+:+:++):): //554�)'4�)' 6'6' (( /2//2/::??��(( ;/2;/2*/4-*/4- involves helping partner countries or
international organizations strengthen their technology, people, and process
capabilities to monitor events and identify adverse cyber events and incidents. In
contrast, detection capacity-building would entail improving and scaling already
existing detection capabilities to, for example, cover more networks and
infrastructures simultaneously. Despite the predominant reliance on the term cyber
capacity-building (CCB),42 this paper therefore intentionally employs the term
detection capability-building.
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In simplified terms, a governmental detection capability involves two core
responsibilities that are carried out by different governmental entities within a
national jurisdiction:

This distinction between entities is important because these different actors not only
have distinct responsibilities but also different levers at their disposal when it comes
to carrying out these functions, which in turn shape the measures and activities that
can be implemented to develop or enhance their capabilities.

Donor governments can use these distinct responsibilities as potential fields of
action to make a tangible impact on the ground. They can further support
assessment efforts by first evaluating a country’s detection maturity. Such an
assessment can involve examining which specific measures outlined in the
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5566++8'8':://554'4' 2�+2�+44</8</8554343 ++44:: (akin, for example, to a ministry Chief Information Security
Officer (CISO)’s responsibility). This responsibility necessitates having visibility into a
government’s and public sector’s own systems paired with the ability to analyze this
data. As such, /4/4*/*/ </</** ;';' 2�62�6;; (( 2/2/)�9+)�9+):): 558�+8�+44:://:://+9+9, such as governmental CSIRTs/SOCs of
particular ministries, 44++++*�:*�: 5�65�6;; :�/4�6:�/4�622'' ))+�3+�3+'9;+'9; 88+9�=/+9�=/::./4�:./4�: .. +/8�5+/8�588-'4/@'-'4/@' :://554�:4�:55
33 554/4/::558�'48�'4*�'4'*�'4' 22?@+�:?@+�:.. +/8�5+/8�5=4�5=4�5 66++8'8':://554'4' 2�+2�+44</8</8554343 ++44::. Subject to the level of
financial investment and available in��house resources, these capabilities may be
outsourced, in whole or in part, to be implemented by commercial external third
parties, for example, through SOC-as-a-Service models (SOCaaS).
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'4'4 *�6*�68/8/<<'' ::+�/4,+�/4,8'9:88'9:8;; ):;):; 88+�5+�5,�'�),�'�) 55;; 44:8:8?? (akin to, for example, a national cybersecurity
agency). This responsibility requires a country to undertake steps aimed at fostering a
whole-of-nation approach to detection to enhance cross-entity coordination. In this
regard, a ))++44:8':8' 2/@+2/@+*�+*�+44:://::?�=/?�=/ ::.�'�4'.�'�4' :://554�4�=/=/ **+�3'4+�3'4 *'*' ::++, such as a national
cybersecurity authority (NCA) or national CSIRT, can 6622'' ?�'�,;?�'�,; 44*'3*'3 ++44::'' 2�82�85522+�/4+�/4
9:89:8++4-:4-: .. ++4/4-�'�4'4/4-�'�4' :://5544BB9�*9�*5533 +9:+9://)�'4)�'4 *�/4*�/4 ::++884'4' :://554'4' 2�*2�*+:+:++):): //554�+4�+))59?59?9:9:++3939 . This is
important because effectively detecting potentially adverse events across a nation is not
an isolated activity. Effective detection depends on engagement and collaboration
across a wide range of actors. Hence, a multi-stakeholder approach43 is essential, not
only because coordinated action strengthens the overall resilience of the ecosystem, but
also because much of the relevant data such as cyber threat intelligence (CTI) often lies
outside the direct reach of governments (e.g., with private entities such as ISPs).

BA �&"f'+0-2 5�, "f-$f02� 5' ',%f+6*5'S35�) "&-*!"2f --0"2�5'-,f',f5 &"f�2 "�f-$f5 &2"�5f!"5 " 5'-,f9�3f�*3-f6,!"23 -2 "!f� ;f3" 8"2�*

35�5"3f',f!'3 633'-,3f9'5 &',f5&"f+-35f2 " ",5f��f9 -2)',%f%2-60f!'3 633',%f ;�"23" 62'5;f+�55 "23^f5&"f��f�0",S",!"!f� -2)',%

�2 -60f-,f3" 62'5;f-$f�,!f',f5 &"f63"f-$f',$ -2+�5'-,f�,!f -++6,' �5'-,3f5 " &,-*-%'"3fO��f��� �P_f� -2f" :�+0*"^f5 &"f��f0-',5 "!f5 -

5&"f\� 5'8 "f2-*"fL -$f,-,S%- 8"2,+",5�*f35�) "&-*!"23Mf',f5 &2"�5f!"5 " 5'-,]fJ �62 -0"�,f�,'-,f� "02"3",5�5'8 "fO@>@APaf�5�5"+",5f�5

A2!f+""5',%^f�0",S",!"!f9 -2)',%f%2-60f-,f3" 62'5;f-$f�,!f',f5 &"f63"f-$f',$ -2+�5'-,f�,!f -++6,' �5'-,3f5 " &,-*-%'"3

@>@?W@>@CfTf�':5&f�6�35�,5'8 "f�"33'-, K^f��<�)&35�,f&'%&*'%&5"!f5 &"f�","$'5 3f-$f06�*' S02'8 �5"f0�2 5,"23&'03f',f$ � '*'5�5',%

"$$" 5'8 "f!"5 " 5'-,fJ ��<�)&f� "02"3",5�5'8 "fO@>@APaf�5�5"+",5f�5fD5 &f+""5',%^f�0",S",!"!f9 -2)',%f%2-60f-,f3" 62'5;f-$f�,!f',

5&"f63"f-$f',$ -2+�5'-,f�,!f -++6,' �5'-,3f5 " &,-*-%'"3f@>@?W@>@CfTf�':5&f�6�35�,5'8 "f�"33'-, K^f�&�,�f352 "33"!f5 &"f%2"�5

0-5",5'�*f$ -2f -**��-2�5'-,f9'5 &f35�) "&-*!"23f5 -f�!8 �, "f\ 655',%S"!%"f ;�"23" 62'5;f3-*65'-,3^f"30" '�**;f',f5 &"f�2 "�3f-$f5 &2"�5

!"5 " 5'-,fL___M]fJ�&�,�'�,f�"02 "3",5�5'8 "fO@>@CPaf�5�5"+",5f�5f@,!f+""5',%^f�0",S",!"!f9 -2)',%f%2-60f-,f3" 62'5;f-$f�,!f',f5 &"

63"f-$f',$ -2+�5'-,f�,!f -++6,' �5'-,3f5 " &,-*-%'"3f@>@?W@>@CfTf�",5 &f�6�35�,5'8 "f�"33'-, K^f�,!f3'+'*�2*;f	32�"*f,-5 "!f5 &�5

\", -62�%',%f2 "3"�2  &f','5'�5'8 "3f',f�-5 &f06�*' f�,!f02'8 �5"f3" 5 -23f �,f*"�!f5 -f�2 "�)5 &2-6%&3f',fL___Mf5&2"�5f!"5 " 5'-,]fJ 	32�"*'

� "02"3",5�5'8 "fO@>@BPaf�5�5"+",5f�5f�*-��*f� -6,!f� ��*"f-,f	��f�" 62'5;f��0� '5;f�6'*!',% K_

�'%,�*3f',f5 &"f�-'3" ?GfRfF?

https://webtv.un.org/en/asset/k1d/k1d58mcnl1?kalturaStartTime=2244
https://webtv.un.org/en/asset/k1d/k1d58mcnl1?kalturaStartTime=2244
https://webtv.un.org/en/asset/k1d/k1d58mcnl1?kalturaStartTime=2244
https://webtv.un.org/en/asset/k1c/k1cwebvq0v?kalturaStartTime=8198
https://webtv.un.org/en/asset/k1c/k1cwebvq0v?kalturaStartTime=8198
https://webtv.un.org/en/asset/k1n/k1nuiidprr?kalturaStartTime=5468
https://webtv.un.org/en/asset/k1n/k1nuiidprr?kalturaStartTime=5468
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Israel's_statement_Global_Round_Table_-_10.5.24.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Israel's_statement_Global_Round_Table_-_10.5.24.pdf


subsequent chapters are already in place and at what level of implementation. It also
permits identifying gaps in the current situation, such as missing policies, (legal)
frameworks, or organizational structures that are needed to ensure effective and
sustainable governance. Based on this understanding, funders and beneficiaries can
collectively define cyber-related development goals and design (an) appropriate
intervention logic(s)44 to guide targeted activities aimed at establishing or
strengthening detection capabilities.

Importantly, it should be noted that both developing and enhancing detection
capabilities is not a one-time effort. Since maintaining pace with threat actors (see
also Section 8.2) requires continuously advancing capabilities, there is never a
definitive “finish line.” This requires strategic long-term patience and continuous
investment in strategy, people, and tools—as this is also the case for already
well-resourced countries with mature cybersecurity capabilities.45
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To find and analyze possible compromises within their operational environment,
public sector entities need to put in place measures aimed at detecting adverse
behavior. An entity’s operational environment includes all assets, systems, services,
interfaces, and environments used for information processing, including on-premise
systems, networks, and cloud-based infrastructure.

Monitoring this environment includes collecting and analyzing endpoint and
network-level data for holistic visibility. This can cover information such as who logs
in at what time from where, what programs are opened, whether anyone tries to
change important system settings, and what happens among systems and how they
communicate within and beyond an entity’s operational environment.

The U.S. National Institute of Standards and Technology’s (NIST) Cybersecurity
Framework (CSF) includes detection as one of its six core functions.46 Specifically,
the CSF lists two task categories for carrying out the “detect function”:
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� Components of the “Detect Function” in the NIST CSF

As the NIST CSF does not consider the six functions in isolation—and since
detection can contribute significantly to the response, recovery, and protection
pillars as alluded to in the introduction—effective monitoring and analysis often
require and rest on preparatory groundwork. Much of this groundwork falls under
the NIST CSF’s “govern” and “identify” functions, which act as enablers for the
successful development and delivery of other functions.

Against this backdrop, the following sections outline selected measures47 that can
enable public sector entities to detect adverse events within their operational
environment from three angles:

The measures outlined are not exhaustive but can serve as a foundational baseline,
offering inspiration for potential efforts in partner countries, particularly where
public sector detection maturity remains at lower levels. They are not intended to be
prescriptive. Rather, each public sector entity must determine how best to ensure
continuous monitoring and analysis of adverse events within its operational
environment. This requires thoughtful consideration of key factors such as the
entity’s most critical assets, the tools that can be acquired, potential limitations in
this regard, available funding, and the internal talent and resources that can be
leveraged. Approaches will therefore naturally vary, and additional or different
measures may be necessary depending on factors such as existing capabilities, the
specific tactics, techniques and procedures (TTPs) of threat actors targeting the
entity or country, as well as emerging technological developments.
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(Section 5.2); and

2.
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3.
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To build effective detection capabilities, an entity should have several foundational
policies in place to support both their effectiveness and planned implementation.

�- 8"2,�, "

Most importantly, an entity should have a ))22+'8�*/9:8/+'8�*/9:8/(( ;; :://554�54�5,�8,�8+96+965549/49/(( /2//2/:://+9+9

throughout the entire process laying out who does what and when.48 For example,
this includes which functional areas of the entity and which persons are responsible
for operating and auditing relevant logging and analysis infrastructures, who
configures the log sources, and who uses detection-related infrastructures and for
what purpose to achieve well-defined interfaces between functional areas.49

Depending on the entity’s internal structure, these tasks may, for example, involve
functional areas such as IT security operations, IT administration, information
security management, auditing, and, where applicable, the entity’s user help desk.50

�-%%',%f0-*' ;

Putting in place a comprehensive logging policy is essential for effective monitoring
and, ultimately, for supporting incident response activities. Such policies lay the
foundation for subsequent steps and measures aimed at detecting potentially adverse
events within an entity’s IT environment. Given the large volume of log51 data
generated within their networks, entities must establish processes to manage and
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analyze this data effectively.

In developing a robust logging policy, an entity should consider the following:

E Determine the '' 66662/2/)')' (( 22+�2+�2+-'+-' 2�'42�'4*�)*�) 5544:8':8' ):;'):;' 2�6'8'32�6'8'3 +:+:++8899relevant to the entity’s
detection capabilities, as these may influence or stipulate what data can be collected,
how it is evaluated, or how long it may be retained;52

E Identify data sources that produce valuable information for detection purposes and
clearly define which 9595;; 88))+9+9are ::5�(5�( +�2+�25--5-- ++** where in the entity’s operational
environment;53

E Specify 88+:+:++44:://554�64�6++8/8/55*9�,*9�,558�28�25-95-9 that comply with any applicable legal and contractual
requirements, also taking into account the organization’s risk profile54 and ensuring
logs are deleted once the defined retention period has elapsed;55

E Designate the /4,/4,55883'3' :://554�:4�:5�(5�( +�8+�8++))5588**++*�(*�( ?�+'?�+')).�2.�25-5- , for example, accounting for “the
date and time of the event, the relevant user or process, the relevant filename, the event
description, and the information technology equipment involved;”56

E Indicate which +<+<++44:�2:�25--/4-�,5--/4-�, '' )/2/)/2/:://+9+9are being used and how logs are to be
:8'49,:8'49,++8888++*�:*�: 5�'�)5�'�) ++44:8':8' 2�22�25--/4-�/4,5--/4-�/4, 8'9:88'9:8;; ):;):; 88++(see further Section 5.2);57 and

E Consider “any 99.'8.'8 ++*�8*�8+96+965549/49/(( /2//2/:://+9�(+9�(+:+:== ++++4�9+4�9+88</</))+�6+�68855</</**++889�'49�'4*�:*�: .. ++
5588-'4/@'-'4/@' :://554�4�”58 For example, if the entity has outsourced parts of IT infrastructure, it
must ensure that the defined detection-related minimum baseline requirements are met
by the relevant service providers.59
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An entity should treat its logging policy as a living document, regularly reviewing its
implementation and updating it to reflect any significant changes in its IT
environment.60
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In addition to a logging policy, once it has been decided what is monitored and how,
it is equally important to develop guidance on triaging alerts during the analysis
stage,61 to establish thresholds for security-relevant events, and to put in place and
regularly test the channels and structures for reporting them.62 For example, an
entity may leverage tabletop exercises. In this regard the FIRST CSIRT Services
Framework notes: “Instructions for analyst triage, qualification, and correlation need
to be developed, for example in the form of playbooks and Standard Operating
Procedures (SOPs).”63
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In addition to planning and implementing measures aimed at detecting potentially
adverse events, entities should also evaluate the effectiveness of these measures and
incorporate lessons learned from their operation. A ))5544::/4/4;; 55;9�,;9�, ++++** ('(' ))1�21�2555566 from
triage and incident escalation (see Section 5.3)—which, among other things, links
detection-related findings to prevention controls and analyst tuning—can strengthen
an entity’s overall detection posture. This feedback informs refining detection logics
and processes, which can contribute to more valuable alerts over time. Ideally, this
can also help prevent incidents similar to those successfully detected in the past and
reduce false positives over time.64
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Because an entity’s detection capabilities rely on its overall cybersecurity posture
and thus the interplay with other functions of the CSF, there are various activities an
entity can undertake that enhance its overall cyber resilience while fostering an
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environment in which its detection efforts can succeed. Importantly, the insights
generated can also inform decisions on the technical tools, processes, and expertise
required to achieve comprehensive monitoring and analysis, as outlined in the
subsequent sections.

A few examples:

Maintaining a comprehensive and up-to-date /4/4<<++44::5588?�5?�5,�'4�+,�'4�+ 44:://::??BB9�'99+:99�'99+:965 can
aid an entity in developing policies on logging and detection by helping it
understand the extent of its monitoring coverage, which can support “eliminat[ing]
blind spots and gaps in coverage.”66

To determine where an entity should focus its detection efforts (e.g. which sources to
monitor first under resource constraints), it is also useful for an entity to prioritize
based on (at least) two factors: importance and risk. This requires ;; 44**++889:9:'4'4 */4-*/4-

.. 55=�)=�) 8/8/:://)')' 2�962�96++)/I)/I )�4)�4+:+:== 55881199��9?��9?9:9:++3939��'4��'4 *�/4,*�/4, 55883'3' :://554�'84�'8+�:+�:5�:5�:.. +�++�+44:://::??.67 It also
involves identifying and evaluating risks to the entity through a 8/98/91�'99+9931�'99+993++44::.68

For example, a risk assessment can help determine the extent of coverage needed
based on the entity’s required level of protection. A continuously updated ::.8.8+'+' ::

668855I2I2++that informs the risk assessment can further identify specific threats to enable
risk prioritization.

Complementary to measures aimed at monitoring at the technical level (see Section
5.2), raising ++33 662255??+++�'+�'== '8'8++44+99+99can have a positive impact on an entity’s detection
posture. Since employees are system and network users, they are often
well-positioned to notice unusual or suspicious behavior in their daily work.69 To
leverage this, entities should invest in continuous security awareness training to help
employees become more sensitized and vigilant to potential threats. Simultaneously,
to ensure that any employee observations contribute effectively to detection efforts,
it is important to have clear procedures in place for reporting such irregularities or
suspicions to appropriate internal channels.

DC � -2f" :�+0*"^ ��5'-,�*f	,35'565 "f-$f�5�,!�2 !3f�,!f� " &,-*-%;fO@>@BPaf�&"f�	��f�;�"23" 62'5;f� 2�+"9 -2)fO���Pf@_> �,! �	���

O@>?GPaf�	���f��	��f�"2 8' "3f� 2�+"9 -2)f� "23'-,f@_?_

DD 
' 2 -3-$5fJ,_!_K`f�&�5f'3f�f3" 62'5;f-0"2�5'-,3f ",5 "2fO���PI _

DE � -2f" :�+0*"^ 
	���fO@>@ BPaf�2- 9,f
"9 "*3f�,�*;3'3 �,! � _�_f�;�"23" 62'5;f�,!f	,$2�3526 562 "f�" 62'5;f�%", ;fJ,_!_K`f�" 62 "

�'%&f� �*6"f�33"5 3fO�� �3K_

DF � -2f" :�+0*"^ ��5'-,�*f	,35'565 "f-$f�5�,!�2 !3f�,!f� " &,-*-%;fO@>@BPaf�&"f�	��f�;�"23" 62'5;f� 2�+"9 -2)fO���Pf@_> �,! �65  &

��5'-,�*f�;�"2f�" 62'5;f�",52 "fO@>?EPaf�� 53&""5f�6'*!',%f�f���af35�2 5f3+�**_

DG � -2f" :�+0*"^f"+0*- ; ""f�9�2 ","33S2�'3',%f'3f -,3'!"2 "!f�fX+635 Yf',f5&"f*-%%',%f�,!f!"5 " 5'-,f+','+6+f��3"*',"f35�,!�2 !f-$

�"2+�, ; Y3f��	^ �6,!"3�+5f$72f�' &"2&"'5f',f!"2f	,$ -2+�5'-,35 " &,')fO@>@BPaf
',!"35 35�,!�2 !f!"3f��	f<62f�2 -5-) -**'"26,%f6,!

�"5 ")5'-,f8 -,f�;�"2�,%2'$$ ", _

�'%,�*3f',f5 &"f�-'3" @DfRfF?

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://www.first.org/standards/frameworks/csirts/csirt_services_framework_v2-1
https://www.first.org/standards/frameworks/csirts/csirt_services_framework_v2-1
https://www.microsoft.com/en-us/security/business/security-101/what-is-a-security-operations-center-soc
https://www.mitre.org/our-impact/intellectual-property/crown-jewels-analysis
https://www.cisa.gov/sites/default/files/publications/CISAInsights-Cyber-SecureHighValueAssets_S508C.pdf
https://www.cisa.gov/sites/default/files/publications/CISAInsights-Cyber-SecureHighValueAssets_S508C.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://english.ncsc.nl/get-to-work/publications/factsheets/2019/juni/01/factsheet-building-a-soc-start-small
https://english.ncsc.nl/get-to-work/publications/factsheets/2019/juni/01/factsheet-building-a-soc-start-small
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Mindeststandards/MST_BSI_PD_Version_2_1.pdf
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Mindeststandards/MST_BSI_PD_Version_2_1.pdf



-,'5 -2',%

SummarSummaryy


-,'5 -2',%f2"16'2 "3f �0562',%f�,!f�%%2 "%�5',%f�**f2"*" 8�,5f� 5'8'5;f� 2 -33f�f06�*' 
3" 5 -2f",5'5; Y3f-0"2�5'-,�*f", 8'2-,+",5_f�&'3^f',5 "2f�*'�^f', 8-*8"3 configuring IT systconfiguring IT systemsems
and applicationsand applications 5-f*-%f3" 62'5;S2 "*" 8�,5f" 8",5 3f�,!f636�**;f," "33'5�5 "3 implementingimplementing
additional tadditional toolsools^f36 &f�3f���f-2f',5263'-,f!"5 " 5'-,f3;35 "+3fO	��P^f5 -f� &'" 8"f$6**
 - 8"2�%"_f�,5'5'"3f3&-6*!f -,3'!"2f63',%f� centrcentralizalized data management systed data management systemem^f36 &
�3f�f!�5�f*�) "f-2f�f�" 62'5;f	,$ -2+�5'-,f�,!f�8 ",5f
�,�%"+",5fO�	�
Pf3;35 "+^f5 -
 -**" 5f�,!f�%%2 "%�5"f5&'3f',$-2+�5'-,^f",��*',%f5 --*3f�,!f&6+�,f�,�*;35 3f5-
36�3"16",5 *;f3;35 "+�5' �**;f8'"9 ^f$'*5"2^f�,!f�,�*;< "f" 8",5 3f� 2 -33f5&"f",5'2 "
", 8'2-,+",5_

After outlining a general logging policy, an entity’s focus should shift to the actual
collection of logs and their subsequent management. The term log management
refers to the “process for generating, transmitting, storing, analyzing, and disposing
of log data.”70 Log collection refers to the process of automatically transferring
events to be logged to a central logging infrastructure and storing them there.71 The
analysis of log data will be addressed separately in Section 5.3.
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In the log collection stage, an entity should ensure that all data sources identified
during the logging policy stage are covered, providing full visibility into these
sources.72 The type of log source determines both what kind of data an entity can
collect for monitoring and how that data can be collected.

To collect this information, an entity should ))554I4I -;-; 88+��+��"�9?"�9?9:9:++39�'439�'4 *�'*�' 66662/2/)')' :://554949

within its operational environment to log all security-relevant events73 with regular
reviews to ensure that logging is functioning as intended. An entity should also
consider /4/4::+-+-8'8'::/4-�'/4-�' ** */*/ :://554'4' 2�:2�:55552929to guarantee the logging of general and
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security-relevant logs from the network perspective and achieve the intended level
of coverage as specified in an entity’s logging policy.

To gather the relevant telemetry, an entity has various tools at its disposal, including
Domain Name System (DNS) logging tools,74 tools for collecting network flow data
(NetFlow tools),75 malware and vulnerability scanners, antivirus software, intrusion
detection systems (IDS),76 endpoint monitoring systems such as EDR77 solutions,
or cloud detection tooling such as cloud security posture management (CSPM).78

Some of these tools also have built-in analytical capabilities that automatically
trigger alerts for further analysis (which will be further discussed in Section 5.3).

�-%f+�,�%"+",5

Once processes and technical measures have been implemented to collect logs across
an entity’s infrastructure, it is essential to ensure their proper management. This
requires a ))++44:8':8' 2/@+2/@+*�2*�25-�3'4'-5-�3'4'- ++33 ++44:�/4,:�/4, 8'9:88'9:8;; ):;):; 88++to which the designated
systems and implemented tools can automatically feed their log data.79 The central
goal at this stage is 225-�'--5-�'-- 88+-'+-' :://5544 to enable effective log analysis in a subsequent
step. Maintaining a centralized log repository is essential, as only such a repository
allows analysts to view, filter, and systematically analyze log data.80 This is
especially important, since indications of malicious activity are “rarely [...] isolated
events on a single system component or system.”81
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There are various tools differing in scope and sophistication available to enable
centralized log aggregation and management.82 The predominant tool used is a
!! ++));; 8/8/::?��?��4,4,55883'3' :://554�'44�'4 *��*�� <<++44:��:�� '4'-'4'- ++33 ++44:��:�� !! �� �� �� ��9?��9?9:9:++33 ,83 which integrates
log collection as one component of a more comprehensive solution for security
monitoring and analysis.84 Logs should be forwarded to the entity’s centralized
logging infrastructure in near real time to enable the timely detection of suspicious
activity and reduce response latency.85

In initiating and maintaining a centralized logging infrastructure, an entity should
consider various factors:

E !/@/4-�:!/@/4-�:.. +�/4,+�/4,8'9:88'9:8;; ):;):; 88++in such a way that the logged events could be retained for
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Ideally, the infrastructure should be operated in a physically segmented network
zone with enhanced security controls given its high attractiveness to threat actors
and potential to become a “single point of failure in an organization’s detection
capability.”92 However, it should be noted that this element is less feasible for
entities that have outsourced (parts of) their incident management. For example, in
managed service contexts or cloud computing environments such physical
segmentation no longer exists in the same form. Where segmentation is not (or not
yet) feasible, other options such as cloud-based log aggregation can serve as interim
solutions.

Moreover, given the variation in log structure, an entity should also determine
whether ++48/48/))./4-�5./4-�5 8�48�455883'3' 2/@/4-�22/@/4-�25-�*'5-�*' ::'' is required to enable their subsequent
analysis as this can enhance consistency and improve correlation.93
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Following the collection and aggregation of log data, it is even more important to
implement measures aimed at their analysis, defined as the “study[... of] log entries
to identify events of interest or suppress log entries for insignificant events.”94

Whereas monitoring aims to identify anomalies in the first place, analysis focuses on
interpreting and making sense of the detected irregularities.
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It is essential for entities to incorporate '' ;; ::553'3' ::++*�'4'*�'4' 22??9/9�:9/9�:55552929that continuously
evaluate the collected data. The tools that an entity can use for that purpose vary in
sophistication as they have the ability to “apply a range of methods, from simple
logic or pattern-matching rules to the application of statistical models or machine
learning.”95 When selecting tools, entities should consider both the requirements for
using AI-powered software and the potential security implications of open-source
tools. Careful tool selection, proper integration into an entity’s detection posture,
and knowledge of potential risks are essential in this respect. In cases where an
automatic qualification of alerts is not possible, an entity must account for their
manual analysis.96

Once logs have been aggregated in a centralized logging infrastructure,
organizations should facilitate their analysis in a resource-efficient and -preserving
manner. Given the vast volume of log data generated, manual analysis should not be
the default option and should be reserved for selected, already prioritized alerts. To
this end, the Australian Cyber Security Centre (ACSC) and some of its international
counterparts recommend that entities “consider filtering [and selecting] event logs
before sending them to a SIEM or [Extended Detection and Response] XDR97 to
ensure [the tool] is receiving the most valuable logs to minimise any additional costs
or capacity issues.”98

Tools like SIEM or XDR can then automatically ))5533 6'86'8+�9?+�9?9:9:++3�'43�'4 *�4*�4+:+:== 55881�*'1�*' ::''

'-'/49:�'�<'-'/49:�'�< '8/'8/+:+:?�5?�5,�3,�3 +:8/+:8/)9�:)9�:5�*5�*+:+:++):�'4):�'4 553'3' 2/2/+9+9and potential threats. These metrics
can be sourced externally (e.g. through “rulesets provided by the vendor [... which]
should be updated regularly”99 ) or developed and maintained internally and
tailored to a specific entity profile, provided the log analysis tool supports such as
individualized configuration. 100

The overarching goal at this stage is to have these automated tools -- ++44++8'8'::+�'+�'22++88:9�,:9�,5588
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6655::++44::/'/' 2222?�'?�' **<<++889+�+<9+�+<++44:9:9, such as when specific activities are detected to exceed
particular predefined thresholds. These events are then collated, reviewed, and
validated by human analysts. Those that exceed a predetermined severity threshold
are escalated to incidents, which then trigger a response.

Measures that can guide both the tools’ and human experts’ analytical direction
include the following, which will be discussed in greater detail in subsequent
subsections:

The analysis of adverse events can further benefit from an entity maintaining a risk
assessment and threat profile, which help contextualize observed irregularities and
assess event severity. Furthermore, an updated asset inventory can provide
indications of the potential scope and degree of exposure.

�� "" ��/4��/4::+-+-8'8':://5544

To collect CTI, entity personnel can draw upon “open discussion forums, trusted
relationships, paid-for contracts with threat intelligence companies or [internal]
generat[ion],” 101 which can shed light, for example, on known /4/4*/*/ )')' ::55889�59�5,,

))5533 6688553/9+3/9+ (IoCs), specific malware types, or new "" "" �� 99. 102 This step also involves
continuously monitoring information on technical vulnerabilities and intrusion
patterns related to the systems used by the entity, as well as determining their
relevance for the entity’s operational environment. Information sources include
system manufacturers or national cybersecurity authorities (NCAs). 103 The UK
NCSC recommends accounting for the possibility of automatic ingestion of CTI
feeds in an entity’s analytical detection infrastructure, which could be a SIEM. 104 If
an entity maintains a threat profile, this can facilitate prioritizing the ingestion of
CTI specific to the identified threats.

�'9+�'9+ 2/42/4++

A baseline comparison of what normal benign activity looks like within an

E The collection and integration of �� "" �� and other contextual information;

E The establishment and maintenance of a ('9+('9+ 2/42/4+�5+�5,�',�' )) ))+6+6::'' (( 22+�4+�455883'3' 2�'2�'):): //</</::??; and

E The development and upkeep of **+:+:++):): //554�24�25-/5-/ )) or )) ;9:;9: 553�*3�* +:+:++):): //554�;9+�)'9+94�;9+�)'9+9.
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organization’s operational environment can support identifying and qualifying
legitimate versus illegitimate signs of activity. 105 To develop and maintain such a
baseline that helps with analyzing deviations (i.e., abnormalities) from the baseline,
it is important that an entity has a “good ;; 44**++889:9:'4'4 */4-�5*/4-�5 ,�4,�455883'3' 2�9?2�9?9:9:++3�(3�( ++.'.' </</55;; 88

(e.g. what software is authorised and how it would normally behave, how user
accounts normally access network resources or how network components connect to
each other and transfer data).” 106 This also includes recognizing regular patterns and
dependencies, such as day/night or weekend traffic, scheduled maintenance, and
holiday periods. 107 An entity should ensure that it regularly assesses whether its
baseline understanding requires recalibration and updates, such as when there are
changes to the system or network perimeter or based on “current threat
intelligence.” 108
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Depending on an entity’s individual risk profile, it should be taken into
consideration that, when using commercial tools, “detection is biased towards
techniques that benefit the widest range of customers.” 109 As a result, global
vendors’ detection tools may be unable to reflect regional/local threat landscapes or
sector-specific risks. To address this potential bias, public sector entities should
consider whether they need to supplement commercial tools with ))5544::++>>::��9696++)/I)/I ))

::.8.8+'+' :�/4:�/4::++222/2/-- ++44))+�5+�58�*8�*+:+:++):): //554�84�8;; 22+9�:+9�:'/2'/25588++*�:*�: 5�:5�:.. +/8�2+/8�255)')' 2�:2�:.8.8+'+' :�2:�2'4'4 *9)'*9)' 66++. If an
entity has an elevated risk profile or specific monitoring coverage requirements (e.g.,
through proprietary systems), it may also need to develop )) ;9:;9: 5533 **+:+:++):): //554�;9+4�;9+

)'9+9)'9+9110 and techniques. 111 Doing so comes with various prerequisites in terms of
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resources, such as the configurability of tools and the availability of highly skilled
personnel to develop and maintain detection rules. 112
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Once there is an indication of a potential incident based on the collected logs and
initial (automated) analysis, an entity must */9:*/9:/4-;/9/4-;/9 .�(.�( +:+:== ++++4�'�84�'�8+'+'2�/4,2�/4,55883'3' :://5544

9+9+));; 8/8/::?�/4?�/4)/)/ **++44:�'4:�'4 *�'�,*�'�, '' 29+�'29+�'22'8'833 . This process involves “identify[ing] events
directly related to other potential or ongoing security incidents” by “grouping [...]
related potential information security incidents for combined qualification or
updating to an existing information security incident already handled” (correlation)
and “triag[ing] and qualify[ing] detected potential information security incidents in
order to identify, categorize, and prioritize true positives.” 113

If an entity maintains an in-house analytical capability, the triage of alerts and, if
needed, their manual qualification requires highly specialized personnel. 114

Therefore, an entity should ensure that adequate budget is reserved for their
continuous training, such as when new IT components are introduced into the
entity’s perimeter that could affect its overall detection posture. 115 To reduce “alert
fatigue,” 116 organizations should consider implementing at least some form of
automated triage, 117 enabling human analysts to concentrate on the most critical
detected events in alignment with the organization’s overall risk profile. Where
automation is not yet feasible, basic manual triage guided by structured playbooks
can still improve distinguishing true security threats from irrelevant or false alerts.
Given the vast volume of log data that must be analyzed to make such decisions, the
evolving development of AI-based tools offers considerable potential to assist
entities in investigating alerts and providing guidance for determining whether they
represent false alarms or true positives.
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NCAs play a central role in building and advancing national and international
detection ecosystems due to their mandate to oversee national cyber resilience and
convene stakeholders across sectors. In the context of this paper, an NCA’s
institutional setup is treated as a black box, acknowledging that its structure,
mandate, and resource level can vary significantly across countries depending on
local circumstances. For the purpose of this discussion, it is simply assumed to hold
a central coordinating role within a country’s cybersecurity ecosystem. For example,
an NCA may take the form of a national cybersecurity agency or a national CERT/
CSIRT in states with the requisite capacity. 122

NCAs can promote the development and adoption of detection tools and processes,
support capacity building across public and private actors, and foster (platforms for)
trusted information sharing and interoperability—all of which contribute to
enhancing whole-of-nation situational awareness and preventing fragmentation. In
practice, this requires an NCA to collaborate with multiple layers of target
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audiences, both nationally and internationally:

To achieve this, NCAs can leverage a range of tools and instruments to establish and
nurture the interactions necessary for a robust detection ecosystem. The roles they
undertake—and the extent to which they are exercised in practice—can vary
significantly in nature, scope, and required capacity. For example, depending on the
country in question, some functions undertaken by NCAs, like maintaining central
threat intelligence-sharing platforms, may require substantial new investment in
financial and human resources, while other functions can be performed as an
expansion of existing functions. Others may arise from legal obligations, as is the
case, for example, for EU Member States under the NIS 2 Directive, whereas some
functions may be adopted voluntarily in pursuit of broader strategic or political
objectives. In a similar vein, certain tasks may require a specific legal basis, as
outlined in frameworks like the 2015 U.S. Cybersecurity Information Sharing
Act. 124

To illustrate the diversity of potential contributions by NCAs in furthering
(inter)national detection ecosystem(s), this chapter outlines three activity areas:
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as various government departments, entities administering unemployment benefits,
law enforcement agencies, central banks, or municipalities and cities;
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� Interactions with 44554�4�-- 55<<++884343 ++44::'' 2�'2�'):): 55889�'9�':�::�: .. +�*+�*5533 +9:+9://)�2)�2+<+<++22, such as
privately owned critical infrastructure operators, ISPs, the cybersecurity community or
academia; and

E �� '' ??++8���8��� Collaboration with 55::.. ++8�9:8�9:'' ::+9�'4+9�'4*�/4*�/4 ::++884'4' :://554'4' 2222?�5?�566++8'8'::/4-�9:/4-�9: '' 11++.. 5522**++8899,
such as national cybersecurity entities in other states, multinational companies,
regional or multilateral fora like CSIRT networks, or international non-governmental
organizations such as FIRST and the Shadowserver Foundation. 123
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In the following sections, each activity area will be explored via concrete examples
of what could be done—and not necessarily what every NCA should be
doing—highlighting this broader ecosystem in action. �� 4��4�� �� �� BB9�'9�'(( /2//2/::?�:?�:5�,;5�,; 2I22I222
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enablers.
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In many jurisdictions, NCAs are directly responsible for protecting government
systems and other public sector networks from malicious cyber activities. In the EU,
the NIS 2 Directive also stipulates that the tasks of national CSIRTs comprise the
“monitoring and analysing [of] cyber threats, vulnerabilities and incidents at
national level” (Art. 11(3), point (a)). 125 Often, this protective mandate also involves
carrying out detection-related analytical tasks for entities within an organization’s
protective remit and other public sector bodies. For example, this may include the
monitoring network traffic of entities, collecting information on anomalous activity,
or offering “detection-as-a-service” (DaaS), through which public sector entities can
send their logging data to the NCA for analysis.

Three examples of programs implemented by existing NCAs are as follows:
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Given their importance to national cybersecurity, many NCAs also offer services to
critical infrastructure or other domestic entities of essential importance within their
jurisdiction. Providing support to them will often fall within an NCA’s mandate to
protect the nation against sophisticated cyber threats. 142 Depending on the
institutional set up of a CI in a given country, these operators may be public (Layer 1)
or private entities (Layer 2).

The services offered by an NCA to essential entities are typically offered free of
charge on a voluntary basis or upon request. The scope and extent of these
responsibilities usually depend on the type of actor and its criticality to functions of
essential importance for the state. The support provided by an NCA is particularly
important, as detection-related services are resource-intensive and therefore often
limited in availability, which can lead to gaps in entities’ detection posture.

Assistance by NCAs may include operating sensor networks to detect breaches
across critical infrastructure sectors, actively searching for anomalies within
networks and notifying entities when issues are identified, or helping them establish
real-time monitoring capabilities. Oftentimes, the degree of NCA support possible
will depend on the level of visibility granted by each entity into its operational
environment.

Within the EU, the NIS 2 Directive provides for a national CSIRT’s ability to “carry
out proactive non-intrusive scanning of publicly accessible network and information
systems of essential and important entities [...] to detect vulnerable or insecurely
configured network and information systems and inform the entities concerned”
(Art. 11(3)), thereby adding the carrying out of port scans 143 to the portfolio of
CSIRT tasks.

Three examples of tasks undertaken by existing NCAs are presented in the
following:
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NorNorwaway: Opery: Operation of a national sensor netwation of a national sensor network – Laork – Layyers 1 and 2 (ers 1 and 2 (depending ondepending on
public/privpublic/privatate sete set-up of CI)-up of CI)
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GermanGermany: Seary: Searching fching for anomalies in critical infror anomalies in critical infrastructurastructure – Lae – Layyers 1 and 2ers 1 and 2
((depending on public/privdepending on public/privatate sete set-up of CI)-up of CI)
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Activities in this area involve handling sensitive information, such as logs that could
be relevant to states’ intelligence efforts. As a result, NCAs directly supporting other
states, for example in monitoring and analyzing their public sector networks (Layer
3) by sending personnel to another country to observe and detect malicious cyber
activity, are less feasible at scale and require very close collaboration among the
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countries involved. Nonetheless, there have been efforts that fall under this category,
notably the “hunt forward” operations (HFOs) conducted by the United States (for
more information, see Chapter 7). Despite these rare cases, an NCA’s collaboration
with other states is generally more viable at a higher level, focusing on sharing
information and guidance that support detection rather than direct involvement in
detection-related monitoring and analytical tasks, as the next activity area will
address.

	,$-2+�5'-,f�&�2',%f�,!f�0"2�5'-,�*f�!8' "

NCAs play an important role as reliable information providers and advisors by
outlining, for example, currently observed malicious behavior or emerging trends
and providing detection-related guidance. Like the first activity area, the main target
audience of the activity area information sharing and operational advice is domestic
stakeholders (Layer 1 and 2), but the reach of these activities may also extend to
international actors (Layer 3), especially when information and advice are provided
publicly.

The role of an NCA as an information steward and advisor in a detection context
may include the following activities, which are further elaborated below:
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The most publicly recognized activity that an NCA may undertake as an information
provider is the issuance of alerts, advisories, and reports, which often share ��55�9�9 and
"" "" �� 99. 148 This and other information shared by an NCA is essential, as it can
contribute to reducing the time needed to detect specific threats, especially for
organizations without in-house threat research teams. This information can be
incorporated by the recipients into their own analytical efforts, for example,
enabling them to compare it against collected logs to identify potential threats.

Sharing IoCs, TTPs, detection methods, vulnerability data and contextual intelligence
(Section 6.2.1);

1.

Facilitating (in)formal information-sharing arrangements and maintaining information
services (Section 6.2.2);

2.

Participating in (in)formal information-sharing arrangements (Section 6.2.3); and3.

Issuing recommendations, guidelines, and standards (Section 6.2.4).4.
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NCAs can and have in the past also used alerts, advisories, and other formats such as
GitHub repositories to provide or verify specific **+:+:++):): //554�84�8;; 22+9+9. By turning threat
intelligence into something actionable, NCAs can thereby provide operational
advice for pathways for detecting specific malicious activities.

A few selected examples, among many more in practice, include the following:
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11, 2, and 3, 2, and 3
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UnitUnited Stated States/Unites/United Ked Kingdom: Aingdom: Advisories and Rdvisories and Reporeportts – Las – Layyers 1ers 1, 2, and 3, 2, and 3
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Belgium: WBelgium: Warning on Log4j vulnerarning on Log4j vulnerability – Laability – Layyers 1ers 1, 2, and 3, 2, and 3
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Japan: GJapan: GititHub rHub repositepositorory of Yy of YARA rules – LaARA rules – Layyers 1ers 1, 2, and 3, 2, and 3
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The issuance of alerts and advisories also offers considerable potential for
international collaboration, as demonstrated by the growing number of jointly
published alerts and advisories. This also extends to collaboration with private
sector entities or references to industry detection advice. 158 In the past, alerts and
advisories increasingly included official public political attributions of threat
activities to a particular state or APT group, underscoring the political implications
of their threat assessment. 159

In addition to specifying IoCs, TTPs, and detection rules, NCAs also play a
significant role when it comes to circulating <;<; 2424++8'8'(( /2//2/::?�*'?�*' ::'�'4'�'4 *�)*�) 5544::++>>:;':;' 22

/4/4::++222/2/-- ++44))++among various stakeholder groups. 160

Two examples from the United States are as follows:

UnitUnited Stated States: ‘Vulnrichmentes: ‘Vulnrichment’ initiativ’ initiative & Catalogue of knoe & Catalogue of known ewn exploitxploiteded
vulnervulnerabilities – Laabilities – Layyers 1ers 1, 2, and 3, 2, and 3
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When sharing IoCs, TTPs, detection methods, vulnerability data, or contextual
intelligence, NCAs should always have their constituencies in mind and, if necessary,
tailor information for actionability across differing technical maturity levels to make
it easier to process. 163 In sharing such detection-related information and providing
operational advice, NCAs should consider integrating widely recognized taxonomies
and frameworks so that their substantive input is comprehensible and easily
shareable across jurisdictions and entities. 164
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Information shared by NCAs may be public or restricted. Often, specific
arrangements, such as the Traffic Light Protocol (TLP), can be used to maintain
designated confidentiality levels across stakeholder groups. In addition, the impact
and effectiveness of information-sharing arrangements often hinges on the
submission and provision of information in standardized formats to ensure
interoperability (see also, for example, footnote 164).

Depending on the type of information shared and target group envisioned,
recipients may range from other public sector bodies to NCAs or companies in other
countries that may rely on the shared information. The NIS 2 Directive also
mandates European national CSIRTs to “provid[e] early warnings, alerts,
announcements and dissemination of information to essential and important
entities concerned as well as to the competent authorities and other relevant
stakeholders on cyber threats, vulnerabilities and incidents, if possible in near
real-time” (Art. 11(3), point (b)). 165

Against this backdrop, NCAs can play a crucial role in facilitating 166 the exchange
of relevant information between various entities, especially at the domestic level.
This is important for advancing detection ecosystems, since sharing information and
operational advice (e.g. IoCs and other data discussed earlier) often relies on these
arrangements being in place. These arrangements not only define how information
is and can be shared but oftentimes also address other issues, such as exempting the
sharing entity from potential liability claims. 167 The information received can also
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support other detection-related functions of the NCA by helping to assess whether
observed malicious behavior affects government or critical infrastructure networks
and inform the issuance of (public) alerts. 168

Broadly, there are two types of information-sharing arrangements that an NCA can
facilitate:

These arrangements often function as closed, members-only networks focused on
particular constituencies such as within a single country (Layers 1 and 2) or across
multiple jurisdictions (Layer 3). From the perspective of the NCA, their
maintenance often requires significant resources, as such arrangements call for
structures that enable—and if necessary, oversee—information exchanges.

As a side effect, arrangements of the first kind can also contribute to strengthening
community-building. Their function in establishing and maintaining trusted
relationships is crucial, as only then are participants willing to share in-depth
information. Without trusted relationships, there may be reluctance to do so, even
when sharing would be technically possible. In this regard, an NCA should pay due
regard to the size of the group included, as this has implications for the level of trust
possible and realistic. 169
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existing NCAs maintain the following networks and platforms with entities ranging
from domestic public sector entities (Layer 1) to national CSIRTs of other countries
(Layer 3):

The NetThe Netherlands: National Detherlands: National Detection Netwection Network (NDN) – Laork (NDN) – Layyers 1 and 2ers 1 and 2
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shares information and members can also share with selected stakeholders, and
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NCA providing specific information to particular member entities.
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Spain: National NetwSpain: National Network of SOCs (Rork of SOCs (Red Nacional de SOC, RNS) – Laed Nacional de SOC, RNS) – Layyers 1ers 1, 2, and 3, 2, and 3
(f(focus on 1 and 2)ocus on 1 and 2)
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	,f@>>Ê f5&"f
�0�,"3"f
����� R��f*�6, &"!f�����
�^f9&' &f'5f-0"2�5 "!f6,5'*f5 &"

02-(" 5f9�3f\5 "+0-2�2'*;f3630",!"!]f',f�"05 "+�"2f@>@B_183 �����
�f\',35�**L "!M

+-,'5 -2',%f3",3-23f',f5 &"f,�5'-,�*f��	�� 3f-$f5&"f�3'�f�� '$' f2 "%'-,]f5 &�5

\%�5&"2L"!Mf�,!f8'36�*'<L "!Mf+�*' '-63f	,5 "2,"5f� 5'8'5'"3f!"5 " 5 "!f� ;f"� &f3",3-2 ^

3&�2',%f5&'3f',$-2+�5'-,f�+-,%f�**f+"+�"23_ ] 184 �&"f02 -(" 5f�*3-f�'+"!f5 -f",&�, "

 --0"2�5'-,f�"59 "",f��	�� 3f',f5 &"f�3'�S�� '$' f2 "%'-,f6,!"2f5 &"f$2�+"9 -2)f-$

������ _

AustrAustralia: Palia: Pacific Cacific Cyber Security Operyber Security Operational Netwational Network (Pork (PaCSON) – LaaCSON) – Layyer 3er 3
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maintain dedicated information portals or services:
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In addition to facilitating information-sharing arrangements predominantly at the
national level (Layers 1 and 2), NCAs often engage in cooperation at the
international level (Layer 3). While such cooperation can take place on an ad hoc
basis (e.g., when a country detects malicious activity in networks located within the
jurisdiction of other countries or behavior suggesting that others may also have been
affected), there are also more formalized and regular information-sharing
arrangements at the 1) international, regional, and subregional levels or 2) bilateral
levels. Examples of the former include participation in the following:

Examples of the latter include 2) (( /2/2'' ::++8'8'2�'-2�'- 88++++33 ++44:9:9aimed at leveraging synergies
in detecting malicious activities through enhanced information sharing, such as the
UK–Republic of Korea Strategic Cyber Partnership 195 or the Canada–Ukraine
Agreement on Security Cooperation. 196 However, given the high thresholds for
sharing sensitive threat intelligence, it should be noted that there is no public
indication as to whether any concrete steps were taken to advance these
commitments in practice beyond mere political declarations of intent.

E 1a) ��44::++884'4' :://554'4' 2�42�4+:+:== 55881199such as FIRST, 193 or

E 1b)   +-/+-/554'4' 2�62�622'' :,:,55883939 such as the African Forum of Computer Emergency Response
Teams (AfricaCERT), the Asia Pacific Computer Emergency Response Team
(APCERT), the ASEAN Regional Computer Emergency Response Team, the
CSIRTAmericas Network, the EU’s CSIRTs Network, the Organisation of The Islamic
Cooperation Computer Emergency Response Teams (OIC-CERT), the Pacific Cyber
Security Operational Network (PaCSON), or TF-CSIRT. 194
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NCAs are also exceptionally well-positioned to take on an advisory role that can
support entities in establishing, enhancing, and standardizing their detection
capabilities, for example, by sharing knowledge and identifying key areas to
prioritize. Closely related, such efforts may also clarify specific requirements that
certain entities may be obliged to follow by providing comprehensive frameworks to
facilitate compliance. Such documents can, for example, provide recommendations
on implementing specific tools to detect cybersecurity threats, offer guidance on
prioritization in resource-limited environments, or define specific baseline
requirements.

In addition to the possibility of providing dedicated guidance documents, NCAs can
and have incorporated detection-related recommendations into their alerts and
advisories. 197 Such inclusion can maximize the utility of advisories and contribute
to their sustained relevance. Similar to alerts and advisories, issuing
recommendations, guidelines, and standards offers great potential for international
collaboration among NCAs. In doing so, NCAs can leverage synergies and expand
the expertise available and their insights into relevant best practices.

Examples illustrating how NCAs have performed these functions—unilaterally or
through international collaboration—include the following:

AustrAustralia, Canada, Czalia, Canada, Czechia, Japan, Neechia, Japan, New Zealand, Singaporw Zealand, Singapore, Soute, South Kh Kororea, Unitea, Uniteded
KKingdom, Unitingdom, United Stated States: Guidance on SIEM (and SOes: Guidance on SIEM (and SOAR) implementation – LaAR) implementation – Layyers 1ers 1,,
2, and 32, and 3
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NCAs also play an important role in providing operational, financial, and
nonmaterial assistance, particularly among domestic nonpublic sector actors (Layer
2). This may include the following activities, which are further elaborated below:

E Developing and maintaining open source tools (Section 6.3.1);

E Providing funding (Section 6.3.2); and

E Collaborating with non-governmental stakeholders on research (Section 6.3.3).
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NCAs can leverage their expertise by developing and maintaining open-source tools
that can serve as force multipliers by facilitating adoption in resource-limited
contexts and reducing cost barriers.204 These tools can be freely downloaded and
used by entities to support their detection efforts, thereby contributing to the
overall cybersecurity posture both domestically (Layers 1 and 2) and internationally
(Layer 3). The functions are tool-specific but can, for example, facilitate log
management and malware analysis.

Three examples of countries providing detection-relevant tooling are as follows:

UnitUnited Stated States: Logging Made Easy & Malcolm – Laes: Logging Made Easy & Malcolm – Layyers 1ers 1, 2, and 3, 2, and 3

�', "f@>@A ^f�	��f&�3f02 - 8'!"!f�,!f+�',5�',"!f5 &"f\�-%%',%f
�!"f��3; ]fO�
�Pf5 --*

O�
�f@_ >f3', "f�- 8"+�"2f@>@BPf-,f�,f-0",S3-62  "f��3'3_ 205 �&"f5 --*f-$$ "23f�

 ",52�*'< "!f*-%f+�,�%"+",5f3-*65'-,f9'5 &f�65-+�5' f�*"2 5f -+0-,",5 3^f",&�, ',%

",5'5'"3Yf8'3'�'*'5;f�,!f",��*',%f�, ;f0-5 ",5'�*f$62 5&"2f�,�*;3'3_f�
�f �,f�"

!- 9,*-�!"!f� ;f�, ;f",5'5;f�65f'3f0�2 5' 6*�2*;f�'+"!f�5f3+�**f�,!f+"!'6+S3'< "!

-2%�,'<�5'-,3^f0�2 5' 6*�2*;f5&-3"f9'5 &-65f�	�
_f�&"3"f",5'5'"3f �,f!- 9,*-�!f�
�

$-2f$2""f�,!f26,f'5f*- �**;f9'5 &',f5&"'2f	�f0"2'+"5 "2_206 �5 &"2f" :�+0*"3f�2 "f5&"

-0",S3-62  "f,"59 -2)f52�$$' f�,�*;3'3f5 --*f
�* -*+^ 207 �*3-fJ  - K!" 8"*-0"!f� ;f�	��

J$'235f*�6, &"!f',f@>?GP_

Canada: ACanada: Assemblyline – Lassemblyline – Layyers 1ers 1, 2, and 3, 2, and 3
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Japan: LogonJapan: LogonTTrracer and Yacer and YAMA – LaAMA – Layyers 1ers 1, 2, and 3, 2, and 3
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https://cert.europa.eu/blog/sigma-unleashed-a-realistic-implementation
https://www.cisa.gov/sites/default/files/2025-01/CSSO-LME-FAQ-LME%20Updated%20FAQ%202025.pdf
https://www.cisa.gov/sites/default/files/2025-01/CSSO-LME-FAQ-LME%20Updated%20FAQ%202025.pdf
https://github.com/cisagov/LME
https://www.cisa.gov/resources-tools/services/logging-made-easy
https://www.cisa.gov/resources-tools/services/logging-made-easy
https://github.com/cisagov/Malcolm
https://www.cisa.gov/resources-tools/services/malcolm
https://www.cisa.gov/resources-tools/services/malcolm
https://inl.gov/national-security/ics-malcolm/
https://github.com/CybercentreCanada/assemblyline
https://www.cyber.gc.ca/en/tools-services/assemblyline
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The role of an NCA may also extend to providing financial support to certain
entities, for example, to enable them to benefit from non-government-provided
threat detection services. One example is past U.S. activity in this regard, with the
caveat that the agreement providing U.S. funding for this program was terminated
on September 30 this year:

UnitUnited Stated States: Multi-States: Multi-State Infe Information Sharing and Analysis Centormation Sharing and Analysis Center (MS-ISer (MS-ISAAC) –C) –
LaLayyer 1er 1
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In addition to operational and financial support, NCAs may also support research
efforts by providing non-material input and offering means to validate findings or
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https://github.com/JPCERTCC/LogonTracer/wiki
https://github.com/JPCERTCC/YAMA
https://www.jpcert.or.jp/english/doc/ActivitiesOverviewTopics2023Q2_en.pdf
https://www.jpcert.or.jp/english/doc/ActivitiesOverviewTopics2023Q2_en.pdf
https://www.cisecurity.org/ms-isac/defending-americas-critical-infrastructure
https://www.cisecurity.org/ms-isac/services
https://www.cisecurity.org/ms-isac/services
https://insider.govtech.com/california/news/states-take-lead-in-cyber-defense-as-federal-support-shrinks
https://www.cisa.gov/news-events/news/cisa-strengthening-our-nations-security-direct-cyber-support-state-and-local-governments
https://www.cisa.gov/news-events/news/cisa-strengthening-our-nations-security-direct-cyber-support-state-and-local-governments
https://statescoop.com/cisa-confirms-its-ending-ms-isac-support/


collaborating on specific projects—activities that can not only advance external
research but also allow an NCA to benefit from and possibly leverage their external
expertise. As a positive side effect, such measures not only provide interesting
research avenues (which ideally creates a win-win situation for both sides) but can
also promote and positively contribute to a country’s talent pipeline.

Two examples of tasks undertaken by existing NCAs include the following:
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International detection capability-building, as discussed in this paper, is not a new
concept. Some states, international organizations, and international and regional
development banks are already engaged in international assistance projects—often
under the label of CCB activities—aimed at enhancing cyber detection capabilities in
other countries, which is a good sign. Yet, many of the relevant efforts currently
underway tend to go largely unrecognized in terms of their policy importance and
appear as isolated individual activities that are not put into a broader context with
each other, limiting their strategic potential and the ability to amplify their impact.

The identified, already implemented international detection capability-building
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https://www.fraunhofer.de/en/press/research-news/2024/december-2024/amides-detects-new-varieties-of-cyberattacks.html
https://www.fraunhofer.de/en/press/research-news/2024/december-2024/amides-detects-new-varieties-of-cyberattacks.html
https://www.bsi.bund.de/DE/Karriere/Einstieg/Studium-und-Ausbildung/Bachelor-und-Masterarbeiten/Arbeiten/Detektion_von_Angriffen_auf_Regierungsnetze.html
https://dsa.cy/images/pdf-upload/cmm_cyprus_report_2021_final.pdf


actions cover a very broad spectrum. They encompass activities aimed at developing
or enhancing some of the technology, people, and process capabilities discussed in
the previous two chapters. Specifically, they range from support for the
establishment of national CSIRTs—provided these also include any detection-related
activities pertinent to monitoring, analysis, or information-sharing—or SOCs to the
provision of training and workshops, as well as the hiring and financing of seconded
personnel. Their scope varies depending on the financial and human resources
invested, the actors funding and implementing them, and their time horizon.
Mostly, donor governments invest in detection capability-building in certain
priority regions, mostly in partner countries in or near their immediate geographical
vicinity.

A few concrete examples from various regions show how certain countries and
other funders are engaging in such activities (see Annex III for further examples):

E ##4/4/::++*�!*�! ::'' ::+9�F��59:+9�F��59: '� /'� / )')' : In March 2023, the United States pledged to spend $25
million dollars to “enable Costa Rica to � $%� �� �$���� � %�! ���$ � � &#�%*�!" � #� %�! $�� � %� #
[within the Costa Rican Ministry of Science, Innovation, Technology, and
Telecommunications] to quickly detect and respond to cyber attacks and implement
cybersecurity protections for its government systems.”217 This move came shortly after
Costa Rica declared a state of emergency in 2022, following heavy targeting of
government entities. In addition, the United States provided $10 million to build an
entity-specific SOC within the Costa Rican Ministry of Public Security by the next
year, with the assistance aimed at providing “state-of-the-art equipment, specialized
training, and logistical support.”218

E �;�; 885566+'4�#+'4�# 4/4/554�F��24�F��2('4/'('4/' ������ 5544::++44+-+-8855��'4��'4 *��*�� 5588::.��.�� '' ))++**554/'4/' : Through funding
the Cybersecurity Rapid Response 2.0 project, which ran from April 2024 to
September 2025 and was implemented by the Estonian e-Governance Academy (eGA),
the EU aimed to “� � #� � $���%� � ��!" � #� %�! ���� *�� #��� " � �� %��$�!��� � � &#�%*�
 " � #� %�! $��� %#�$
and Computer Security Incident Response Teams of beneficiaries” and to “improve
inter-institutional information sharing”219 as two of its primary objectives. The
project has €4.4 million220 in funding and its beneficiaries are Albania, Montenegro,
and North Macedonia. One of the project outcomes is the opening of Montenegro’s
government SOC, during whose establishment phase eGA “supported [with] the
procurement of necessary equipment.”221

E �� ++883'43'4 ?�F��,?�F��, 8/8/)'4�#)'4�# 4/4/554��54��5 33/99/33/99/ 554�4� In 2024, Germany’s development agency GIZ
� �#� ���  �
 ��" #!�� � %�!+ � � #employed by the GIZ Addis Ababa field office and seconded to
the African Union Commission (AUC)’s Management of Information Systems
Directorate (MISD). The officer is %� $�� ��(� %��� #� � %� ����� 
 ��(� %� � �%� ��� � � . His
responsibilities include ensuring that the created SOC can, inter alia, “detect and take
quick actions for any threats in the infrastructure of [the] AU” and “provide a
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https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2023/03/31/statement-by-nsc-spokesperson-adrienne-watson-on-u-s-cybersecurity-support-to-costa-rica/
https://www.csis.org/analysis/conversation-costa-rican-president-rodrigo-chaves
https://www.csis.org/analysis/conversation-costa-rican-president-rodrigo-chaves
https://cr.usembassy.gov/united-states-announces-25-million-to-strengthen-costa-ricas-cybersecurity/
https://cr.usembassy.gov/united-states-announces-25-million-to-strengthen-costa-ricas-cybersecurity/
https://cr.usembassy.gov/united-states-helps-strengthen-costa-ricas-cybersecurity/
https://www.southcom.mil/News/PressReleases/Article/3500516/partnership-with-costa-rica-to-establish-cyber-security/
https://www.southcom.mil/News/PressReleases/Article/3500516/partnership-with-costa-rica-to-establish-cyber-security/
https://ega.ee/project/western-balkan-rapid-2-0/
https://ega.ee/high-level-opening-ceremony-of-the-montenegro-gsoc/
https://ega.ee/high-level-opening-ceremony-of-the-montenegro-gsoc/
https://ega.ee/strengthening-cyber-resilience-security-operations-centres/


In addition to these activities, other relevant projects have been supported by the
International Telecommunication Union (ITU) and the Inter-American
Development Bank (IADB) or were provided in the context of the Tallinn
Mechanism.

Most of the activities outlined above pertain mostly to international assistance from
a development aid perspective. However, relevant state practice highlights that there
is also a cyber-defense angle228 to international detection capability-building,
demonstrated by the following two publicly known example activities:

preventive monitoring of the IT infrastructure of the organization.”222

E �� '' 6'4�F6'4�F �� 9/'9/' ���� '' )/I)/I )�8)�8+-/+-/554�4� Detection capabilities played a role in various training
programs carried out by Japanese entities, three of which are discussed. In October
2016, JPCERT/CC provided �! ���  �� *$�$�%#� � � � for participants from Indonesia,
Brunei, Cambodia, Laos, Myanmar, Timor-Leste and Vietnam in the framework of a
project by the Japanese International Cooperation Agency (JICA).223 As part of
training for national CSIRTs, JPCERT/CC also � %#! � &� � ��� %$�� � � � � � ��� �%� � %�! 
" �� %�!#���  ��� $$�$%� ���  �%� ���  $%�� �� %�! �! ��$� $ !#$, for example, in Vietnam.224 In
February 2020, JICA conducted a � *�� #$� � &#�%*�$� � � � # in Myanmar for staff from
Myanmar’s National Cyber Security Center (NCSC), covering topics such as  �%(!#�
$� � &#�%*��  ��%� ��#!� ��! ��� !'� # � � %��
 � $.225

E $$ 558822*��'41��*��'41�� ?(?( ++889+9+));; 8/8/::?��?�� ;; 22::/�/� �� 5544558�"8�"88;9:��;9:�� ;; 44*�F��*�F�� ;; 22:://6622+�)+�)55;; 44:8/:8/+9+9: For
example, in Bangladesh, a 2017–2020 World Bank project supported the � � '� �!"� � %�!�
$%#� %��� ��� *�� #�� (� #� � $$��� #!$$��#�%�� ����  �!#�� %�! ��  �#� $%#&� %&#�$��*�� �" �! *�  �
� ! !#� � � %� ��� *�� #�'� $��� ��%*�� � � $&#�$�� ���  $%�� �� ��� *�� #�$� $ !#$, inter alia, to enhance
their detection capabilities.226 Another detection-relevant grant amounting to
$200,000 was given to Mongolia in 2023 so that the newly established Mongolian
national CSIRT can finance “several �  !'� %�'��%#���$�! �%� ��&$��! ��� 
” relevant to the
performance of its functions. These pertain specifically to “�� '�  � � ��%� #� � %���%� � %�! ,
by analyzing vast amounts of data and detecting patterns that may indicate the
presence of a cyber threat or attack” and “real-time, continuous monitoring of data
sources to identify and alert security teams about any unusual behavior or potential
threats with higher precision.”227

E �;�; 885566+'4�#+'4�# 4/4/554�F��4�F�� 5522**55<<'�'4'�'4 *��*�� ++5588-/'-/' : Under the European Peace Facility
(EPF),229 the EU funds two assistance measures aimed at the Republic of Moldova and
Georgia.230 Like the EU’s Cybersecurity Rapid Response 2.0 project, these assistance
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In addition to these “funder-to-country activities,” relevant detection-related support
can be provided also indirectly to partner countries. For example, governments may
fund activities carried out by non-governmental organizations—such as the

measures are also implemented by the eGA. In the case of Moldova, the “cybersecurity
support [provided] aims to � � #� � $��%� ��� �� ��%*�! ��%� ��� !�� !'�  �� #� � ��� !#� � $�� ��%� �
� � �$%#*�! ��� �� � � ��%!�� �%� � %�� %#&$�! $ into the information systems and to counter
cyber-attacks.”231 The assistance measure, amounting to €4 million from December
2022 to September 2025, seeks to support Moldova through the provision of
equipment and the organization of practical hands-on exercises.232

E ##4/4/::++*�!*�! ::'' ::+9�����'4'+9�����'4' *'*' ��F����F�� ;; 22:://6622+�)+�)55;; 44:8/:8/+9+9: The United States, once jointly
together with the Canadian Armed Forces,233 also takes steps of a more interventionist
nature under the pretext of enhancing detection capabilities in other states within the
framework of what it calls “� & %��!#(� #��!" � #� %�! $ ”.234 In the context of these
operations, U.S. Cyber Command—specifically the Cyber National Mission Force
(CNMF)—personnel “deploy[s] to partner nations to observe and � �%� � %���� ��� !&$��*�� #
� � %�'� %*�! �� !$%� �%�! � �%(!#�$”235 at their invitation. The United States envisions
these efforts, usually a few months long, to contribute to building capabilities and
personal connections236 in the “host nation.” The United States also asserts that there
is an immediate benefit for its own constituents, such as government entities and
critical infrastructure operators, as well as international counterparts, since it pledges
to share insights on adversary behavior identified through HFOs—if permitted by the
respective country.237 The acting commander of the U.S. Cyber Command testified
that, as of May 2025, “CNMF personnel have deployed more than 85 times to over 30
countries in partner-enabled missions to hunt on host networks.”238 This includes
missions in Albania,239 Croatia,240 Estonia,241 Latvia,242 Lithuania,243

Montenegro,244 Ukraine245 and Zambia.246
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Australian, Swiss, and UK governments (and others) supporting the
capacity-building work of FIRST,247 or the UK Foreign, Commonwealth and
Development Office (FCDO) funding the Shadowserver Foundation’s dashboard,
which provides various types of daily updated high-level information.248 Sources
like these can be leveraged by multiple governments in carrying out their detection
responsibilities.

�&�**",%"3
Research into relevant examples of international detection capability activities, some
of which are enumerated in the previous chapter (see Annex III for a full overview),
has highlighted a challenge that pertains specifically to building incident detection
capabilities worldwide: states and other funders pursue different angles and
interests, carry out initiatives at varying levels, target diverse audiences, and allocate
differing financial resources. This underscores the ))5533 6622++>/>/::??AA 558�:8�:.. ++

,,8'-8'- 33 ++44::'' :://5544249 AA 55,�)',�)' 6'6' (( /2//2/::??��(( ;/2;/2*/4-�+G*/4-�+G5588:9:9 spanning across numerous actors.

Even for a very specific focus area such as detection capabilities, it is difficult to gain
a comprehensive overview, distinguish projects, or assess what has specifically been
implemented beyond what is described in public summaries. Evaluating the concrete
impact of these efforts on enhancing the detection maturity of public sector entities
or national cybersecurity authorities is even more challenging.250 This represents a
challenge, as the difficulty in maintaining an overview can hamper coordination,
which in turn may hinder the meaningful interplay of measures, especially since
building detection capabilities is a long-term endeavor. Consequently, it may also
lead to additional or overlapping activities that can further strain the already limited
capacity of partner countries to absorb numerous capability-building offers.

In addition to these systemic challenges, two further categories of challenges may
impede the development of capabilities necessary for carrying out governmental
detection responsibilities. The first set involves 5588-'4/@'-'4/@' :://554'4' 22��2��2+-'+-' 22��'4��'4 **

)')' 6'6' )/)/ ::??��88++22'' ::++*�)*�) 5549:8'/449:8'/4:9:9 that partner countries may face (Section 8.1). The
second set concerns the ::.8.8+'+' :�2:�2'4'4 *9)'*9)' 66+�'4+�'4 *�:*�: .. +�'+�' *'*' 66:://<<+�"+�" "" �� 9�59�5,�:,�: .8.8+'+' :�':�' ):): 558899,
which make detection an increasingly complex endeavor and require entities to
continuously refine their capabilities to account for these developments (Section
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8.2). Depending on their respective relevance to a specific partner country’s context,
these factors can influence the implementation of specific activities by shaping
which capability-building measures are feasible despite particular challenges or by
determining where targeted interventions could focus on addressing a challenge (or
a set of related challenges) directly.

�2 %�,'<�5'-,�*^f�"%�*^f�,!f��0� '5;S� "*�5 "!
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Some of the hurdles states face when seeking to build detection capabilities become
apparent when examining Cybersecurity Capacity Maturity Model (CMM) reviews
that employ the University of Oxford’s Global Cyber Security Capacity Centre
model.251 Although some of these reports are becoming dated, they continue to
offer a valuable baseline for assessing common detection challenges across national
contexts.

The reports highlight various issues that have implications for a country’s ability to
comprehensively detect adverse behavior:

E Most evidently, the '' (9+(9+44))+�5+�5,�'�4',�'�4' :://554'4' 2��2�� !! ��   "" 252 558�-8�-55<<++884343 ++44:�!:�! �� �� .253 Such an
institutional void can inhibit centralized coordination and visibility over national-level
cyber threats, which in turn impairs detection response time and cross-sector
information sharing;

E A )) ;; 22:;:; 88+�5+�5,�),�) 5544))+'+'2/4-�*2/4-�*+:+:++):): ++*�/99;*�/99;+9+9, such as vulnerabilities, which persists because
they are considered “confidential, commercially valuable information.”254 Concerns
regarding data sensitivity and trust barriers can thus result in “no information [being]
shared formally with other institutions, either within or across sectors,”255 which
impedes collective situational awareness and limits sector-wide learning from
incidents. This lack of information sharing may be further reinforced by the absence or
underenforcement of mandatory obligations to report detected issues and incidents at
the national level;
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Depending on local circumstances, challenges can also arise at a very practical level
that may limit the availability of the infrastructure required for detection efforts.
These include issues such as /4,/4,8'9:88'9:8;; ):;):; 88+�5+�5;; ::'-'- +9+9or ;; 4848++2/'2/'(( 22+�/4+�/4::++8844+:+:

))554444++):): //</</::??, which necessitate comprehensive backup solutions such as additional
power generators.

With cybersecurity capability hinging on both resources and expertise, it is only
consequential that CMM reports and other sources highlight additional
fundamental challenges relating to /49;H/49;H )/)/++44:�,;:�,; 44*/4-*/4- , 99.. 5588::'-'- +9�5+9�5,�9,�91/21/222++**

66++8895954444++22��'4��'4 *�(*�( 8'/4�*8'/48'/4�*8'/4 . In addition, in many states, salary competition from the
private sector further exacerbates workforce retention challenges in public sector
detection roles. In a detection context, the scarcity of personnel can become
especially critical when large amounts of data are collected and aggregated, but few
people are available—and have the necessary expertise—to analyze, make sense of,
and act upon raw data such as atomic IoCs, which may contribute to “missing critical
needles [—signals—] in the haystack.”260 Ukraine provides a telling example in this
respect. In 2025, the country’s Ministry of Digital Transformation highlighted that
its “government institutions often face limited resources and a shortage of qualified
specialists [that] prevents them from effectively monitoring threats in real time and
responding quickly to cyber incidents.”261 Examples like these underscore the need

E �� /3//3/ ::++*�**�* +:+:++):): //554�)'4�)' 6'6' (( /2//2/:://+9�'3+9�'3 554-�4'4-�4' :://554'4' 2�)2�)8/8/:://)')' 2�/4,2�/4,8'9:88'9:8;; ):;):; 88+9+9, some of which
are operated by domestic public sector entities such as small municipal governments,
22+'+'</4-�:</4-�: .. ++3�<3�< ++88?�<;?�<;2424++8'8'(( 22+�:+�:5�)5�)5533 6688553/9+3/9+�� Some CMM reviews note that detection
capabilities across critical infrastructure are “uncoordinated and vary in quality,” with
various critical infrastructure operators lacking the required knowledge and
expertise;256 and

E ��)��) 55;; 44:8:8??BB9�69�68/8/<<'' ::+�9++�9+):): 558�+8�+44:://:://+9�5+9�5;; :6':6' )/4-�:)/4-�: .. +�6+�6;; (( 2/2/)�9+)�9+):): 558�/4�*8�/4�*+:+:++):): //554�)'4�)' 6'6' (( /2//2/:://+9+9.
For instance, in the case of Madagascar “only the major international institutions,
primarily in the financial and telecommunications sector, along with some of the larger
local companies, apply network intrusion detection systems or implement security
operations centres.”257 Yet, it should be noted that this outpacing may apply to “only a
very limited number of organisations”258 in a country and that )')' 6'6' )/)/ :://+9�=/+9�=/::./4�:./4�: .. ++
668/8/<<'' ::+�9++�9+):): 558�)'4�(8�)'4�( +�*/9:8/+�*/9:8/(( ;; ::++*�7;/*�7;/ ::+�;+�;44+<+<++4242??. For example, a 2017 survey of 300
Swiss SMEs referenced in the country’s CMM review came to the conclusion that
“systems to detect cyber-incidents have been fully introduced in only a fifth of
companies.”259
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for strategic workforce development planning and investments in human
resources—essentially the “people” component of a governmental detection
capability.

�&�**",%"3f� "25�',',%f5 -f5&"f�&2 "�5f��,!3 �0"
�,!f�&2 "�5f� 5 -2f���3

From an entity perspective, the ))5533 6622++>/>/::?�5?�5,��,�� �� "�9;"�9; 666622?�)?�).'/49.'/49 makes effective
threat detection more difficult. As organizations—and government entities
alike—rely more heavily on wide networks of third-party providers and
subcontractors, their attack surface expands beyond their direct control, which can
obscure malicious cybersecurity events under the guise of legitimate activity.262

This can complicate detection efforts, particularly where monitoring does not
extend to third-party environments.

Additionally, specific (nation-state) threat actor behaviors pose challenges to
building detection capabilities. For example, in July 2025, David Koh, the chief
executive of Singapore’s Cyber Security Agency, stressed that “between 2021 and
2024, [advanced persistent threat] APT activity detected in Singapore’s cyberspace
has more than quadrupled.”263 Hence, both the quantity and the increasing
959566./9:./9: //)')' :://554�54�5,�:,�: .8.8+'+' :�':�' ):): 558�'8�'):): //</</:://+9+9require continuously adapting the necessary
expertise and deploying advanced tools that can keep pace, which makes detecting
such activities a highly complex and resource-intensive endeavor.

A few examples of relevant developments include the following:

E ##9/4-�C9/4-�C2/2/</4-�5</4-�5G�:G�:.. +�2+�2'4'4 **D��D���� �� "" �� ��:��:++)).4/.4/ 7;7; +9�+9�When publicly exposing the Volt
Typhoon campaign and its prepositioning activities in U.S. critical infrastructure,
authorities from the Five Eyes countries underscored that the Chinese state-sponsored
threat actor behind it, like some of its counterparts in other states,264 was actively
employing measures to evade detection.265 The advisory highlighted the deployment
of LOTL techniques as one of the threat actor’s TTPs. Specifically, LOTL techniques
enable threat actors to “abuse [...] native tools and processes on systems [...] to blend in
with normal system activities and operate discreetly with a lower likelihood of being
detected or blocked because these tools are already deployed and trusted in the
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Even though the global median dwell time—the time “an attacker is on a system
from compromise to detection”277 —has decreased overall in recent years, all these

environment.”266 As a result, by seeking to achieve objectives via built-in
infrastructure within a target entity, threat actors can help avoid alerts that would
otherwise be triggered once third-party applications are installed.267 Hence, LOTL
complicates signature-based detection and requires the implementation of behavioral
baselining and analytics to spot behavior employing these techniques.

E �� ++22+:+:/4-�+</4-�+<++44:�2:�25-95-9: In addition to employing LOTL techniques to cover their tracks,
many threat actors also try to eliminate any data that could reveal their presence or
activity within an entity’s operational environment, for example by deleting event logs
and clearing other related information. The usage of such a technique was, for example,
observed in Sandworm’s NotPetya operation,268 as well as activities by various threat
actors including Volt Typhoon,269 APT28, and APT38.270

E �� /9'/9' (( 2/4-�*2/4-�*+:+:++):): //554�9?4�9?9:9:++3939 : Cyber agencies around the globe have also underscored
that state-backed actors seek to delay the detection of their operations by disabling
dedicated detection systems in targeted networks. In this respect, a BSI report notes the
emergence and spread of so-called “EDR killers” and their availability as
malware-as-a-service (MaaS).271

E �� 33 662255?/4-�3?/4-�3 +'49�:+'49�:5�'5�' ):�'4):�'4 5544?3?3 55;9;922??: In addition, threat actors are actively using
anonymization networks to evade and complicate their detection, including the use of
botnets or “commercial VPNs, TOR, and proxy software.”272

E �2�255;; *�/3*�/3 662/2/)')' :://5549�49�Threat researchers have further highlighted that threat actors are
increasingly moving their operations to the cloud, offering them the potential of
leaving no trace (e.g. on endpoints) which makes their activities even harder to detect,
especially for entities with limited resources.273
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are increasingly using automation, machine learning, and AI to create more
contextualized and adaptive malicious activities.275 This poses a significant challenge
for entities attempting to detect such activities, as they differ from previously observed
patterns in CTI and therefore cannot be easily incorporated into an entity’s (automated)
analytical systems. Hence, the UK NCSC assesses that such “human-machine teaming
will highly likely make the identification, tracking and mitigation of threat activity
more challenging without the development of effective AI assistance for defence.”276
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challenges can delay the mean time to detect (MTTD),278 if a threat behavior is
detected at all. Such delays can amplify the activity’s spread, potential damage
incurred, and possible data exfiltration.
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This paper made the case for why policy-makers should increasingly leverage
detection capability-building as a strategic opportunity. Especially from a cyber
diplomacy standpoint, such efforts not only strengthen an essential cybersecurity
capability in partner countries but also offer a significant pathway for accelerating
the implementation of the framework of responsible state behavior. Nonetheless,
while the link between capability building and norms implementation is, in theory,
widely recognized and reflected in policy documents and UN discussions,279 the
connection remains largely indirect in practice.

Detection capabilities provide a prime example of why this is a missed opportunity:
although they clearly enable states to implement the majority of these norms (see
Chapter 3), activities aimed at their development rarely highlight their relevance to
high-level UN policy discussions. Making such links more explicit could support
raising awareness. This does not necessarily call for changing specific elements of
capability-building actions. States can already invest in small steps, such as adjusting
the framing and (political) embedding of a specific activity. This, in turn, could
contribute to strengthening political buy-in, demonstrating the practical relevance
of norms to technical communities, and fostering broader internal socialization of
norms across government entities.

States seeking to support other countries in building or enhancing detection
capabilities can use the activities outlined in Chapters 5 and 6 as a starting point.
These activities provide examples of what could be done; they are not prescriptions
for what should be done or what is right in a specific context. In other words, they
can serve as inspiration for identifying needs and setting specific cyber-related
development goals aligned with local realities and priorities. The specific
interventions and measures chosen should always be tailored to a partner country’s
existing capacities and unique circumstances.

@EF �0*6,)fO@>@BPaf�&�5f	3f
���If�&"f
"�,f�'+"f5 -f�"5 " 5f
"52' ^f�:0*�',"! _

@EG � -2f" :�+0*"^f',f@>@@^f��f
"+�"2f�5�5 "3f\"+0&�3'L< "!Mf5&"f,""!f5 -f�"55 "2f -,," 5f5 &"f��Y 3f ;�"2f �0� '5;f�6'*!',%f352�5 "%;

9'5&f5&"f��f,-2+3f-$f2 "30-,3'�*"f�5�5 "f�"&� 8'-62f',f ;�"230� "^ ] �-6, '*f-$f5 &"f�62 -0"�,f�,'-,fO@>@@Paf�-6, '*f -, *63'-,3f-,

5&"f!" 8"*-0+",5f-$f5 &"f�62 -0"�,f�,'-,Z3f ;�"2f0-3562 "^fGADBR@@_

�'%,�*3f',f5 &"f�-'3" DBfRfF?

https://www.splunk.com/en_us/blog/learn/mean-time-to-detect-mttd.html
https://www.consilium.europa.eu/media/56358/st09364-en22.pdf
https://www.consilium.europa.eu/media/56358/st09364-en22.pdf


Importantly, care should be taken to ensure that the recipient country or
organization has the capacity to absorb the proposed assistance. In many cases, there
may be more offers of support than can be effectively accepted or implemented at
one time. It is therefore essential to engage in consultation—at least with
like-minded partners active in the relevant region or partner country—to avoid
introducing additional activities that could further strain a partner country’s or
region’s already limited capacity to absorb numerous capability-building offers. It is
also important to re-emphasize that building detection capabilities requires strategic
long-term patience and continuous investment in technology, people, and processes.

To support potential coordination among interested donor governments, Annex III
provides a mapping of relevant publicly known activities. This overview can aid
decision-makers in identifying already existing support, assessing potential overlaps
with planned activities, and exploring opportunities to leverage synergies with
others in the area of international incident detection capability-building.

In light of the challenges outlined in the previous chapter, policymakers should
consider three overarching factors when planning actions to build detection
capabilities in partner countries, using them to guide context-specific decisions:
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Building detection capabilities should proceed in small, deliberate steps, beginning
with policy, organizational, and governance prerequisites before moving to more
advanced measures. Donor states considering international assistance should first
assess whether these foundations are in place. In this respect, states should give due
consideration to the measures stipulated in existing relevant frameworks and
standards as baselines.280

Depending on local circumstances, foundational prerequisites can include a clear
governance structure laying out roles and responsibilities, defining reporting lines,
and ensuring relevant legal requirements (if any) are understood or developed
wherever necessary. Taking steps toward establishing and maintaining reliable,
up-to-date asset inventory of hardware and software used in specific infrastructures
is also critical. Without a comprehensive overview of what is to be defended—and
should form part of an entity’s detection coverage—resources risk being wasted
without effectively advancing an entity’s detection posture. Complementary
measures such as risk management profiling and employee awareness initiatives can

@F> � -2f" :�+0*"^ ��5'-,�*f	,35'565 "f-$f�5�,!�2 !3f�,!f� " &,-*-%;fO@>@BPaf�&"f�	��f�;�"23" 62'5;f� 2�+"9 -2)fO���Pf@_>^	,5 "2,�5'-,�*

�2 %�,'<�5'-,f$ -2f�5�,!�2 !'<�5'-,f�,!f	,5 "2,�5'-,�*f�*" 52 -5" &,' �*f�-++'33'-,fO@>@@Paf	�� R	��f@E>>?a@>@@-2 	,5 "2,�5'-,�*

�2 %�,'<�5'-,f$ -2f�5�,!�2 !'<�5'-,f�,!f	,5 "2,�5'-,�*f�*" 52 -5" &,' �*f�-++'33'-,fO@>@@Paf	�� R	��f@E>>@a@>@@_

�'%,�*3f',f5 &"f�-'3" DCfRfF?

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://www.iso.org/standard/27001
https://www.iso.org/standard/27001
https://www.iso.org/standard/75652.html
https://www.iso.org/standard/75652.html


further strengthen this foundation.

Once these fundamentals are in place, efforts can progress to more advanced
technical measures. The next steps should begin with targeted initiatives, based on a
logging policy that is already in place or to be developed, to build partner countries’
capabilities to monitor and analyze selected government networks or critical
infrastructure operators, with the option for gradually expanding coverage as
capacity grows. While this paper focused specifically on detection capabilities, it is
important to also pay attention to integrate detection in the rest of the defense
process by ensuring, or working towards, a basic level of response capability before
proceeding with technical detection measures. Otherwise, anomalous behavior
would be ideally spotted and understood, but the entity would lack the basic means
to act on detected incidents.
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Policymakers should keep in mind that the end goal of a governmental detection
capability is not necessarily for public-sector entities to carry out all responsibilities
on their own. Instead, capability development efforts should focus on areas where
public sector entities can provide the greatest added value in monitoring their own
operational environments and fostering detection across a country’s jurisdiction.
When designing an intervention logic, decision-makers in donor and partner
countries therefore need a clear understanding of where public-sector action can
have the highest impact to fulfill governmental detection responsibilities.

Governments should avoid investing in measures that risk duplicating existing
efforts or have poor long-term cost–benefit ratios, such as highly specialized and
resource-intensive capabilities that can be accessed more efficiently by involving
external expertise.281 However, careful balancing is required; while leveraging the
potential of outsourcing certain tasks, particularly as a transitional solution in
lower–maturity contexts, it should remain the objective that the most critical
functions are developed and maintained in–house to mitigate dependency risks.
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The effectiveness of detection capabilities depends less on the technology itself and
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more on the people who are needed to turn information into actionable insights.
Being able to do so depends heavily on sociotechnical and analytical skills, including
understanding the technology and one’s environment (e.g., typical user behaviors
and log-in patterns) and building relationships across entities to exchange relevant
information, best practices, and lessons learned. Donor countries must therefore
take heed of the fact that it is essential to invest in developing a robust and diverse
cybersecurity talent pipeline.282 Efforts may also engage the existing limited
workforce to reduce turnover or brain drain. Relevant activities could center on
supporting domestic training and education programs at public sector institutions
and key public universities.283

In addition, in resource-limited settings, strong communities can compensate more
effectively for financial and personnel constraints than technology alone, but this
requires opportunities to build mutual trust. When identifying potential areas of
activity, decision-makers in donor countries should therefore also consider
supporting nontechnical measures, such as efforts aimed at community building.
This could be done by facilitating interactions between experts, for example, at the
analyst-to-analyst level or participation in domestic or regional conferences. Given
the limited duration of many foreign assistance projects, fostering trusted
environments at the personal level through measures like these can enhance
sustainability of projects, as outputs from these efforts can be leveraged and further
developed even after their conclusion.
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