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Stiftung Neue Verantwortung
is now interface

Since 2014, our team has worked on building an independent think tank and pub-
lishing well-researched analysis for everyone who wants to understand or shape
technology policy in Germany. If we have learned something over the last ten years,
it is that the challenges posed by technology cannot be tackled by any country
alone, especially when it comes to Europe. This is why our experts have not only fo-
cused on Germany during the past years, but also started working across Europe to
provide expertise and policy ideas on Al, platform regulation, cyber security, gov-
ernment surveillance or semiconductor strategies.

For 2024 and beyond, we have set ourselves ambitious goals. We will further ex-
pand our research beyond Germany and develop SNV into a fully-fledged European
Think Tank. We will also be tapping into new research areas and offering policy in-
sights to a wider audience in Europe, recruiting new talent as well as building expert
communities and networks in the process. Still, one of the most visible steps for
this year is our new name that can be more easily pronounced by our growing inter-
national community.

Rest assured, our experts will still continue to engage with Germany’s policy de-
bates in a profound manner. Most importantly, we will remain independent, critical
and focused on producing cutting-edge policy research and proposals in the public
interest. With this new strategy, we just want to build a bigger house for a wider
community.

Please reach out to us with questions and ideas at this stage.
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Executive summary

Advertising is an important enabler for services in the digital public sphere such as
news websites. However, there are also long-standing issues with online advertising.
Advertising not only enables in-depth reporting and useful apps but also funds
made-for-advertising offers that often peddle sensationalist and discriminatory
content or conspiracies. Privacy advocates have pointed to widespread breaches of
existing data protection rules. Regulators in different parts of the world are
scrutinizing anticompetitive behavior, with investigations against Google’s
advertising business underway in the European Union (EU) and the United States
(US). The industry is also characterized by a lack of transparency, both for
consumers and the businesses involved, which has led to some self-regulatory efforts
to address this opacity.

A rather new addition to this mix of regulation and voluntary measures is the EU’s
key rulebook for the digital public sphere: the Digital Services Act (DSA). Fully
applicable since February 2024, the DSA does not regulate online advertising
extensively, having a stronger focus on rules for social media sites, video apps and
search engines regarding user complaints, recommender systems or risk
assessments. However, the DSA does include some innovative rules for platforms on
advertising transparency and data use restrictions for online advertising. Moreover,
the law calls for overarching, industry-spanning codes of conduct for online
advertising, which companies, regulators and civil society representatives are
supposed to develop by the summer of 2025.

The codes of conduct for online advertising are expected to spell out some of the

DSA’s advertising transparency mandates in more detail. This concerns three topics:

1. Labels for individual ads, intended to allow people a better understanding of who is
paying to reach them

2. The advertising repositories, that is, databases collecting online ads for consumers and
researchers to study online advertising

3. How data is being monetized on online ad markets

According to the DSA, the development of the codes should include various experts
and practitioners from the ad industry, the European Commission and civil society.
The codes are voluntary and should cover the entire “value chain” of online

advertising.

The major draw of this approach in the DSA is that the codes of conduct could be an
expansion of existing rules: A code could include advertising technology companies
that are not within the scope of the DSA. However, these companies — such as ad
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exchanges that play an intermediary role in serving online advertising — would not
be bound by the DSA’s enforcement regime. This represents a major flaw of the
DSA’s approach: The reliance on a voluntary self-/co-regulatory mechanism creates
few incentives for compliance, as there are no direct sanction mechanisms.
Moreover, the narrow focus on transparency has limitations. While enhanced
transparency is usually helpful, it might not always and automatically support
consumers, researchers and regulators. They might be overwhelmed by a deluge of
information and have little opportunity and capacity to act on it in some way, for

instance, by changing what data is being used for advertising.

Despite these limitations, DSA ad codes could bring about some improvements for
consumers and businesses. This can only work, however, if the Commission,
industry and civil society agree on wide-ranging commitments around “data
monetization.” If this concept, which is not defined in the DSA, is interpreted
broadly, there are several options to build on and improve existing mandatory rules
as well as voluntary industry standards. For example, expanded supply chain
transparency reporting and know-your-business-customer rules could be helpful not

only for consumers but also for companies.

Other suggestions for developing DSA codes of conduct for online advertising
include:

e Agree on and clearly communicate a limited set of goals on transparency in the online
ad market, ideally acknowledging the need for future legislation, also beyond
transparency issues.

¢ Have an external organization draft a code outline that industry, civil society, academia
and regulators can comment on.

* Leave out ad repository transparency — instead, expand efforts from the regulation on
political advertising transparency to build a strong overarching ad repository, utilizing
existing civil society expertise.

¢ Use the DSA enforcement structure, industry associations and outside observers to
encourage compliance with the ad code.

* Ensure a thorough regular evaluation of the code.

It is unclear whether the industry, Commission and civil society can agree on such
commitments, particularly regarding data monetization. If they cannot and a code
of conduct would thus be a rather minimal overview of existing commitments, it
must be questioned whether this even has substantive benefits and should be
pursued in the first place. The DSA contains specific minimum requirements and
deadlines for the development of the codes. Nonetheless, despite these
specifications, there should still be flexibility not to pursue codes that ultimately do

not achieve any improvements.

In any case, policymakers should acknowledge that, fundamentally, voluntary self-
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or co-regulations can only be a small part of a more comprehensive approach to
addressing issues and potential harms associated with online advertising markets.
Stronger enforcement of data protection rules and continued investigations of
potentially anticompetitive behavior are necessary, potentially along with new rules
specifically addressing the online ad industry. With a Digital Fairness Act likely in
the making, which might address profiling and influencer marketing, and several
laws on platform regulation, competition and data protection already in place,
lawmakers have ample opportunity to consider enforcement and legislative action
beyond voluntary codes of conduct.

Introduction

As billions of internet users know, online advertising is everywhere all the time.
Advertising is used as a business model for blogs, news sites, dating and weather
apps, video-sharing services and social networks, so people encounter different

types of ads in many everyday settings. Oftentimes, when people see an ad, it is

based on their previous online behavior and other personal data.

In the European Union (EU), various self-regulatory efforts and laws provide some
guardrails for this ubiquitous billion-euro industry, which nonetheless remains
elusive for many consumers. The industry has come up with labels and explanations
around online advertising, that aim to help people understand who is paying to
reach them and how. Data protection rules give people the right to access and
correct data about them. Still, the vast amounts of data being used and shared among
many different publishers, advertisers and ad tech companies in between still make
it difficult for people to understand and have a say in how their data is being used.
Beyond transparency issues, the online advertising industry has seen its share of
reports of negative effects and harms such as privacy breaches!, profiling and
discrimination?, unintentional exposure of secret military information?, allegedly
anticompetitive behavior# and fraud®.

So far, the current combination of self-regulation and laws regarding data

1 Jonathan Stempel, Oracle Reaches $115 MIn Consumer Privacy Settlement, Reuters, July 19, 2024; Johnny Ryan, The Biggest
Data Breach: ICCL Report on the Scale of Real-Time Bidding Data Broadcasts in the U.S. and Europe, Irish Council for Civil
Liberties, May 16, 2022.

2 Jon Keegan and Joel Eastwood, From “Heavy Purchasers” of Pregnancy Tests to the Depression-Prone: We Found 650,000 Ways
Advertisers Label You, The Markup, June 8, 2023; Wolfie Christl and Alan Toner, Pervasive Identity Surveillance for Marketing
Purposes, February 28, 2024.

3 Byron Tau, How the Pentagon Learned to Use Targeted Ads to Find Its Targets — and Vladimir Putin, Wired, February 27, 2024;
Dhruv Mehrotra, Anyone Can Buy Data Tracking US Soldiers and Spies to Nuclear Vaults and Brothels in Germany, Wired,
November 19, 2024.

4 European Commission, Antitrust: Google in the Online Advertising Technology, June 22, 2021.

5 Tim Hwang, Subprime Attention Crisis: Advertising and the Time Bomb at the Heart of the Internet (New York, NY: Farrar, Straus
and Giroux, 2020).



https://www.reuters.com/legal/oracle-reaches-115-mln-consumer-privacy-settlement-2024-07-19/
https://www.iccl.ie/digital-data/iccl-report-on-the-scale-of-real-time-bidding-data-broadcasts-in-the-u-s-and-europe/
https://www.iccl.ie/digital-data/iccl-report-on-the-scale-of-real-time-bidding-data-broadcasts-in-the-u-s-and-europe/
https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you
https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you
https://crackedlabs.org/en/identity-surveillance
https://crackedlabs.org/en/identity-surveillance
https://www.wired.com/story/how-pentagon-learned-targeted-ads-to-find-targets-and-vladimir-putin/
https://www.wired.com/story/phone-data-us-soldiers-spies-nuclear-germany/
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3143
https://us.macmillan.com/books/9780374538651/subprimeattentioncrisis/
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protection, media regulation, consumer protection or competition still leaves gaps
in dealing with potential harm for individuals, companies and society writ large. A
rather new law — fully applicable since February 2024 — adding to the patchwork of
rules for online advertising is the Digital Services Act (DSA). This rulebook for
online platforms, search engines and marketplaces includes advertising transparency
requirements, for instance, via labels for ads and ad repositories (that is, databases
collecting ads displayed on platforms). There are also some restrictions on what data

can be used for online advertising.

Moreover, the DSA intends to add to the existing list of voluntary industry
commitments by calling for “codes of conduct for online advertising” to be
developed in 2025. The codes are intended to spell out some of the DSA’s
transparency rules in greater detail across the entire online ad industry. Ad industry
representatives, with the European Commission and civil society groups, are
supposed to develop these codes with a focus on transparency regarding ad labels, ad
repositories and how data is being monetized on online ad markets. This rather
narrow approach is meant to address shortcomings in online advertising
transparency and not some of the more structural issues surrounding data

protection or competition.

This paper discusses how improvements for consumers but also businesses can be
achieved with the DSA ad codes, despite their limited purview. They could help
standardize some advertising transparency practices geared towards consumers,
researchers and regulators. However, | argue that major benefits will only
materialize if the Commission, industry and civil society agree to adopt ambitious
transparency measures on data monetization — a concept that is not defined in the
DSA - and try to expand them to companies in the online advertising industry that
are not covered by the DSA itself. Otherwise, the codes’ effects are likely to be

minor.

Even if there are ambitious DSA ad codes, policymakers should acknowledge that,
fundamentally, voluntary measures are unlikely to change corporate behavior and
structures that contribute to some of the potential harms associated with the online
advertising industry. These must be addressed through laws, not just voluntary
measures. Enforcing and amending existing laws and creating new binding rules
might be necessary, as studies for EU lawmakers have found.® For instance, the
rather new data use restrictions from the DSA should be enforced immediately. It
will also be interesting to see how the proposed Digital Fairness Act addresses

6 Catherine Armitage et al., Study on the Impact of Recent Developments in Digital Advertising on Privacy, Publishers and
Advertisers: Final Report (Luxembourg: Publications Office of the European Union, 2023), p. 263-264; Niklas Fourberg et al.,
Online Advertising: The Impact of Targeted Advertising on Advertisers, Market Access and Consumer Choice (Luxembourg:
European Parliament, June 21, 2021), p. 96-100.



https://data.europa.eu/doi/10.2759/294673
https://data.europa.eu/doi/10.2759/294673
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/662913/IPOL_STU(2021)662913_EN.pdf

What DSA codes of conduct for online advertising can achieve ‘ 9/53 ‘

online advertising markets, as it is supposed to deal with profiling and influencer
marketing, among other things.”

While the concluding chapter 6 will provide a brief outlook on such potential future
legislative action, the main parts of the paper are focused on the DSA advertising
codes: They address the background to online advertising and the DSA (chapters 3
and 4) and under what circumstances DSA ad codes of conduct could become useful,
how they might be developed, what they could include and how they could be
enforced (chapter 5).

Overview: Online advertising and
how it is regulated

This chapter lays out some basic terminology regarding online advertising. Readers
already familiar with this can jump right to the next chapters, which deal with the
DSA online ad codes. For others, the following paragraphs will provide an overview
of some aspects of online advertising and its regulation in the EU.

Online advertising and the ad tech industry

As billions of internet users know, online ads come in many different forms. An ad
might be shown on a search engine results page, in a feed on social media, in video
games, on websites and apps as well as before, during and after videos. Some ads are
shown based on what people are looking at or searching for at a given moment. For
instance, such contextual advertising is common for search engine results pages,
where ads can be displayed based on search terms. Other ads are shown not based on
the content around them but on the characteristics of the individual user or, rather,
what computer systems guess to be those characteristics based on tracked online
behavior (thus called behavioral advertising). This might include guesses about
people’s ages or interests, gathered from visited websites or purchases, for example.
Behavioral targeting is common for “display ads,” such as clickable banner ads.
Whether contextual or behavioral, today, ads are mostly displayed automatically,
with little direct human input. This ad delivery model is called programmatic
advertising.®

7 Ursula von der Leyen, Mission Letter to Michael McGrath, September 17, 2024, p. 7; for a Commission analysis related to a
potential Digital Fairness Act, see European Commission, Commission Staff Working Document: Fitness Check of EU Consumer
Law on Digital Fairness (Brussels: European Commission, October 3, 2024).

8 There are other types of online advertising, for instance, ads in video games, classifieds or influencer marketing. To gain a
deeper understanding of the different types of digital and online ads and the details of how they work, these sources can be
helpful: Lee McGuigan, Selling the American People: Advertising, Optimization, and the Origins of Adtech (Cambridge, MA: The
MIT Press, 2023); Catherine Armitage et al., Study on the Impact of Recent Developments in Digital Advertising on Privacy,



https://commission.europa.eu/document/download/907fd6b6-0474-47d7-99da-47007ca30d02_en?filename=Mission%20letter%20-%20McGRATH.pdf
https://commission.europa.eu/document/download/707d7404-78e5-4aef-acfa-82b4cf639f55_en?filename=Commission%20Staff%20Working%20Document%20Fitness%20Check%20on%20EU%20consumer%20law%20on%20digital%20fairness.pdf
https://commission.europa.eu/document/download/707d7404-78e5-4aef-acfa-82b4cf639f55_en?filename=Commission%20Staff%20Working%20Document%20Fitness%20Check%20on%20EU%20consumer%20law%20on%20digital%20fairness.pdf
https://direct.mit.edu/books/book/5610/Selling-the-American-PeopleAdvertising
https://data.europa.eu/doi/10.2759/294673

What DSA codes of conduct for online advertising can achieve ‘ 10 /53 ‘

One key example that highlights automation, the amount of data being used and the
high number of organizations involved in programmatic advertising is real-time
bidding. This is a widely used form of programmatic advertising where online ad
spaces available on websites or apps are auctioned off in fractions of a second. An ad
exchange functions as a marketplace for such auctions. In addition to ad exchanges,
there are also demand-side and supply-side platforms involved, which, very
basically, act on behalf of others on ad exchanges: demand-side platforms for
marketers and supply-side platforms for publishers, respectively. A demand-side
platform is essentially software that allows marketers to buy ad impressions in real
time. A supply-side platform, meanwhile, enables publishers to manage and fill the
space they have available for ads, that is, their ad inventory. Google runs one of the
biggest ad exchanges in the world as well as some of the biggest supply-side and
demand-side platforms.? Social media and video apps such as Facebook, TikTok or
YouTube essentially combine the functions of ad exchanges, supply-side and
demand-side platforms within their “walled garden” (as opposed to the “open web”
outside of such apps).1°

For the current real-time bidding system to work, a lot of data is being shared
between a lot of different intermediaries to make the auction work. Programmatic
advertising involves many intermediaries between advertiser and consumer and
there can be hundreds of companies involved in the bidding and thousands of
companies receiving data from the bid stream for any one auction. The data being
shared might include information about the website that auctions off its ad space,
about the users and what site they came from or how long they visit the site as well
as guesses about the users based on tracking their online behavior.

When they see an ad while visiting a website or watching a video, people often do
not know exactly how that ad reached them, which data points about them are being
relayed to whom, where that data came from and what targeting groups they are
being placed into (for example, regarding their assumed medical diagnoses, political
activity or financial status'!). Publishers and advertisers also have limited insights

Publishers and Advertisers: Final Report (Luxembourg: Publications Office of the European Union, 2023), p. 16-20; temi
lasade-anderson, “Mad Men,” Public Consent & Data Privacy, Heinrich-Bdll-Stiftung on YouTube, November 28, 2019; Check My
Ads Institute, AdTech Explainer Resources, 2024; Damien Geradin and Dimitrios Katsifis, An EU Competition Law Analysis of
Online Display Advertising in the Programmatic Age, European Competition Journal 15, no. 1 (January 2, 2019): p. 73-85, p.
94-96; Stephen Adshead et al., Online Advertising in the UK: A Report Commissioned by the Department for Digital, Culture,
Media & Sport (London: Plum Consulting, January 2019), p. 9-10 and 22-34; Marc Bourreau, Alexandre de Streel, and Inge Graef,
Big Data and Competition Policy: Market Power, Personalised Princing and Advertising” (Brussels: CERRE, February 16, 2017), p.
49-52; Competition and Markets Authority, Online Platforms and Digital Advertising: Market Study Final Report (London:
Competition and Markets Authority, January 7, 2020); Matthew Crain, Profit over Privacy: How Surveillance Advertising
Conquered the Internet (Minneapolis, MN: University of Minnesota Press, 2021); chapter 2 here explains and discusses
programmatic advertising: Michael Veale and Frederik Zuiderveen Borgesius, Adtech and Real-Time Bidding under European Data
Protection Law, German Law Journal 23, no. 2 (March 2022), p. 226-256; Lisa Macpherson, Why the DOJ's Google Ad Tech Case
Matters to You, Tech Policy Press, November 21, 2024.

9 Competition and Markets Authority, Online Platforms and Digital Advertising: Market Study Final Report — Presentation (London:
Competition and Markets Authority, January 7, 2020), p. 19.

10  For an overview and explanation, see chapter 2 in Victoire Rio, From Content to Payment: The Rise and Implications of Social
Media Ad Revenue Sharing (What to Fix, April 2024).



https://data.europa.eu/doi/10.2759/294673
https://www.youtube.com/watch?v=z2Vtha6WCSQ
https://checkmyads.notion.site/AdTech-Explainer-Resources-bd51609f9fbd4c5691de17f90edc9adf
https://doi.org/10.1080/17441056.2019.1574440
https://doi.org/10.1080/17441056.2019.1574440
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/777996/Plum_DCMS_Online_Advertising_in_the_UK.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/777996/Plum_DCMS_Online_Advertising_in_the_UK.pdf
https://cerre.eu/publications/big-data-and-competition-policy
https://assets.publishing.service.gov.uk/media/5efc57ed3a6f4023d242ed56/Final_report_1_July_2020_.pdf
https://www.upress.umn.edu/9781517905057/profit-over-privacy/
https://www.upress.umn.edu/9781517905057/profit-over-privacy/
https://www.cambridge.org/core/journals/german-law-journal/article/adtech-and-realtime-bidding-under-european-data-protection-law/017F027B4E78EBCAE1DCBC1E12B93B9D
https://www.cambridge.org/core/journals/german-law-journal/article/adtech-and-realtime-bidding-under-european-data-protection-law/017F027B4E78EBCAE1DCBC1E12B93B9D
https://techpolicy.press/why-the-dojs-google-ad-tech-case-matters-to-you
https://techpolicy.press/why-the-dojs-google-ad-tech-case-matters-to-you
https://assets.publishing.service.gov.uk/media/5f6df85be90e0747c22710b2/CMA_Online_Platforms_and_Digital_Advertising_market_study_presentation__web_.pdf
https://drive.google.com/file/d/1P2BomKmA8yKt0sBBTxuitiluCvITsX7e/
https://drive.google.com/file/d/1P2BomKmA8yKt0sBBTxuitiluCvITsX7e/
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into who advertises what and where their ads land, respectively. For example,
despite advertisers generally not wanting to appear next to racist, sexist or
antisemitic content, the automated systems do display ads — including from big
global companies — alongside such content, often without advertisers’ knowledge. 2
There are “brand safety” tools and approaches that aim to ensure that ads are only
shown where advertisers want them (via inclusion lists) or exclude places where they
do not want to advertise (via exclusion lists). Yet, researchers and activists have
criticized brand safety approaches, for example, for failures in their automated
classification of news websites. '3

Companies offering such brand safety tools are another part of the ad tech industry,
along with ad exchanges and other intermediaries and auxiliary services. Big online
platforms such as Facebook or TikTok are also part of this industry, as they offer ad
spaces to advertisers and ad delivery technologies. Taken together, the ad tech
industry is worth hundreds of billions of US dollars.

A note on the benefits and harms associated with online
advertising

A big industry association claims that online advertising powers the free and open
internet.!® Certainly, online advertising has been the de facto standard business
model for many websites, platforms and services. Many of them, such as news
outlets, are crucial for people to get informed and form their opinions. Yet, there are
also important downsides related to the online advertising business model. By now,
both the benefits and harms of the online advertising industry are well-established,
having been highlighted by industry practitioners and observers for years.1°
Therefore, this paper will not provide detailed analyses of benefits and harms,
instead offering some sources on this in appendix 1.

m Jon Keegan and Joel Eastwood, From “Heavy Purchasers” of Pregnancy Tests to the Depression-Prone: We Found 650,000 Ways
Advertisers Label You, June 8, 2023.

12 Research from journalists and activists has repeatedly uncovered such instances, see Emmet Lyons, Frank Andrews, and Joanne
Stocker, Ads for Republican and Democratic Groups Appear under Pro-Nazi, Racist Posts on X, CBS News, September 4, 2024;
Anti-Defamation League and Tech Transparency Project, Profiting from Hate: Platforms’ Ad Placement Problem, September 27,
2023; Marina Navarro, How Can Advertisers Stop Funding Online Hate and Disinformation?, Center for Countering Digital Hate,
July 25, 2024; the Check My Ads Institute routinely collects instances of advertisers appearing on racist websites or next to lies,
see Nandini Jammi and Claire Atkin, Check My Ads Institute.

13 Nandini Jammi and Claire Atkin, Inside the Chaos of Brand Safety Technology, Check My Ads Institute, December 16, 2020;
Adalytics, Tens of Thousands of News Articles Are Labeled as Unsafe for Advertisers, February 2, 2021; cf. Rachel Griffin, From
Brand Safety to Suitability: Advertisers in Platform Governance, Internet Policy Review 12, no. 3 (July 11, 2023).

14 Market analysis studies vary but share an estimate of at least $700 billion, see Global Market Insights, AdTech Market Size, Share
& Growth Trends Report, 2024-2032, December 2023; Grand View Research, AdTech Market Size, Share & Trends Analysis
Report, 2030, 2024; Fortune Business Insights, AdTech Market Size, Share & Trend, October 14, 2024.

15  IAB, The Free and Open Ad-Supported Internet (New York, NY: Interactive Advertising Bureau, January 2024).

16 As just three examples of analysts providing overviews years ago, see temi lasade-anderson, “Mad Men,” Public Consent & Data
Privacy, Heinrich-Boll-Stiftung on YouTube, November 28, 2019; Harriet Kingaby and Frederike Kaltheuner, Ad Break for Europe:
The Race to Requlate Digital Advertising and Fix Online Spaces (Brussels: Mozilla, September 30, 2020); Nathalie Maréchal,
Rebecca MacKinnon, and Jessica Dheere, Getting to the Source of Infodemics: It's the Business Model (Washington, DC: Ranking
Digital Rights, May 27, 2020); for more sources, see appendix 1.



https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you
https://themarkup.org/privacy/2023/06/08/from-heavy-purchasers-of-pregnancy-tests-to-the-depression-prone-we-found-650000-ways-advertisers-label-you
https://www.cbsnews.com/news/ads-republican-democratic-groups-appear-under-pro-nazi-racist-posts-x/
https://www.adl.org/resources/blog/profiting-hate-platforms-ad-placement-problem
https://counterhate.com/blog/how-can-advertisers-stop-funding-online-hate-and-disinformation/
https://checkmyads.org/
https://checkmyads.org/inside-the-chaos-of-brand-safety/
https://adalytics.io/blog/tens-of-thousands-of-news-articles-are-labeled-as-unsafe-for-advertisers
https://policyreview.info/articles/analysis/safety-to-suitability-advertisers-in-platform-governance
https://policyreview.info/articles/analysis/safety-to-suitability-advertisers-in-platform-governance
https://www.gminsights.com/industry-analysis/adtech-market
https://www.gminsights.com/industry-analysis/adtech-market
https://www.grandviewresearch.com/industry-analysis/adtech-market-report
https://www.grandviewresearch.com/industry-analysis/adtech-market-report
https://www.fortunebusinessinsights.com/adtech-market-110325
https://www.iab.com/wp-content/uploads/2024/01/IAB-Consumer-Privacy-Report-January-2024.pdf
https://www.youtube.com/watch?v=z2Vtha6WCSQ
https://www.youtube.com/watch?v=z2Vtha6WCSQ
https://assets.mofoprod.net/network/documents/Ad_Break_for_Europe_FINAL_online.pdf
https://assets.mofoprod.net/network/documents/Ad_Break_for_Europe_FINAL_online.pdf
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In short, potential harms include violations of data protection rules, security risks,
anticompetitive markets, fraud, discrimination and negative environmental
impacts. Companies within the industry as well as industry associations have tried
to address some of these issues. For example, there are self-regulatory efforts
regarding the content of ads!”, ad fraud and disinformation’® , several initiatives on
environmental concerns'® | networks of advertisers, publishers and ad tech
companies trying to tackle transparency in the industry as well as technical
standards2® on data protection, ad labels or supply chain transparency. The results
of such efforts are mixed. For instance, the trend towards technical standards that
allow for a better review of the advertising supply chain has grown. This marks an
improvement but still has not stopped fraudulent behavior in the supply chain.

EU laws on online advertising

In addition to self-regulatory industry measures, various EU laws have for years
touched upon online advertising markets. For example, data protection and media
regulation rules apply to companies in the online ad industry. Yet, there is no
comprehensive dedicated legal framework for the industry. In the future, a planned
law, the Digital Fairness Act, could have implications for online advertising as well,
as it might include rules on profiling, influencer marketing and deceptive design.2!

Based on a survey of selected key EU laws touching on the online advertising
industry (see table 1 below)?2, three conclusions can be drawn:

(1) EU lawmakers have been aware of some of the harms associated with online
advertising for years. This is reflected in the fact that some recitals, that is, the
explanations of EU laws, specifically mention various concerns with online
advertising. For instance, the opacity of data processing for programmatic
advertising is acknowledged in data protection and competition rules.

(2) Despite this awareness, rules on online advertising only address parts of the
online advertising industry. Although recitals across various laws pinpoint several

17  International Chamber of Commerce, The ICC Advertising and Marketing Communications Code, 2024; European Advertising
Standards Alliance, The Codes, 2024; Deutscher Werberat, Haufig gestellte Fragen zum Deutschen Werberat, 2019.

18  Conscious Advertising Network, The Manifestos, 2024.

19  The approach and members of such initiatives differs considerably; examples include Purpose Disruptors, Advertised Emissions,
2024; Climate Action Against Disinformation, 2024; Ad Net Zero, Advertising’s Response to the Climate Emergency, 2024.

20 IAB UK and IAB Tech Lab, Tackling Advertisers’ Challenges Online: The Essential Standards, October 3, 2023.

21 Ursula von der Leyen, Mission Letter to Michael McGrath, September 17, 2024, p. 7; for a Commission analysis related to a
potential Digital Fairness Act, see European Commission, Commission Staff Working Document: Fitness Check of EU Consumer
Law on Digital Fairness (Brussels: European Commission, October 3, 2024).

22 For a detailed analysis of the legal framework, see chapter 7 in Catherine Armitage et al., Study on the Impact of Recent
Developments in Digital Advertising on Privacy, Publishers and Advertisers: Final Report (Luxembourg: Publications Office of the
European Union, 2023); annex 1in this study also provides further analysis: Niklas Fourberg et al., Online Advertising: The Impact
of Targeted Advertising on Advertisers, Market Access and Consumer Choice (Luxembourg: European Parliament, June 21, 2021)



https://iccwbo.org/business-solutions/the-icc-advertising-and-marketing-communications-code/
https://www.easa-alliance.org/about-ad-standards/the-codes/
https://werberat.de/haeufig-gestellte-fragen-zum-deutschen-werberat/
https://www.consciousadnetwork.com/the-manifestos/
https://www.purposedisruptors.org/advertised-emissions
https://caad.info/
https://adnetzero.com/
https://www.iabuk.com/sites/default/files/public_files/Tackling%20advertisers'%20challenges%20online%20-%20the%20essential%20standards.pdf
https://commission.europa.eu/document/download/907fd6b6-0474-47d7-99da-47007ca30d02_en?filename=Mission%20letter%20-%20McGRATH.pdf
https://commission.europa.eu/document/download/707d7404-78e5-4aef-acfa-82b4cf639f55_en?filename=Commission%20Staff%20Working%20Document%20Fitness%20Check%20on%20EU%20consumer%20law%20on%20digital%20fairness.pdf
https://commission.europa.eu/document/download/707d7404-78e5-4aef-acfa-82b4cf639f55_en?filename=Commission%20Staff%20Working%20Document%20Fitness%20Check%20on%20EU%20consumer%20law%20on%20digital%20fairness.pdf
https://data.europa.eu/doi/10.2759/294673
https://data.europa.eu/doi/10.2759/294673
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/662913/IPOL_STU(2021)662913_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/662913/IPOL_STU(2021)662913_EN.pdf
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risks of online advertising, there is no holistic view of the industry. Rather, some
laws address data processing, others tackle labeling and still others deal with data
sharing. This is not bad in and of itself, but this fragmentation may hinder
establishing an approach that addresses the specific structure and issues of the online
ad industry on its own and not only as part of other policy considerations.
Moreover, many of the laws rely on consent, which problematically leaves much of
the responsibility with consumers. 23

(3) With this fragmented approach, the excesses and harms of the online advertising
industry have not yet been curtailed. Some EU laws touching upon online
advertising have been applicable for years, while others are rather new (such as the
Digital Markets Act (DMA)) or not even fully in effect (such as the rules around
transparency for political ads). This makes an overall evaluation impossible at this
point. However, because a comprehensive approach to online advertising is lacking,
regulatory gaps are likely to persist®#, thus also allowing harms to persist.

Table 1. Selected EU laws (and one co-regulatory ap-
proach) affecting ad tech

Law, area,

Approach related to online Explicit mentions of harms or risk
start of full . . -
- advertising related to online advertising
application
Applies to all processing of personal
data, which includes processing in
the ad tech industry[1]
GDPR g?y eal:ssp;iztls ;:gsent for processing
(General Data P
Protection . .
Regulation) Data processing for online
g [1] For the legal reasons why that is, advertising is opaque (recital 58)
Data . A
rotection see section C in Michael Veale and
f\)/I 20118 Frederik Zuiderveen Borgesius,
ay Adtech and Real-Time Bidding under
European Data Protection Law,
German Law Journal 23, no. 2
(March 2022).
DMA Explicitly covers ad tech Ad tech risks unfair business
(Digital intermediaries, albeit only big ones practices and creates barriers of
Markets Act) called gatekeepers (initially, entry through data accumulation
Competition Amazon’s, Alphabet’s and Meta’s ad (recitals 14, 36); programmatic

23 Asjust two studies highlighting the issues with consent in data protection, see Elettra Bietti, Consent as a Free Pass: Platform
Power and the Limits of the Informational Turn, Pace Law Review 40, no. 1 (January 17, 2020), p. 310; Benjamin Bergemann, The
Consent Paradox: Accounting for the Prominent Role of Consent in Data Protection, in “Privacy and Identity Management. The
Smart Revolution”, edited by Marit Hansen et al. (Cham: Springer International Publishing, 2018), p. 111-131.

24 Reviews of EU laws have come to these conclusions both before and after the DSA and DMA were finalized, see Catherine
Armitage et al., Study on the Impact of Recent Developments in Digital Advertising on Privacy, Publishers and Advertisers: Final
Report (Luxembourg: Publications Office of the European Union, 2023); Niklas Fourberg et al., Online Advertising: The Impact of
Targeted Advertising on Advertisers, Market Access and Consumer Choice (Luxembourg: European Parliament, June 21, 2021).
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https://www.cambridge.org/core/journals/german-law-journal/article/adtech-and-realtime-bidding-under-european-data-protection-law/017F027B4E78EBCAE1DCBC1E12B93B9D
https://eur-lex.europa.eu/eli/reg/2022/1925
https://digitalcommons.pace.edu/plr/vol40/iss1/7
https://digitalcommons.pace.edu/plr/vol40/iss1/7
https://www.econstor.eu/bitstream/10419/180107/1/f-21375-full-text-Bergemann-2018-Consent_Paradox-v2.pdf
https://www.econstor.eu/bitstream/10419/180107/1/f-21375-full-text-Bergemann-2018-Consent_Paradox-v2.pdf
https://data.europa.eu/doi/10.2759/294673
https://data.europa.eu/doi/10.2759/294673
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services)
Key aspects: Prohibition of

advertising is complex, opaque,

May 2023 combining data without consent; .
. costly (recital 45)

transparency towards advertisers
and publishers

DSA Mostly concerns online platforms

(Digital Y P Advertising as basis for platforms;

. and marketplaces . .

Services Act) risks of ads for illegal content or
Key aspects: Transparency rules; . L ) .

Platform L. . incentivizing/financing platforms

. some data use restrictions for online o .

regulation . with illegal content; risk of
advertising on platforms (the A .

February . . discrimination (recital 68)
strictest ones for ads to children)

2024

E-privacy Data protection rules on location and

directive traffic data (in addition to the GDPR)

Data Key aspect: Consent to store No harms explicitly mentioned

protection cookies or other information on

April 2006 people’s devices

Transparency
and targeting

Only covers political advertising

Data processing for political
advertising can lead to

of political (both online and offline) fragmentation, privacy breaches
ads Key aspect: Transparency rules; (recitals 6, 74); political advertising
Political some data use restrictions for online can be driver of disinformation
advertising political ads (recital 4); political advertising
October 2025 industry is complex (recitals 1, 52)
EMFA

(European - )

Media Mostly concerns media services Platforms providing ad services take

Freedom Act)
Media
regulation
August 2025

Key aspect: Transparency rules for
audience measurement

away money from journalism (recital
4): ad audience measurement is not
transparent (recital 69)

AVMSD
(Audiovisual - . )
. Concerns audiovisual media services
Media - ;
Services and video-sharing platforms
. . Key aspect: Prohibition for Ads can have negative effects on
Directive) . . . -
Media video-sharing platforms to use children (recitals 27-30)
. minors’ personal data for
regulation commercial purposes
December purp
2018
_Code'of Explicitly covers ad tech industry . . .
practice on Online advertising can drive money

disinformation

Co-regulation:

regarding disinformation, albeit in a
voluntary manner
Key aspects: Ad sellers and buyers

to disinformation websites (Il.b, Il.d,
IL.f); the ad tech “ecosystem” is

Voluntgry to avoid placing ads next to opaque (Il.g); brand safety tools not
commitments disinformation widely used (Il.h)
June 2022

Notes:

1. The harms mentioned here are mainly taken from the recitals of the various laws,
that is, their respective explanations. The evidence basis for these harms varies and
it is rarely the case that ad tech on its own is responsible for specific individual or

societal harms. For example, a link between disinformation and online advertising


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32022R2065
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02002L0058-20091219
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02002L0058-20091219
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024R0900
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024R0900
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024R0900
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024R0900
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024R1083
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02010L0013-20181218
https://digital-strategy.ec.europa.eu/en/library/2022-strengthened-code-practice-disinformation
https://digital-strategy.ec.europa.eu/en/library/2022-strengthened-code-practice-disinformation
https://digital-strategy.ec.europa.eu/en/library/2022-strengthened-code-practice-disinformation
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can be drawn, but the spread of disinformation also must be considered through
political, psychological and other lenses. Similarly, discussions on the downturn in
traditional journalistic competitiveness mentioned in the European Media Freedom
Act must acknowledge general changes in digital news media consumption and the
fact that, before the rise of platforms, there were potential harms from oligopolistic

structures as well.2°

2. In addition to such laws, regulators in various fields and countries have led
in-depth inquiries into the online ad industry, for example, in Australia6,
Germany?” and the United Kingdom?8. Court cases also touch upon the industry,
most prominently the lawsuits against Google in Canada?® and the US®°.

The DSA online ad codes now join the ranks of EU (co-)regulatory schemes
addressing the ad tech industry. The following chapter provides an overview of how
online advertising is handled in the DSA, emphasizing the role of the codes of
conduct.

The DSA codes of conduct for online
advertising: Key points and open
questions

The DSA touches upon the ad tech industry, but this is not its main focus. The law is
primarily a list of corporate due diligence rules aimed at platforms and apps
distributing user-generated content, not the underlying online advertising industry.
The DSA is a rulebook for online services such as hosting providers, video apps,
search engines, marketplaces and social media sites.3! Among other provisions, it
requires services to have reporting mechanisms for users and explain their

algorithmic recommender systems.

25 For discussions, see Michael Karanicolas, Disrupting Journalism: How Platforms Have Upended the News, Columbia Journalism
Review, February 13, 2023; Renate Fischer and Otfried Jarren, The Platformization of the Public Sphere and Its Challenge to
Democracy, Philosophy & Social Criticism 50, no. 1 (January 1, 2024), p. 200-215; Josh Marshall, Scale Was the God That Failed,
The Atlantic, April 2, 2021.

26 Australian Competition and Consumer Commission, Digital Advertising Services Inquiry: Final Report (Canberra: Australian
Competition and Consumer Commission, August 2021).

27 Bundeskartellamt, Bundeskartellamt Publishes Report on Non-Search Online Advertising for Public Discussion, August 29, 2022.

28 Competition and Markets Authority, Online Platforms and Digital Advertising: Market Study Final Report (London: Competition
and Markets Authority, January 7, 2020).

29 Competition Bureau Canada, Competition Bureau Sues Google for Anti-Competitive Conduct in Online Advertising in Canada,
November 28, 2024.

30 United States Department of Justice, U.S. and Plaintiff States v. Google LLC [2023], January 25, 2023; for in-depth resources on
the case, see Check My Ads Institute, US v Google: The Antitrust Trial of the United States v. Google, LLC, 2024; the European
Commission is leading a similar case, see AT.40670: Google — Adtech and Data-Related Practices, 2023.

31  For an overview of what the DSA means in practice, using its oversight structure as an example, see Julian Jaursch, The Digital
Services Act Is in Effect - Now What? What the Establishment of Digital Services Coordinators across the EU Means for Platform
Users, Researchers, Civil Society and Companies (Berlin: Stiftung Neue Verantwortung, February 8, 2024).



https://www.cjr.org/special_report/disrupting-journalism-how-platforms-have-upended-the-news-intro.php/
https://doi.org/10.1177/01914537231203535
https://doi.org/10.1177/01914537231203535
https://www.theatlantic.com/ideas/archive/2021/04/digital-news-industry-was-built-lies/618490/
https://www.accc.gov.au/system/files/Digital%20advertising%20services%20inquiry%20-%20final%20report.pdf
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2022/29_08_2022_SU_Online_Werbung.html
https://assets.publishing.service.gov.uk/media/5efc57ed3a6f4023d242ed56/Final_report_1_July_2020_.pdf
https://www.canada.ca/en/competition-bureau/news/2024/11/competition-bureau-sues-google-for-anti-competitive-conduct-in-online-advertising-in-canada.html
https://www.justice.gov/atr/case/us-and-plaintiff-states-v-google-llc-2023
https://www.usvgoogleads.com/
https://competition-cases.ec.europa.eu/cases/AT.40670
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In relation to online advertising, the DSA requires platforms to clearly label online
ads. They must refrain from using sensitive data for ads, for example, data revealing
sexuality, race or political opinions. No personal data of any kind can be used to
target minors with ads. Very large online platforms and search engines (VLOPs) —
that is, those with over 45 million monthly active users in the EU — must
additionally assess potential risks stemming from their ad systems and must offer
public databases collecting all online ads. Regulators and researchers may under
certain circumstances also request data to study VLOPs’ advertising systems.

These mandatory DSA rules cover VLOPs like Amazon, Facebook, Google,
Instagram, TikTok and YouTube. However, again, the DSA treats these companies
mostly as platforms for user-generated content, not emphasizing their roles as ad
tech companies. Other “standalone” demand- or supply-side platforms or ad
exchanges are not covered by the DSA at all because those companies are not
considered platforms.3? Still, the DSA transparency mandates indirectly affect ad
tech companies, as online platforms will likely have to at least partly rely on their
business partners in the ad tech industry to comply with the rules.

Overview of the DSA ad codes

To spell out some of the DSA’s legal mandates regarding online advertising in greater
detail, the law calls for voluntary codes of conduct on online advertising. While the
DSA envisions codes of conduct on various topics related to illegal content and
other systemic risks online (Article 4533), the codes on online advertising (Article

4634) stand out for several reasons:

¢ The codes are mentioned in their own separate article. Advertising is thus singled out
as a key topic for codes of conduct (along with codes for accessibility in another article),
yet without an explicit connection to treating systemic risks.

¢ The codes are intended to include many more stakeholders than are covered by the
DSA. For instance, organizations “in the programmatic advertising value chain” as well
as civil society organizations should be included in developing the codes. Crucially, this
means that both advertising on platforms as well as on non-platform websites and apps
could be covered (see section 3.1 for the distinction).

¢ Contrary to the general codes, there are clear deadlines for the codes on online
advertising: February 18, 2025, for the codes to be developed and six months later for
them to be applicable.

The Commission is supposed to “encourage and facilitate” codes on online

32 Martin Husovec calls ad exchanges an “open case”, as they might be considered marketplaces, see chapter 20.2 in Principles of
the Digital Services Act (Oxford: Oxford University Press, 2024).
33  Article 45 DSA

34  Article 46 DSA



https://global.oup.com/academic/product/principles-of-the-digital-services-act-9780192882455
https://global.oup.com/academic/product/principles-of-the-digital-services-act-9780192882455
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022R2065#d1e4650-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022R2065#d1e4679-1-1
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advertising with the following goals and characteristics:

» The codes should improve transparency beyond the DSA rules on online ad labels (for
all platforms) and ad repositories (for VLOPs). This is meant to support a “competitive,
transparent and fair environment in online advertising”.

¢ In particular, the codes should “at least” spell out some more details on the labels for
ads, the ad repositories and data monetization.

¢ The codes are voluntary. Signatories are merely “encouraged” to comply with them.

Opportunities and limits of the DSA ad codes

Despite the rough framework outlined in section 4.1, important ambiguities and
open questions remain. For one, all DSA codes of conduct — not just those for
advertising — are voluntary but they are also tied to platforms’ overall compliance
duties. This gives them a peculiar position in the law, between voluntary
self-regulation and mandatory regulation.3® This is especially the case for VLOPs. If
VLOPs sign up to codes of conduct, their compliance with the codes will be audited
by independent auditors, just like companies’ compliance with mandatory DSA
rules. It remains unclear how these connections between “voluntary” commitments
and legal obligations will play out in practice. The codes’ connection to any future
voluntary industry standards, which the DSA also calls for3¢ and which are different

from codes of conduct, is just as unclear.3”

Another major ambiguity is the codes’ scope. On the one hand, the DSA article is
narrowly worded, calling for the codes to “contribute to further transparency” with
mentions of specific transparency obligations in the DSA. On the other hand, it
references transparency around “data monetization”, which is not defined further
and is not linked to any specific DSA articles. The language for ensuring a
“‘competitive, transparent and fair environment in online advertising” also suggests a
wide scope of the article, going beyond the transparency of individual ads and rather
addressing transparency in the online ad market.

Furthermore, the role of the Commission and other stakeholders is not spelled out
in detail. This leaves questions about the development of the code open: How far

does the Commission’s “encouragement” go and what leeway do other stakeholders
have in shaping the codes?

35 Rachel Griffin, Codes of Conduct in the Digital Services Act: Functions, Benefits & Concerns, Technology and Regulation 2024
(September 2, 2024), p. 175-177; chapter 20.2 in Martin Husovec, Principles of the Digital Services Act (Oxford: Oxford University
Press, 2024).

36 Article 44 DSA

37  For the advertising codes, there is another potential overlap, as the European Media Freedom Act calls for codes of conduct on
audience measurement. These are primarily aimed at audience measurement companies but can include platforms and “other
interested parties”, which might possibly touch upon ad tech companies as well.
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These ambiguities make it difficult to predict what the codes will look like and how
well they can work in practice. Their effects should, in any case, not be
overestimated. They do remain voluntary commitments — despite the connection to
the DSA mandates, whatever form this will take. Especially for ad tech companies
that sign on to the codes but are otherwise not covered by the DSA, there are no
sanctions envisioned and thus few incentives for compliance. Experience with
online advertising has shown that self-regulation can be helpful to a certain extent,
but that fundamental business imperatives to collect data and profile people will not
be addressed without legal mandates.3® Moreover, when relying on self-regulation,
there is a risk of companies using codes as a pretext to delay or water down
regulation by arguing to keep trying self-regulation first.

Even if accepting the premise that self-regulation in the ad industry is useful, the
codes’ narrow focus on transparency further constrains their power because
transparency measures have limitations in and of themselves. Transparency is
helpful for consumers and an important prerequisite for some regulatory actions,
but it is not enough on its own, as researchers have identified for key tech issues in
general®® and with a view to the DSA in particular?. There is a risk that the high
number of well-meaning transparency measures such as content moderation
reports, databases, audits and risk assessments are overwhelming for consumers,
researchers and regulators. While these measures differ in approaches, goals and
target audiences, an overarching concern is that the DSA might reduce information
asymmetries between platforms and consumers/regulators but still not necessarily
address power imbalances. There might be considerable transparency around
various topics, but that does not necessarily mean that consumers and regulators can
act on this information. More generally, the fundamental limitations of transparency
measures clearly highlight that other interventions are necessary (see appendix 2 for
examples).

38  For a history of US policymakers’ deliberate choice to allow the online ad industry to regulate itself and how early EU data
protection rules tie into this, see chapters 1, 2 and 6 (for the EU angle) in Matthew Crain, Profit over Privacy: How Surveillance
Advertising Conquered the Internet (Minneapolis, MN: University of Minnesota Press, 2021).

39 Mike Ananny and Kate Crawford, Seeing without Knowing: Limitations of the Transparency Ideal and Its Application to Algorithmic
Accountability, New Media & Society, December 13, 2016; Bernhard Rieder and Jeanette Hofmann, Towards Platform
Observability, Internet Policy Review 9, no. 4 (December 18, 2020); Matthew Crain, The Limits of Transparency: Data Brokers and
Commodification, New Media & Society 20, no. 1 (January 1, 2018), p. 88-104.

40 Paddy Leerssen, Outside the Black Box: From Algorithmic Transparency to Platform Observability in the Digital Services Act,
Weizenbaum Journal of the Digital Society 4, no. 2 (May 15, 2024); Marta Maroni, “Mediated Transparency”: The Digital Services
Act and the Legitimisation of Platform Power, in “(In)Visible European Government: Critical Approaches to Transparency as an
Ideal and a Practice”, edited by Maarten Hillebrandt, P3ivi Leino-Sandberg, and Ida Koivisto (Abingdon/New York, NY: Routledge,
2024); Davide Carneiro and Guilnerme Palumbo, Towards a Concrete Implementation of the Principle of Transparency in the
Digital Services Act, in “New Trends in Disruptive Technologies, Tech Ethics and Artificial Intelligence”, edited by Daniel H. de la
Iglesia, Juan F. de Paz Santana, and Alfonso J. Lépez Rivero (Cham: Springer Nature Switzerland, 2023), p. 237-248; Robert
Gorwa and Timothy Garton Ash, Democratic Transparency in the Platform Society, in “Social Media and Democracy: The State of
the Field”, edited by Nate Persily and Josh Tucker (Cambridge: Cambridge University Press, 2020). It is important to note that
there is still considerable research based on DSA measures, which nonetheless highlight some weaknesses, for instance,
regarding the DSA database on statements of reason or content moderation reporting, see Rishabh Kaushal et al., Automated
Transparency: A Legal and Empirical Analysis of the Digital Services Act Transparency Database, 2024, p. 1121-1132; Alessia
Zornetta, |s The Digital Services Act Truly A Transparency Machine?, Tech Policy Press, July 11, 2024; for a related argument
regarding the risk of overcompliance with quantitative content moderation reporting, see also Daphne Keller, The Rise of the
Compliant Speech Platform, Lawfare, October 16, 2024.
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Despite these weaknesses and limitations, the explicit mention of online advertising
codes of conduct in the DSA presents several potential opportunities:

(1) Transparency: Most importantly in the short term, well-developed, progressive
and strongly enforced codes could help address some current shortcomings of the
online advertising industry, specifically considering the broad reference to “data
monetization.”

(2) Bridge to more holistic approaches: Most importantly over the long term, the
codes can serve as a test for any potential remedies to deal with the opacity and
other structural ills plaguing the advertising industry. They can reveal gaps in DSA
coverage that could be addressed in separate laws. As such, the codes offer the
opportunity to be a bridge to a more comprehensive and specialist regulatory
system.

(3) Overarching topics: The headline for the codes speaks of “online advertising” and
not only, as at least one industry group had called for#', “online advertising
transparency”. While the main focus is nonetheless on transparency, this wording —
along with the rather broad and undefined term “data monetization” — would allow
the Commission, industry and civil society to address other issues in the future.

(4) Speed: Even if the deadlines for the codes were missed by some months, it would
be all but guaranteed that the codes would be in place before any reforms or
dedicated new laws on profiling are close to being finished. Some improvements
could thus be achieved in the short term.

(5) Multistakeholder approach: The codes require involvement by more actors than
are covered by the DSA, such as advertising intermediaries. While the number and
heterogeneity of actors could complicate their development, this could also be an
asset. It is an important exercise in getting different people around the table to work
on technical matters related to online advertising. It could establish or deepen
networks that might not only be important for enforcing the codes but also for any

future regulations.

(6) Dry run for legislation: If EU policymakers table specialized ad tech legislation in
the future, the codes of conduct can be considered not only a test regarding the
approaches they cover, but also regarding their development and enforcement. Who
participated in what way? In particular, were civil society voices heard? What
lobbying is expected during a lengthy legislative process? Which issues proved to be
most difficult to find compromises on?

41  Federation of European Data and Marketing, Position Paper: Requlation on a Single Market for Digital Services (Digital Services
Act), March 29, 2021, p. 8.
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With these potential benefits and drawbacks in mind, the following chapter offers
suggestions on how the Commission, industry and civil society might consider and
develop DSA codes of conduct for online advertising.

The way forward: A DSA ad code
and the need for action beyond that

The DSA includes some minimum requirements of what ad codes should cover and
mentions deadlines (see section 4.1). The fact that the DSA sets such specific
requirements makes it seem likely that the Commission will indeed make some
attempt to arrive at codes of conduct — after all, the DSA contains a clear
encouragement to do so. However, the overall limitations of the codes discussed in
section 4.2 are serious enough to warrant a consideration of whether ad codes can
be useful at all and if so, under what circumstances.

I argue that DSA ad codes can only achieve substantive benefits if the Commission,
industry and civil society agree on adopting a wide interpretation of “data
monetization.” Comparatively minor improvements regarding ad labels and ad
repositories could also be made in settings outside of the DSA.

The following sections present some suggestions on how a DSA ad code could be
developed with an emphasis on enhanced data monetization transparency.
Interpreting data monetization broadly would allow for an expansion of the DSA’s
transparency measures. This would shift the focus of transparency efforts from
individual ads to the ad industry. It would also cover different services and practices
not within the scope of the DSA. So far, the DSA is narrowly focused on certain
online services, whereas the potential harms for consumers that the DSA tries to
tackle might emanate just as much from other services not covered, for instance,
platforms that are not “very large” according to the DSA. This was also pointed out
by various respondents to a Commission consultation regarding EU consumer law,
mostly from consumer protection organizations.*? They called for a uniform
application of consumer protection rules, that is, not just on (very large) online
platforms.

If instead a rather minimal approach to codes of conduct for online advertising is
taken, it must be questioned whether this is a worthwhile endeavor. It is simply not
useful to develop a code for the sake of developing a code. In fact, it would be

42 European Commission, Commission Staff Working Document: Fitness Check of EU Consumer Law on Digital Fairness (Brussels:
European Commission, October 3, 2024), p. 62 and 168.
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wasteful, considering the limited resources and staff of stakeholders. Therefore, the
Commission, industry and civil society should reflect on the approach to and
potential specific content of ad codes together, for instance, via a time-limited series
of dedicated roundtables. With such a joint reflection on the necessity of a code,
arguably, the requirement for “Commission encouragement,” as stipulated in the
DSA, would be fulfilled. If very few or limited transparency benefits can be
achieved, the deadline mentioned in the DSA for further work on a code should
become obsolete.

Overall, considering the opportunities and limitations of the DSA against the
backdrop of the state of the online advertising industry, the Commission, industry
and civil society should discuss steps beyond voluntary codes of conduct. The
working relationships built to reflect on and/or develop the DSA ad codes could be
the cornerstone for an open dialogue to more clearly identify the gaps in
enforcement and legislation to be addressed beyond any ad codes. Some suggestions
for this are presented in appendix 2.

Scope: One code on transparency rules for the
entire online advertising industry

Although the DSA refers to codes of conduct in the plural, the initial focus should
be on only one code of conduct regarding the transparency matters mentioned in
the DSA. Otherwise, there is a risk of overextending self-regulatory approaches (and
the resources of the organizations involved). While focusing on a few specific topics,
the code should address a multitude of actors in the ad tech industry, concerning
walled garden platforms, the open web and search engines. In doing so, various
types of companies and business models will be addressed at the same time, which
could prove difficult. Yet, an encompassing approach is more promising than
covering only platforms. The key benefit of a DSA code would be that it can go
beyond the services legally bound by the DSA because many ad tech companies as
well as smaller search engines are not considered platforms under the DSA.

Concretely, the scope of the ad code should cover the entire online advertising
industry, that is, online platforms and search engines of all sizes, other publishers
and supply-side platforms, ad networks and exchanges, demand-side platforms,
agencies and advertisers. Providers of brand safety, verification and ad measurement
tools as well as data brokers and data management platforms should also fall within
the scope. It is crucial to have large industry representatives as signatories, for
instance, big global agencies, advertiser and publisher associations and companies
running ad exchanges. These entities shape the online advertising industry with
their standards and/or market positions. At the same time, smaller companies and
associations need to be represented as well, as their positions might differ from
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those of larger organizations.

Expectation management: The limits of a trans-
parency-focused code

If there is a decision to develop a code of conduct, the Commission must walk a fine
line. It needs to make clear that the ad tech industry is expected to help develop and
adhere to a code that brings about improvements for consumers (and also
businesses) and is not merely performative. However, the Commission must also
acknowledge that the code can only do so much in the absence of binding legislation.
Therefore, before starting work on the code, policymakers and industry
representatives should agree on the parameters, goals and limits of the code.

Because of its limited focus in the face of larger structural issues in the ad tech
industry (see appendix 1), the code should include an explicit acknowledgement of
open issues that need to be addressed in legislation. This might be difficult for some
industry participants to agree to, but it would clearly show their good-faith

commitment to improvements beyond transparency topics.

Moreover, to at least partially address the limitations of transparency measures (see
section 4.2), the code needs to be clear about who should benefit from the measures
(consumers, researchers, regulators, other businesses?). It is also vital that various
groups can actually do something with the information they receive, beyond merely
learning about how advertising works (for instance, do consumers have a chance to
opt out of certain types of advertising? Do regulators have enough expertise and
resources to feed investigations into potential infringements?).

Development process: External mediator to co-
ordinate Commission, industry and civil society

The development of the online ad code should be coordinated by the Commission,
with the help of an external mediator, and should include industry practitioners as
well as experts from civil society and academia. Arriving at this setup is based on
the demands of the DSA for the code as well as lessons from previous EU-level codes
with a relation to the DSA.

The practical matter of how to come to a final code is left open in the DSA. The
Commission is tasked to “facilitate” the industry’s drafting of the code but it remains
unclear what companies or industry organizations play what role, who writes the
first draft and what the model is to find compromise. In practice, a coordination
effort by the Commission will be necessary, as it is unlikely that the vast and
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heterogeneous online advertising industry will gather itself in time. Nevertheless,
several industry networks and associations do exist that the Commission should tap
into. Relatedly, the Commission should also gather feedback internally and from
signatories of the code on countering illegal hate speech and the code of practice on

disinformation to inform their work on the ad code.43

In particular, the rewriting of the code of practice on disinformation can offer
valuable lessons. The development of this code was rather inclusive with a diverse
set of stakeholders, including platforms, civil society groups and fact checkers. Yet,
the revision process was long and drawn out. It became clear that all organizations
involved were at pains to muster resources for this, which was a particular issue for
civil society actors compared to corporate actors. Once an external mediator was
installed, the pace of the process picked up. This experience should make developers
of the ad code opt for an external mediator much sooner in the process.
Additionally, in the face of a potentially large group of organizations involved, it
could be useful to have smaller working groups or roundtables with industry and
civil society representatives, allowing them to work on specific technical topics.
Recommendations from these smaller dedicated discussions could then be presented

and discussed as final drafts in a bigger setting.

As foreseen in the DSA, the development process should make use of technical
expertise and experience with self-regulation from industry representatives. These
representatives should cover all aspects of online advertising, from publishers to ad
tech providers to advertisers, and come not only from bigger companies and
associations but also smaller ones. It is vital to complement business perspectives
with voices from civil society and academic groups, many of which have studied
online advertising for years. Contrary to early practices of industry self-regulation
that did not include civil society expertise44, a key benefit of a DSA ad code would
be that its development is driven not only by business interests.

Moreover, the expertise from data protection and human rights authorities such as
the European Data Protection Supervisor and Fundamental Rights Agency must be
heard to ensure that the codes are in line with laws in these areas. This engagement
is explicitly called for in the DSA (recital 107). Engagement with the European
Board for Digital Services, which is made up of the Commission and national Digital
Services Coordinators (DSCs), is not explicitly foreseen in the DSA for the ad code.
This should nonetheless be considered to ensure that national and EU-level

43 It could also be helpful to learn from certification schemes under the General Data Protection Regulation. With a specific focus on
digital advertising, a UK coalition has started work on such a scheme in late 2024, see Coalition for Privacy Compliance in
Advertising, Seeking Requlatory Approval for the First Privacy Certification Scheme for Digital Advertising, 2024.

44 For a historical account in the US context, see chapter 2 in Matthew Crain, Profit over Privacy: How Surveillance Advertising
Conquered the Internet (Minneapolis, MN: University of Minnesota Press, 2021).
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interpretations of ad transparency are in line. Moreover, the DSCs could bring in
expertise on ad tech companies from their respective member states and could
support an evaluation of the code.

Ad label transparency: Build on existing mea-
sures from industry and academia

Ad labeling is an important measure of consumer-facing transparency. It should
help people distinguish ads from other content and to learn who is paying to reach
them and how. Researchers and regulators can benefit from the practice, too.
Researchers can use ad labels to study advertisers, targeting and messaging.
Regulators could draw from labels whether any advertising or targeting practices
violate the DSA or other laws. The different demands for consumers and researchers
should be kept in mind when discussing ad labels: Generally speaking, researchers
and regulators will require more detailed, machine-readable information, while
consumers should be presented with easy-to-access and easy-to-understand

overviews (and the option to learn more if they so choose).

Many online platforms and other publishers have long had voluntary measures for
ad labels and there are some sector-specific rules as well *° . With the DSA, there are
now EU-wide requirements for ad labels on online platforms.*® There is also
another EU law requiring ad labels: the regulation on transparency and targeting of
political advertising. This law covers both online and offline political advertising, so
the ad labels discussed there can be different (for instance, they could also entail a
notice on a poster presenting a political party on the street). Nonetheless, it makes
sense to coordinate ad labeling efforts between the DSA and the political ads
transparency law, especially since the latter requires the Commission to develop
formats and templates for political ad labels and calls for a code of conduct on
political ad labels.#” There should be neither duplication nor conflict between the

two laws. Ideally, there would be one overarching approach to ad labels.

A code of conduct focused on ad labels could build on and improve existing
approaches to such labeling. While existing approaches have weaknesses, it is still
more helpful to tackle these weaknesses rather than disregarding them altogether.

45  As one example. the German media authorities issue guidelines for ads in certain online media, which mostly focus on
distinguishing ads from other content and not providing any further information, see Die Medienanstalten, Media-Authority
Guidelines: Labelling of Advertising in Online Media (Berlin: Die Medienanstalten, May 2022); the German version of these
guidelines has since been updated, see Die Medienanstalten, Leitfaden der Medienanstalten: Werbekennzeichnung bei
Online-Medien (Berlin: Die Medienanstalten, June 2024); European Interactive Digital Advertising Alliance, The Advanced
Advertising Transparency Programme (AATP), 2024.

46  Article 26 DSA

47 Article 11(4) and 11(5) in the regulation on the transparency and targeting of political advertising
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This would show some acknowledgement of companies’ and associations’ previous
efforts and place less strain on the resources of the code authors. Specifically, the
code could address three weaknesses in the current system: one related to ads on
platforms, one related to ads on the open web and one general issue. The labeling of

influencer advertising should be addressed outside of the code.

More details for ad labels on platforms

It would be desirable if the information provided to users about ads were
standardized across platforms. A DSA ad code could promote this effort.
Acknowledging that platforms and their audiences, business models and content/ad
formats differ widely, it still seems feasible to approximate the information of ad
labels and how it is being presented even more. A code would also enable outside
voices from civil society and the Commission to provide more structured input into
the development of platforms’ ad labels, rather than allowing companies or industry

groups to determine how they go about ad labeling by themselves.

On “walled garden” online platforms, ad labels have been around for some time,
especially on bigger ones such as Facebook, TikTok or YouTube. For example, some
search engines and platforms have implemented various forms of a “Why am [
seeing this ad?” feature (as it is called on Facebook). Often, it also allows users some
degree of choice regarding what types of ads based on what data they see. However,
platforms’ transparency labels often lack detailed information on targeting criteria
and sponsors. For example, on YouTube, an ad for a fitness studio might run and
people might only be able to see the ad tech intermediary behind the ad but not the
ultimate sponsor (that is, the fitness studio). In this example, this is typically not a
big challenge and easy to figure out who the sponsor is. However, for cases of

greenwashing, pinkwashing or political ads, such information is crucial.

As another example, on Meta and other platforms, consumers are usually not told if
advertisers used custom or lookalike audiences (which means that advertisers used
their own existing database to target people or that they allowed the platform to use
this database to automatically find people supposedly similar to those on the list,
respectively). This makes it difficult for consumers to trace who has their data to
target them in the first place. Perhaps more pragmatically (since it is unlikely that
many consumers regularly check ad labels; see below), such features would also
support research and regulators in uncovering potential data protection violations.
If — for this and other reasons — platforms so far have not done this, the code could
be one way to enhance existing labels.
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Wider adoption of ad labels on the open web

On platforms, the respective platform providers have a final say about how ads on
their services are being displayed and labeled. Contrary to that, there is no central
company headquarters with final say over all the online ads on news sites, apps or
blogs (although Google does play an outsized role in delivering online ads on the
open web, see appendix 1). There are still attempts to streamline ad labeling. As one
prominent example from Canada, Europe and the US, the industry’s AdChoices tool
provides companies the option to display a small icon overlaid on ads. If people click
on this icon, they receive some standardized information on the ad and who is
behind it.

In Europe, AdChoices is organized by the European Interactive Digital Advertising
Alliance.*® They recently expanded the tool to cover the specific information
required in Article 26 of the DSA. Called the Advanced Advertising Transparency
Programme (AATP), this offer is currently being rolled out to participating
companies engaged in online advertising.*® The framework also allows people to
select which companies can use their data. At the risk of entrenching an incumbent,
it does seem useful to improve and expand upon the AATP for a DSA code instead
of building something from scratch. The involvement of civil society and regulators
in the code could add to and break open the industry-driven initiative a bit. The
code could also drive a wider adoption by more organizations in online advertising
and help standardization, again acknowledging the different types of websites, apps
and formats of ads. Ideally, there could be some convergence regarding the
information and style of ad labels on platforms and on other websites.

Improved research and evidence base for ad labels in
general

For ad labels currently used on platforms as well as on websites and apps, the key
underlying question is whether consumers even notice them, use them and find
them helpful. To study this, the code should include a commitment to supporting
independent research on ad labels. Important research in this field and on similar
measures, such as nutrition labels, has been done for years. Still, understanding
online ad labels even better is necessary to have an evidence base for (self-)regulatory

interventions. Research would also promote an understanding of the limits of

48 This alliance is run by industry associations representing advertisers, advertising agencies, media and ad tech companies.
Participating companies include big agencies and ad tech providers like Google, Meta and The Trade Desk, see European
Interactive Digital Advertising Alliance, 2024.

49  European Interactive Digital Advertising Alliance, The Advanced Advertising Transparency Programme (AATP), 2024.
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transparency (see section 4.2).

Studies and surveys have repeatedly shown that labels can be helpful sources of
information for consumers and guide their choices.?® However, research has also
shown major weaknesses in ad labels. In experimental settings, researchers have
found that consumers often do not notice ad labels or misremember seeing them. !
Surveys on the AdChoices label conducted by the industry alliance behind the label
confirm these difficulties but also potential improvements over time. In 2020, after
seven years of the AdChoices logo having been rolled out, on average, not even a
third of survey respondents in ten European countries reported having seen the
icon. Even fewer people correctly identified what the icon allowed them to do. This
still represented a substantial increase from a previous survey®? (and further

improvements might have occurred since then®3).

For a label like AdChoices to work, it must be much more recognizable. While issues
around recognition are not uncommon for labels, it is noteworthy that it has taken
quite some time for a logo design backed by major industry players and introduced
in big markets to become widely known. The lack of comprehension of ad labels is
also considered in scientific research.®* Moreover, there is no scientific consensus
on the best placement, language and format of labels.>® It is clear these factors

50 For ads in particular, see Jeff Johnson et al., Analyzing Advertising Labels: Testing Consumers’ Recognition of Paid Content
Online, in Extended Abstracts of the 2018 CHI Conference on Human Factors in Computing Systems (New York, NY: Association
for Computing Machinery, 2018). For nutrition labels, a “systematic review provided comprehensive evidence for the impact of
colour-coded labels and warnings in nudging consumers’ purchasing behaviour towards more healthful products”, see Jing Song
et al., Impact of Color-Coded and Warning Nutrition Labelling Schemes: A Systematic Review and Network Meta-Analysis, PLOS
Medicine 18, no. 10 (October 5, 2021).

51  Forinstance, for disclosures of political ads online, researchers found that “most people do not notice the majority of
transparency disclosures,” see Tom Dobber et al., Effectiveness of Online Political Ad Disclosure Labels: Empirical Findings
(Amsterdam: University of Amsterdam, August 3, 2021), p. 2 and in greater detail Tom Dobber et al., Shielding Citizens?
Understanding the Impact of Political Advertisement Transparency Information, New Media & Society, March 20, 2023. For
Twitter, a 2015 study found that “20% of the participants recalled the label denoting the fact that the tweet was promoted,” see
Sophie Carolien Boerman and Sanne Kruikemeier, Consumer Responses to Promoted Tweets Sent by Brands and Political Parties,
Computers in Human Behavior 65 (December 1, 2016), p. 290. In contrast, a 2015 experiment on political ad labels on Facebook
showed that more than two thirds of the respondent noticed the label, see Sanne Kruikemeier, Minem Sezgin, and Sophie C.
Boerman, Political Microtargeting: Relationship Between Personalized Advertising on Facebook and Voters’ Responses,
Cyberpsychology, Behavior, and Social Networking 19, no. 6 (June 2016), p. 367-372. For the lack of recognition of online ad
labels (not just for political ones), see also Bartosz W. Wojdynski and Nathaniel J. Evans, Going Native: Effects of Disclosure
Position and Language on the Recognition and Evaluation of Online Native Advertising, Journal of Advertising 45, no. 2 (April 2,
2016), p. 161. It has to be repeated that these studies do not necessarily reflect the current practice of ad labels and do not cover
all platforms and types of ads. However, this is a weakness in and of itself: More independent verification of industry studies (or
assurances) is necessary. Not only the codes play a role here but also the data access opportunities for researchers under
Article 40 of the DSA.

52  The surveys were conducted in 2020 and 2016. In 2020, the lowest awareness was recorded in Italy at 22% and the highest in
Ireland at 51%, see European Interactive Digital Advertising Alliance, European Advertising Consumer Research Report 2021:
Consumer Awareness & Impact of the European Self-Regulatory Programme for OBA, 2021, p. 7 and 10; the European
organization behind the AdChoices logo has not repeated such quantitative surveys since then and instead focused on
qualitative evaluations, for instance, European Interactive Digital Advertising Alliance, Your Online Voices: What Consumers Told
Us About Their Perceptions, Needs, Hopes and Expectations of Data-Driven Advertising, 2022.

53  Anindication for further improvements is a 2024 survey in the US which showed that 79% of respondents recognized the
AdChoices logo, see Digital Advertising Alliance, Follow the Data: New Survey Shows Strong Consumer Support for Expanded
Use of AdChoices Icon, April 2, 2024.

54  For previous Facebook labels on political ads, see Matthew T. Binford et al., Invisible Transparency: Visual Attention to
Disclosures and Source Recognition in Facebook Political Advertising, Journal of Information Technology & Politics 18, no. 1
(January 2, 2021), p. 70-83; for ad labels in general, see Bartosz W. Wojdynski and Nathaniel J. Evans, Going Native: Effects of
Disclosure Position and Language on the Recognition and Evaluation of Online Native Advertising, Journal of Advertising 45, no.
2 (April 2, 2016), p. 159.
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matter but results are mixed on exactly how they matter, for instance, depending on
where a disclaimer is placed on a banner ad or when a disclaimer is played (that is,
before or during a video ad). More research on this is necessary but it could be that
results continue to be inconclusive, as the formats of advertising and people’s
viewing habits change quite dynamically. This should not lead to inaction on behalf
of the advertising industry, but rather spur constant reevaluations based on the latest
evidence. To support research, there is a clear role for the Commission and member
states, especially regarding research funding, because studies should ideally not be
entirely dependent on the ad industry paying for them.

Different legislation to enhance labels for influencer mar-
keting

While traditional online ads in search results, during videos and on websites and
apps continue to be widespread, “sponsored content” and influencer marketing is
another crucial part of online advertising. Bigger platforms typically have their
individual guidelines for labeling such content, whereas the AdChoices initiative is
not specifically designed for this. The developers of the ad code could discuss how
labels for paid influencer content could be better incorporated into the AdChoices/
AATP framework and streamlined across platforms. However, the code does not
need to address ad labels for influencer marketing in depth. This is not because it is
not important but because the Commission is planning a separate piece of legislation
on this topic, the Digital Fairness Act.56 To avoid duplication and prevent
overstretching the code (and the resources of its developers), it is more useful to
focus on these forthcoming binding rules. This also considers that influencer
marketing almost only happens on “walled garden” platforms, whereas the code is
meant to cover all types of advertising.

While the code does not need to cover this in detail, the Commission should use the
expert community being built for the ad code as well as existing experiences with
rules for influencer marketing to inform its separate legislative efforts on this. For
example, some regulatory®’ and self-regulatory®® guidelines already exist around
labeling influencers’ posts. The DSA ad code could ideally establish a forum of
exchange between regulators, industry representatives and civil society that can help

inform self-regulation and (future) regulation. This requires various Commission

55  For an overview of existing (at times conflicting) research, see Tom Dobber et al., Shielding Citizens? Understanding the Impact
of Political Advertisement Transparency Information, New Media & Society, March 20, 2023, p. 15-18.

56 According to the president of the European Commission, a Digital Fairness Act should address “marketing by social media
influencers”, see Ursula von der Leyen, Mission Letter to Michael McGrath, September 17, 2024, p. 7.

57  European Commission, Commission Staff Working Document: Fitness Check of EU Consumer Law on Digital Fairness (Brussels:
European Commission, October 3, 2024), p. 171-172; Die Medienanstalten, Leitfaden der Medienanstalten: Werbekennzeichnung
bei Online-Medien (Berlin: Die Medienanstalten, June 2024).

58 European Advertising Standards Alliance, Responsible Influencer Marketing, 2024.
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divisions to work together and exchange information. %9

Overall, the code’s efforts on ad labels should be used to find common ground for
evidence-based labeling and, crucially, to improve user controls for ad settings. It is
beyond the code, however, to truly empower users by offering them alternatives to

the prevailing behavioral advertising approach (see appendix 2).

Ad repository transparency: Disregard this topic
for the code

The Commission and industry should use forums other than the code of conduct to
improve ad repositories. Such improvements are clearly and urgently needed, as
major weaknesses in existing ad libraries persist.®9 The Commission itself has
looked into several VLOPs’ compliance with the corresponding DSA rules in Article
39.61 Ad repositories can help consumers better understand how online advertising
works, if they are easily accessible for people and explained well. Moreover,
regulators, watchdogs such as consumer protection or anti-discrimination
organizations, researchers and journalists can support platforms’ own risk
mitigation efforts and use ad repositories to inform any potential investigations and
lawsuits. These needs and use cases should be important guides for building ad
repositories. So far, platforms have not met these needs for easily accessible,
well-structured databases with filter, sort and bulk download options as well as
reliable application programming interfaces (APIs) that allow researchers better data
access. These are just a few of the recommendations for improving ad repositories
put forth by researchers who have tested and used ad repositories.%? They should
form the basis of the Commission’s work on improving and expanding ad

repositories. %3

However, these improvements should not be primarily sought via a DSA online ad
code. Considering the limited resources and tight deadline for the code, there are

59 Specifically, the Directorate-General CONNECT, which is responsible for the DSA and the ad code, and the Directorate-General
JUST, which will be primarily responsible for the Digital Fairness Act, need to collaborate.

60 The benefits and weaknesses of current ad repositories are detailed in Amaury Lesplingart and Claire Pershan, Full Disclosure:
Stress Testing Tech Platforms’ Ad Repositories (Brussels: Mozilla Foundation, April 16, 2024); see also European Digital Media
Observatory, Platforms’ Implementation of the CoP Commitments on Media Literacy, Research and Fact-Checking (Brussels:
European Digital Media Observatory, May 2024).

61  The European Commission’s preliminary view is that X does not provide a compliant ad repository, see Commission Sends
Preliminary Findings to X for Breach of DSA, July 12, 2024; the Commission also open proceedings against AliExpress and TikTok,
in part regarding ad repositories, see DSA: Commission Opens Formal Proceedings against AliExpress, March 14, 2024, and DSA:
Commission Opens Formal Proceedings against TikTok, February 19, 2024.

62 For example, Check First, see Amaury Lesplingart and Claire Pershan, Full Disclosure: Stress Testing Tech Platforms’ Ad
Repositories (Brussels: Mozilla Foundation, April 16, 2024), and Who Targets Me, Ad Transparency Standards - a Technical
Proposal, December 18, 2020.

63  One idea of an addition to ad repositories was proposed by a former Meta employee, who calls for platforms to provide daily
random samples of ads, so that researchers can have a better overview, see Rob Leathern, The One Simple Trick to Measuring
Abuse in Tech’s $440 Billion Ads Business, Tech Policy Press, June 5, 2024. Other experts have suggested improvements for this
idea, for instance, ensuring that the sample is big enough, complete and weighted by impressions or target groups.
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better opportunities to achieve improvements.54 The DSA itself provides options:
For instance, there could be guidelines on the structure, organization and
functionalities of the ad libraries® , which could cover matters related to the
transmission of information. This could also be used to harmonize ad repositories
across platforms. Industry standards for ad repositories are also mentioned in the
DSA. However, most crucially for ad repositories, there is a link to another EU law
that should be explored: The regulation on political advertising transparency
includes a yet-to-be-built political ad repository, for which many of the same
questions that are coming up for DSA ad databases will be important. ©°

This new political ad library offers a better opportunity to tackle detailed technical
matters than the code does. To make the best use of this opportunity, it is vital that
various Commission divisions work together and share information.%” An ambitious
combination of the rules from the DSA with those from the regulation on the
transparency of political ads would see the development of a single unified EU ad
repository, covering all online ads with more detailed information required for
political ads. However, even a less ambitious approach could be useful. The technical
details designed for the political ads repository could inform VLOPs’ individual ad
databases, without the need for an additional set of rules in a DSA code of conduct.

The DSA states that the online ad code should “at least” cover transparency on ad
labels, ad repositories and data monetization. If ad repository transparency is dealt
with in other ways, the DSA code could reference these other efforts, particularly
regarding the political ads repository. It should contain language that signatories
will shape and ideally adhere to future rules on ad repositories, especially from the
political ads repository. The benefit of the online ad code would thus be that more
companies than just online platforms and more ads than just political ads were
covered. The alternative, that is, focusing on more detailed transparency in the
online ad codes, risks duplication with guidelines and the regulation on political ad
transparency.

64 In addition to resources and timing, there is also some legal uncertainty regarding ad repositories, as VLOPs such as Amazon and
Pornhub have sued the Commission over this topic. For now, these appeals have been rejected but final decisions are pending.
For a summary of the Amazon case between 2023 and 2024, see Beatriz Botero Arcila, An Early Win for the Transparency
Measures of the DSA. A Comment on Amazon Services v. European Commission (C-638/23), DSA Observatory, May 2, 2024.

65  Article 39(3) DSA

66  Article 13 in the regulation on the transparency and targeting of political advertising
67  Specifically, the Directorate-General CONNECT, which is responsible for the DSA and the ad code, and the Directorate-General
JUST, which works on the regulation on the transparency of political advertising, need to collaborate.
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Data monetization transparency: Expanded
scope of (self-)regulatory measures

The rather vague call for “meaningful information” on “data monetization”®® offers
the biggest opportunity for the Commission, industry and civil society to create
improvements through a DSA code of conduct. Instead of focusing only on
transparency for individual ads, they could consider measures aimed at transparency
in the ad market. If the authors of the code wanted to pursue this goal, they should
adopt a broad interpretation of “data monetization.” This reflects that in a common
programmatic advertising campaign under current circumstances, all companies
involved use data to make money. To provide some simplified examples, platforms,
apps and websites collect and use various types of data by tracking people’s online
behavior and other data points such as location data to guess their interests and
group them into profiles. Advertisers have data about target groups and seek
accurate measurement data on their campaigns. During ad auctions, the entire

real-time bidding process is based on data provided by the supply and demand sides.

With a broad understanding of data monetization in online advertising, the code
developers could at the very least strengthen existing industry self-regulation on
transparency and ideally introduce further measures. By doing so, the code should
help answer the question, “Where does the money for a data-based ad (campaign)
come from and where does it go?” This would be a measure focused mostly on
businesses as well as regulators and researchers, less so at consumers. While the DSA
overall is meant primarily for consumers, the language on the online ad code does
justify such an approach, as the codes should “contribute to further transparency for

actors in the online advertising value chain.”

The call for transparency in the advertising “value chain” is nothing new. For years,
advertisers, publishers, other ad tech companies and researchers and activists have

known about and discussed the opacity of the online ad industry.59 In the absence

68 A note on the term “data monetization:” It is not defined in the DSA or any other EU law. The term was not in the original DSA
draft and seems to have been added later, although this specific phrase also does not show up in the final trilogue document.
“Data monetization” is mentioned in a 2018 Commission Staff Working Document in the context of business-to-business data
sharing. The evaluation of the Data Act should cover the law’s impact on “data monetization practices” (Article 49(1)b Data Act).
In 2023, an EP report on addictive design of online services talks about “data monetizing” services and “digital services work[ing]
on data monetization”, which is likely more to the point of the DSA, albeit still without a clear definition and specific context.
There is also no universal definition in the academic literature yet, see Samiksha Shukla et al., Data Monetization, in “Data
Economy in the Digital Age”, edited by Samiksha Shukla et al. (Singapore: Springer Nature, 2023), p. 37. In other contexts, data
monetization is usually discussed in corporate writing on how to use company data to make money (see, for example Ulrik Stig
Hansen and Eric Landau, 4 Steps to Start Monetizing Your Company’s Data, Harvard Business Review, September 27, 2022; Beth
Stackpole, What Everybody Should Know about Data Monetization, MIT Sloan, 2023); for a literature review on data monetization
in academic studies, see Joan Ofulue and Morad Benyoucef, Data Monetization: Insights from a Technology-Enabled Literature
Review and Research Agenda, Management Review Quarterly 74, no. 2 (June 1, 2024), p. 521-565. Before dealing with what
“meaningful information” on data monetization means, the Commission, industry and civil society therefore need to arrive at a
common understanding of the latter term.
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of specific legislation on this (and despite the EU rules summarized in table 1),
industry self-regulation has emerged as an attempted fix. Ad labels, which did not
used to be mandated across platforms before the DSA, try to answer the first part of
the question about who spends money on an ad (see section 5.4). The ad industry has
attempted to answer both the first and second parts of the question itself, using
various technical standards.”® Moreover, the DMA includes important transparency
rules that could arguably be considered under the headline “data monetization” (see
table 1).

Options for data monetization transparency

While this paper cannot offer an in-depth technical and legal analysis of industry
standards and regulations, some examples highlight specific options for data

monetization transparency in an ad code:”!

(1) The code could adapt and expand the requirements in Article 5(9) and 5(10) of
the DMA 72 beyond gatekeepers. This means that advertisers and publishers would
receive the right to request certain information daily, for example, on prices and
how they are calculated, not just from gatekeepers designated under the DMA but
other ad tech companies as well. Code authors would have to determine who has this
right and towards whom, in addition to checking the practical feasibility of such an
expansion. The code might also be used to clarify open questions about who is
considered a publisher in the DMA.”3

Code signatories could furthermore commit to providing advertisers with hourly
log-level data (that is, every detail about an ad impression), so they have a better
view of where their ads go. A large advertising association already made this
recommendation to its members’# but activists have also been pushing for this”®.
This update could not only reduce information asymmetries between buyers and

69 Association of National Advertisers, ANA Programmatic Media Supply Chain Transparency Study: Complete Report, December 5,
2023; IAB UK acknowledges that “programmatic does have its inefficiencies and there is still a lot of work needed to clean up the
eco-system”, see Transparency in the Programmatic Supply Chain, 2019; Niklas Fourberg et al., Online Advertising: The Impact of
Targeted Advertising on Advertisers, Market Access and Consumer Choice (Luxembourg: European Parliament, June 21, 2021), p.
92-93; Lucie Lechardoy, Alena Sokolyanskaya, and Francisco Lupiafiez-Villanueva, Transparency in the Business-to Business
Commercial Relations in the Online Advertising Market: Analytical Paper 3 (Luxembourg: Publications Office of the European
Union, 2021).

70  Aleading industry association to pursue this is the Tech Lab of the Interactive Advertising Bureau, see IAB Tech Lab, Standards,
2024; IAB UK and IAB Tech Lab, Tackling Advertisers’ Challenges Online: The Essential Standards, October 3, 2023; during
Google’s ad tech trial in the US, it was alleged the company used its influence as a key funder of the IAB unduly, see Karina
Montoya, Five Takeaways from the DOJ’s Case in the Google Ad Tech Trial, Tech Policy Press, September 23, 2024.

71 This section benefitted greatly from the interviews | conducted, chiefly from hearing ideas from and having discussions with
Harriet Kingaby, Claire Atkin, Sarah K. Wiley, Victoire Rio and Zach Edwards.

72 Article 5 DMA

73  Sally Broughton Micova, DMA Transparency Requirements in Relation to Advertising (Brussels: CERRE, November 2022), p. 12.
74 Association of National Advertisers, ANA Programmatic Media Supply Chain Transparency Study: Complete Report, December 5,
2023, p. 79-85.

75 Itis also alluded to in the United Nations’ Global Principles for Information Integrity (New York, NY: United Nations, 2024), p. 28.
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sellers, but indirectly help identify ad fraud and excessive intermediaries.

(2) The code could allow for the requirements in Article 30 of the DSA® to apply
to ad tech companies. In this article, certain online marketplaces are required to only
allow those traders on the marketplaces for which they have some basic information,
such as name, payment accounts and trade register numbers. Such
“know-your-customer” or “know-your-business-customer” requirements arc
common practices in other industries as well, mostly those related to financial
services like banks or tax advisers. The code could establish this for the ad tech
industry. This would enhance transparency around data monetization by allowing
all parties involved to know which business entities with which they were dealing.

(8) The code could improve the uptake of industry standards around supply chain
transparency. The advertising industry adopted two key standards intended to
“identify all intermediaries that participate in the flow of money from the buying
platform back to the publisher,””” sellers.json and SupplyChain Object (schain).
Sellers.json”® is a standard that allows a buyer of an advertising space to verify the
entities who sell the space or are involved in the selling of it. Basically, this public
file is a list of websites and apps to which a seller provides ads. For example, with
sellers.json, anyone can check whether someone using Google’s ad exchange is an
authentic seller — at least in theory. Contrary to many other ad exchanges, Google by
default allows its clients to hide details from the sellers file.”® It is therefore difficult
to identify Google’s publishing partners. In DSA “data monetization” terms, it is
difficult to trace who makes money with particular ad spaces. This is a long-standing
complaint among journalists and activists$® as well as a risk for companies
concerned about potential fraudulent sellers. It could be remedied by the code, if
there were agreement to make the sellers.json entries public by default.

Meanwhile, SupplyChain Object is a list that allows buyers of ad spaces to see every
entity that is part of an ad impression. The code could require commitments to
further improve this standard and to use it and make it easily accessible, particularly

for companies in the advertising supply chain, regulators and researchers.

76  Article 30 DSA
77  |AB Tech Lab, FAQ for Sellers.Json and SupplyChain Object, September 2020, p. 3.

78  See the website from the IAB Tech Lab, Sellers.Json, January 15, 2024; as well as their corresponding FAQ document FAQ for
Sellers.Json and SupplyChain Object, September 2020; the analytics companies 42matters has an explanatory blog post on the
topic, see What Is Sellers.Json? Examples, Use Cases, and How It Works, October 11, 2023.

79 Inthe past, Google has publicly stated that with this default, they want to balance industry transparency and publisher
confidentiality, see Craig Silverman and Ruth Talbot, Inside Google’s Ad Display Network Black Box: Porn, Piracy, Fraud,
ProPublica, December 21, 2022.

80 Craig Silverman and Ruth Talbot, Inside Google’s Ad Display Network Black Box: Porn, Piracy, Fraud, ProPublica, December 21,
2022; Claire Atkin and Nandini Jammi, Google Ads Has Become a Massive Dark Money Operation, Check My Ads Institute,
October 18, 2022; Michael Scholtens et al., The Disinformation Economy (Atlanta, GA: The Carter Center, May 17, 2024), p. 9 and
22.
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(4) The code could improve transparency around VLOPs’ ad revenue sharing
policies. Many VLOPs have developed ad revenue sharing programs.8! With these
programs, services like Instagram, TikTok or YouTube allow certain publishers or
creators to receive a share of the revenue from the ads that appear around their
content (also known as “content monetization”). The companies have created
policies around who can be a publisher or what kind of content is eligible for such ad
revenue programs. However, these policies can be difficult to find and compare
across platforms, often also lacking detailed explanations.82 The code could include
a commitment, especially for VLOPs, to build transparency centers around ad
revenue-sharing policies, their enforcement and their appeals processes and
numbers, as they do for content moderation. This could be a first step towards
checking enforcement and enhancing options for appeal.

(5) The code could promote the practice of lists and archives of publishers. Relevant
code signatories could commit to publishing lists of all the publishers they work
with. These are often called site lists, app lists or partner-publisher lists.83 Making
this a more common industry practice for VLOPs and other companies involved in
digital advertising via the code would enhance transparency around ad placements
and the value chain in general. Additionally, an archive with this information would
be beneficial, especially for regulators and researchers.

Overall, with measures like the ones mentioned here, the major improvement the
code would provide compared to the current situation is extended coverage. The
code would cover more companies than just the biggest gatekeepers, thus widening
the scope beyond gatekeepers and VLOPs. Moreover, the code would go beyond
transparency for individual ads and take a view of ad markets themselves. This
might seem to be a rather ambitious approach. There could be some opposition to an
expansion of (self-)regulatory measures, especially from the ad industry. Also
considering resources at the Commission and within the industry as well as the
workload with other DSA codes, it might not be feasible to agree to such an
approach. Still, the suggestions made here could at least provide a point of departure
for discussions to address opacity in the online advertising “value chain,” as the DSA
demands.

81 Victoire Rio, From Content to Payment: The Rise and Implications of Social Media Ad Revenue Sharing (WHAT TO FIX, April 2024).

82  Victoire Rio, From Content to Payment: The Rise and Implications of Social Media Ad Revenue Sharing (WHAT TO FIX, April 2024),
p. 28 (also chapter 4).

83 For some examples, see Goldbach, Display Network, June 2024; audienzz, Premium. Digital. Advertising., 2024. Site lists can run
up to hundreds or thousands of entries; cf. Meta Business Help Center, About Partner-Publisher Lists, 2024.
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Enforcing and evaluating a DSA code of con-
duct for online advertising

Because the DSA codes of conduct are voluntary and non-binding, there is no
sanctions mechanism for potential violations. This is one of the major weaknesses of
voluntary codes of conduct. If companies are willing to risk some reputational
damage, they can disregard the commitments of a code or not sign on in the first
place. In EU tech policy, there are precedents for both. Twitter effectively stopped
complying with the code of practice on disinformation. The EU’s voluntary
“Artificial Intelligence Pact” was signed by dozens of companies, yet some big
players in the field such as Apple, Meta and Mistral did not immediately sign on.84
Despite the voluntary nature of a DSA ad code, there are some options to encourage
compliance. The Commission as well as DSCs and other parties such as industry
associations and consumer protection organizations should make use of these

mechanisms:

(1) The Commission could use the DSA enforcement system for VLOPs. For VLOPs,
the codes are part of the DSA’s audit system. %° Independent external auditors must
check whether these platforms comply with the commitments set out in the online
ad code. The companies and the Commission would become aware of potential
shortcomings via the audit report at the latest. The platforms could then take steps
to ensure compliance. I[f DSA violations are linked to risk mitigation regarding
VLOPs’ advertising systems, such violations could, in the last instance, lead to fines.
However, this system is largely untested, as the first audit reports only came out in
November 2024 and the first DSA code of conduct is not expected until early
202586 It is unclear if ad codes and risk mitigation required from VLOPs will be
connected and, if they are, whether fines for breaches of technically voluntary
commitments is a desired course of action for the Commission. 8’

The Commission should clarify the connection between codes of conduct and the
DSA enforcement mechanisms for VLOPs, not only with a view to the audit process.
This would also allow a better understanding of whether complaints about potential
breaches of the ad code are possible.®® Similarly, consumers could seek

84  Pieter Haeck and Mathieu Pollet, Meta, Apple Snub EU’s Al Pact, POLITICO, September 25, 2024.
85 Article 37 DSA. VLOPs also have to conduct regular risk assessments and implement risk mitigation measures. While other codes
of conduct are mentioned as potential risk mitigation measures, the online ad code is not specifically listed (Article 35 DSA).

86  This will likely be the former code of practice on disinformation and/or the code of conduct on countering illegal hate speech
online, which are to be turned into DSA codes of conduct.

87  For a discussion of the enforcement of DSA codes, see Rachel Griffin, Codes of Conduct in the Digital Services Act: Functions,
Benefits & Concerns, Technology and Regulation 2024 (September 2, 2024), p. 66.
88 Article 53 DSA
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representation from consumer groups or other organizations to exercise their rights
under the DSA®? | which should ideally also cover the ad code.

To even be able to check and understand compliance efforts with the ad code, the
Commission needs specific resources and expertise. Auditors also need to have the

necessary background regarding ad labels and data monetization.

(2) Industry associations can play a role in encouraging compliance, especially for
“non-VLOPs”. They should encourage their members to sign and comply with the
code. To do so, they should highlight the code’s benefits not only for consumers but
also for businesses, for instance, regarding transparency in the value chain.
Associations should call out infringements. As a more drastic step, maybe for
repeated violations of the code, they could exclude companies from their
association. Industry groups could also adapt their complaint systems to allow

consumers to report potential breaches of commitments.

Thus, the code should at least function as a reputational signal. Signatories that are
platforms and/or gatekeepers could lift the code’s standing by only working with ad
tech companies that signed on to the code.

(3) Outside observers, such as media or civil society groups as well as researchers,
can help monitor compliance. Researchers and activists who have studied the online
ad industry could provide important insights into signatories’ compliance efforts.
For example, they could highlight good practices and call out lapses. However, this is
an additional task for groups that are typically already short on resources. As with
many DSA provisions, a balance will have to be found between utilizing civil
society’s expertise and not overextending the sector.”% An institutionalized yet lean
format allowing for a structured exchange between civil society representatives and
regulators could help with this. For instance, there could be an outreach team at the
European Board for Digital Services.9' This Board brings together the Commission
and national regulators and could be a good forum for exchange with outside
experts.

(4) For any checks of compliance, it would be useful to have some indicators to
determine whether signatories adhere to the code. This is another lesson from the
code of practice on disinformation. The lack of such measurements was a key reason
for revamping the original code of practice. There do not have to be many highly

89 Article 86 DSA

90 Cf. Martin Husovec, Will the DSA Work? On Money and Effort, Verfassungsblog, September 11, 2022; Suzanne Vergnolle, Putting
Collective Intelligence into the Enforcement of the Digital Services Act: Report on Possible Collaborations between the European
Commission and Civil Society Organizations, May 2023.

91  Julian Jaursch, More than an Advisory Group: Why The European Board for Digital Services Has Key Roles in DSA Enforcement,
DSA Observatory, February 23, 2024.
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detailed indicators. A smaller set of yardsticks that nonetheless allow good tracking
of compliance would be helpful. This should include both quantitative and
qualitative indicators such as descriptions and evaluations of the data monetization
efforts covered in section 5.6, preferably comparable across time and platforms.

(5) The indicators, as well as the code commitments themselves, should be reviewed
regularly. This is required by the DSA: The Commission must evaluate the online ad
code every five years.92 Depending on when the code is written, a quicker first
review could be helpful. An evaluation should ideally include assessments from both
the code signatories and outside analysts and observers, for instance, researchers or
journalists. An emphasis should be placed on the effectiveness and limits of
transparency measures (see section 4.2) and on the connection to other laws such as
the DMA, the regulation on the transparency of political advertising and potential
future laws touching upon online advertising, for instance, the Digital Fairness Act.

Moreover, the evaluation should consider whether measures stronger than voluntary
commitments are necessary. For topics such as ad labels, it might make sense to have
a flexible, dynamic co-regulatory measure. For topics concerning data monetization
and affecting more structural elements of the online advertising industry, specific
legislation should also be considered. The following chapter recaps options for the
DSA ad code, while appendix 2 offers measures beyond the code.

Conclusions and outlook: Moving be-
yond voluntary transparency-fo-
cused codes

Any DSA code of conduct for online advertising cannot solve all the issues plaguing
the online ad industry. It is not meant to do that. To address privacy, competition
and other matters, existing laws must be amended or enforced more effectively, and

new regulation might be necessary, as several researchers have pointed out. 93

Even for the narrow scope for which the ad code is intended — concerning
transparency around ad labels, ad repositories and data monetization — there are
serious limitations to consider, not least because of the voluntary nature of the code.

Still, along with other laws on data protection, e-privacy, competition and the

92  Article 91(2)c DSA

93 Catherine Armitage et al., Study on the Impact of Recent Developments in Digital Advertising on Privacy, Publishers and
Advertisers: Final Report (Luxembourg: Publications Office of the European Union, 2023), p. 263-264; Niklas Fourberg et al.,
Online Advertising: The Impact of Targeted Advertising on Advertisers, Market Access and Consumer Choice (Luxembourg:
European Parliament, June 21, 2021), p. 96-100.
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transparency of political ads, a code of conduct does offer an opportunity to build
another plank in defining a consumer-friendly, rights-respecting online advertising
industry.

To use this opportunity, the Commission, industry and civil society would have to
focus strongly on delivering improvements via “data monetization transparency.”
This would allow for expansion in multiple ways: It could expand self-regulatory
commitments and mandatory rules beyond the scope of companies already engaged
in this self-regulation or DSA compliance. It could also expand the view to ad
markets as such, beyond considerations of transparency for individual ads. In
contrast, the potential benefits of dealing with ad labels and ad repositories through
a DSA code of conduct are lower. There are better options to address weaknesses in
these areas outside of DSA codes.

Taken together, this is how a DSA code of conduct for online advertising could be
developed and what it could entail:

¢ Agree on and clearly communicate a limited set of goals on transparency in the online
ad market, ideally acknowledging the need for future legislation on other topics.

¢ Have an external organization draft a code outline on which industry, civil society,
academia and regulators comment.

* Improve existing ad label practices, preferably in joint consideration with the
upcoming rules from the political ads transparency regulation.

¢ Leave out ad repository transparency — instead, focus on other efforts from the DSA
and expand on the political ads transparency regulation to build a strong overarching
ad repository, utilizing existing civil society expertise.

¢ Widen the scope of the DSA and DMA to provide more transparency of online ad
placement, also improving upon existing technical industry standards.

¢ Use the DSA enforcement structure, industry associations and outside observers to
encourage compliance with the ad code.

¢ Ensure a thorough regular evaluation of the code.

¢ View the code as a forum for exchange and collaboration, also beyond transparency
issues.

The final point on collaboration is a lesson from two previous voluntary codes the
Commission initiated: the code of practice on disinformation and the “cookie
pledge”?% . The code of practice was at least successful in bringing the Commission,
industry representatives and other interested parties to the table, when they had few
forums for structured and long-term dialogue on tackling disinformation before.
The cookie pledge failed to build such a forum for exchange. It was narrowly

focused on consent banners, a common grievance for everyone involved, yet it did

94  European Commission, Cookie Pledge, April 2023; European Commission, Cookie Pledge: Draft Pledging Principles, 2024.
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not yield any results, either on substance or on procedure.?® The DSA ad code
should strive to avoid this, potentially benefiting from its direct link with EU
legislation. This is different than the cookie pledge, which was a stand-alone
initiative based on but not directly connected to EU data protection law.

What unites the code of practice on disinformation and the cookie pledge is the
strong lobbying power of the many large businesses and industry groups involved.
Big tech companies have grown into top lobby spenders in Brussels?®, the
publishing industry is a historically strong lobbying power as well and advertisers
include not only small and medium-sized companies but also some of the most
profitable brands in the world. With at times opposing positions from these
corporate lobbying groups, finding compromise might be difficult and there is a risk
that consumer interests fall by the wayside.

Ideally, the development of DSA ad codes offers an interdisciplinary setting to
critically reflect how codes of conduct, stronger enforcement of laws and new
regulation might or might not help in tackling some of the issues related to online
advertising. A code of conduct by itself cannot fix the ad tech landscape or gloss over
the weaknesses of the DSA, but if understood as a valuable exchange forum, it could
be a step towards improving both the ad tech system and platform regulation in the
EU.

If the Commission, industry and civil society do not want to or cannot agree on
transparency approaches to data monetization that help consumers and businesses,
it might be better to not pursue DSA codes of conduct for online advertising.
Instead, lawmakers could focus immediately on tackling enforcement and regulatory
gaps regarding the online ad industry. Especially with the first evaluations of the
DSA and DMA coming up and a view to a potential Digital Fairness Act or even a
stand-alone online ads bill, there are obvious opportunities to consider enforcement
and legislative action beyond transparency-focused codes of conduct. While this
paper’s topic is the DSA codes of conduct and the paper cannot provide concrete,
in-depth suggestions for legislative action, appendix 2 nevertheless collects some
options that came up during the research and interviews to address issues in the
online ad industry over the long term.

95  Luca Bertuzzi, EU Crusade against Web Cookies Faces Uncertain Future, International Association of Privacy Professionals,
January 18, 2024.

96 Verena Leyendecker, Lobbying Power of Amazon, Google and Co. Continues to Grow, Corporate Europe Observatory, September
11, 2023.
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Appendix 1: Benefits and harms as-
sociated with online advertising

The upside: Media support and business con-
siderations

A key argument in favor of online advertising is that it supports various offers such
as email or search services that people do not have to pay for directly with money.
Most prominently for the media system, advertising is a key business model for
media outlets, such as news sites or blogs. Thus, it contributes to a free flow of
information, supports the press and people’s fundamental right to form and express
their opinions. This is vital for the functioning of democratic, rule-of-law
governance systems. However, it must be noted that there are other ways to support

news media apart from (behavioral) advertising.

On a more general level, regarding the merits of advertising, informing (potential)
consumers of their purchasing options likely requires some paid communication,
although there is a good argument to be made to scale back advertising. %’

Companies engaged in online advertising often tout its effectiveness, especially

97  For example, at least some researchers found evidence for advertising potentially making people unhappy, see Chloe Michel et
al., Advertising as a Major Source of Human Dissatisfaction: Cross-National Evidence on One Million Europeans, in “The
Economics of Happiness: How the Easterlin Paradox Transformed Our Understanding of Well-Being and Progress”, edited by
Mariano Rojas (Cham: Springer International Publishing, 2019), p. 217-239; some activists oppose commercial advertising more
generally, see Adfree Cities, 2024.
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regarding behavioral advertising, and how cheap it is compared to other forms of
advertising. %8 Still, over the years, several journalistic investigations and studies
have cast doubts on this, for example, regarding difficulties in measurement or
overblown metrics.%?

Whether or not online ads are effective, people and businesses can make money in
this industry (although just a few big companies make most of the profits).
Advertisers in the EU spent almost 100 billion euros on digital advertising in
2023.19 In the US, the ad industry provided jobs to almost half a million people in
2022.

The downside: Privacy harms, sp and conspira-
ciesam, ad fraud, discrimination, cybersecurity
risks, oligopolies and negative environmental
effects

Advertising does not only fund deeply researched and meticulously reported
journalism. Whether on websites or on social media and video apps, advertising also
supports spam or made-for-advertising offers that exist mostly for the purpose of
making money off ads, not to inform people. Such pages can push conspiratorial or
hateful content, as this might generate attention and clicks. At least indirectly, online
advertising thus contributes to incentive structures that promote the production of
whatever content is useful to make money, even if it is false, antisemitic, racist or
other discriminatory content.!9! There are several organizations trying to tackle this
by reducing ad spend on such outlets'°?, but this is made more difficult by the lack
of transparency around what ads are placed where (see section 3.1 and below).

98 Forinstance, Meta has repeatedly made this claim, particularly in response to regulatory efforts in the EU, see Meta, Facebook
and Instagram to Offer Subscription for No Ads in Europe, November 12, 2024; Meta for Business, Personalised Ads - Help
People Find Your Small Business, 2024; Google Ads, Performance Max: Advertise Across Marketing Channels, 2024.

99  Adalytics, Did Google Mislead Advertisers about TrueView Skippable In-Stream Ads for the Past Three Years?, June 27, 2023;
Natasha Lomas, Facebook Knew for Years Ad Reach Estimates Were Based on ‘Wrong Data’ but Blocked Fixes over Revenue
Impact, per Court Filing, TechCrunch, February 18, 2021; Competition and Markets Authority, Appendix O: Measurement Issues in
Digital Advertising (London: Competition and Markets Authority, January 7, 2020); Sam Biddle, Facebook Managers Trash Their
Own Ad Targeting in Unsealed Remarks, The Intercept, December 24, 2020; Suzanne Vranica and Jack Marshall, Facebook
Overestimated Key Video Metric for Two Years, The Wall Street Journal, September 22, 2016; cf. Tim Hwang, Subprime Attention
Crisis: Advertising and the Time Bomb at the Heart of the Internet (New York, NY: Farrar, Straus and Giroux, 2020); even if there
are some positive effects for advertisers from using third-party data, “the relative extra costs for the various supporting
technologies are so often so high, that these may outweigh any efficiency gains”, see Nico Neumann, Catherine E. Tucker, and
Timothy Whitfield, Frontiers: How Effective Is Third-Party Consumer Profiling? Evidence from Field Studies, Marketing Science
38, no. 6 (November 2019), p. 918-926.

100 This is according to the European ad industry itself, see IAB Europe, IAB Europe AdEx Benchmark Report 2023 (IAB Europe, June
12, 2024).

101 Cf. Craig Silverman et al., How Google’s Ad Business Funds Disinformation Around the World, ProPublica, October 29, 2022; Claire
Atkin, Are Your Ads Funding Disinformation?, Harvard Business Review, August 21, 2023; Tiffany Hsu and Stuart A. Thompson, On
YouTube, Major Brands’ Ads Appear Alongside Racist Falsehoods About Haitian Immigrants, The New York Times, September 19,
2024.

102 Nandini Jammi and Claire Atkin, Check My Ads Institute; Clare Melford and Craig Fagan, Cutting the Funding of Disinformation:
The Ad-Tech Solution, The Global Disinformation Index, May 2019.
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Online advertising itself can be exclusionary. Often, this is arguably the point and
legal. Advertisers want to reach particular (potential) customers and not others. Yet,
how advertisers target certain groups of people and exclude others can also be
discriminatory and illegal. In the US, for example, Meta agreed to a legal settlement
over ad systems that allowed landlords, employers and credit agencies to
discriminate against certain groups of people. !9 This has been an issue offline for
decades and can be exacerbated by the granular tracking and profiling of people’s
online behavior. Yet, a bigger issue than targeting is the algorithmic delivery of ads.
Because much of the advertising online is automated (see section 3.1), there is a risk
of algorithmic biases and discriminatory effects over which even advertisers have
little control. While advertisers can say who they do and do not want to address with
their ads, who sees the ads is up to algorithmic delivery systems. This can also
counteract potentially useful exclusionary targeting, for example, if advertisers try
to purposefully exclude children or vulnerable groups from seeing certain ads. Two
big players shape the advertising delivery systems globally: Google and Meta.

Google and Meta dominate the online advertising market. Google is still the key
company in display advertising, controls almost half of the US search market and
has seen its revenues from advertising grow in late 2024194 . With its ad servers for
publishers and advertisers, it controls a large share of both the buy- and the sell-side
market.!® Meanwhile, Meta’s revenue from ads grew as well196 | with its big
platforms Facebook and Instagram as main drivers. Despite other companies such as
Amazon and TikTok gaining strength in the online ad industry, the dominant
positions of Google and Meta have given rise to antitrust concerns, particularly on
Google in the US and the EU. An investigation in the US alleges illegal monopolistic
behavior on the part of Google.!9” Similarly, an EU probe seeks to find out whether
Google favored its own display services.'°® This has led to discussions about
splitting the online ad business from other parts of the company as a potential
remedy.

103 Ariana Tobin and Ava Kofman, Facebook Finally Agrees to Eliminate Tool That Enabled Discriminatory Advertising, ProPublica,
June 22, 2022; for examples of the algorithmic ad delivery and how it might differ from advertisers’ targeting choices, see
Dominik Bar et al., Systematic Discrepancies in the Delivery of Political Ads on Facebook and Instagram, PNAS Nexus 3, no. 7
(June 28, 2024), and, less recent, Jinyan Zang, How Facebook’s Advertising Algorithms Can Discriminate By Race and Ethnicity,
Technology Science, October 19, 2021.

104 Lucinda Southern, Google’s Strong Earnings Indicate Its Search Dominance Is Going Nowhere, October 30, 2024.

105 European Commission, Commission Sends Statement of Objections to Google, June 14, 2023; Competition and Markets
Authority, Online Platforms and Digital Advertising: Market Study Final Report (London: Competition and Markets Authority,
January 7, 2020), p. 271.

106 Jonathan Vanian, Meta’s Advertising Growth Is Proof That Hefty Al Spending Is Already Paying Off, CNBC, August 1, 2024.

107 United States Department of Justice, U.S. and Plaintiff States v. Google LLC [2023], January 25, 2023; for a summary of the
closing arguments, see Lauren Feiner, Google and the DOJ Make Their Final Arguments in the Ad Tech Monopoly Case, The
Verge, November 25, 2024; for preceding analyses, see Dina Srinivasan, Why Google Dominates Advertising Markets:
Competition Policy Should Lean on the Principles of Financial Market Regulation, Stanford Technology Law Review 24, no. 1
(December 7, 2020), with a shorter journalistic version of the paper being available at Google Is Dominating This Hidden Market
With No Rules, The New York Times, June 21, 2021.

108 European Commission, “Antitrust,” June 22, 2021; European Commission, AT.40670: Google - Adtech and Data-Related Practices,
2023.
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This large scale of the online ad industry is one aspect of the industry’s opacity. In
other global industries with big supply chains such as the food or textile
industries!®?, there are typically rules to create some transparency around this. The
advertising industry lacks such binding rules. In addition, online advertising —
particularly open display advertising — sticks out for its lack of transparency, not
least for the notorious “unknown delta.” This is a percentage of an advertiser’s ad
spend that cannot be attributed to anyone in the supply chain. In 2020, a study
funded by the ad industry estimated it to be 17 percent (meaning, out of every dollar
spent, it is unclear where 17 cents of that dollar go). Two years later, after efforts to
improve supply chain transparency, the unknown delta was down to three
percent. 1 Dealing with this was in the self-interest of some in the industry because
at best, this opacity is wasteful and bad for business and at worst, fraudulent actors
use the system to the disadvantage of reputable companies. Ad fraud has been a
persistent problem, for instance, via servers that generate many clicks on ads but are
not real people. ! There are also risks of the online ad market being used for money
laundering.""? The industry’s financial opacity thus undermines the claim that
online advertising (only) powers the free and open internet when, in fact, a lot of
money does not reach those outlets and people supporting democratic opinion
formation.

Crucially, the industry’s opaque inner workings give rise to privacy harms for
individuals. The foundation for real-time bidding and ad auctions is the collection,
aggregation and use of data, including personal data. This can amount to mass
surveillance for advertising purposes.!'® Considering the scale of online ad auctions,
people have little opportunity to grasp who uses their data in what way to make
money (see section 3.1). Compliance with basic EU data protection principles such as
data minimization, purpose limitation and informed consent are routinely
jeopardized. 4

109 One prominent example regarding supply chain transparency is the EU’s directive on corporate sustainability due diligence and
there are other laws about traceability of production for textiles, food, pharmaceuticals or cosmetics; see also appendix 2.

110 The study does not cover Meta or Google. The authors caution that the “study focused on premium advertisers, agencies, tech
vendors, and publishers. These promising results should not be taken as representative of the broader programmatic
ecosystem,” see ISBA, Second Programmatic Supply Chain Transparency Study, January 18, 2023; a different study by an
advertiser industry group states that the unknown delta “can be virtually eliminated through impression-to-impression matching
of log-level data,” Association of National Advertisers, ANA Programmatic Media Supply Chain Transparency Study: Complete
Report, December 5, 2023, p. 111.

111 For a short explanation by a company that sells services against ad fraud, see HUMAN Security, What Is Ad Fraud?, 2024;
Rosemary Cipriano, BADBOX, PEACHPIT, and the Fraudulent Device in Your Delivery Box, HUMAN Security, October 4, 2023; cf.
Craig Silverman and Priyanjana Bengani, Exploiting Meta’s Weaknesses, Deceptive Political Ads Thrived on Facebook and
Instagram in Run-Up to Election, ProPublica, October 31, 2024.

112 Julia Linehan, 4 Steps to Tackle Money Laundering in Online Advertising, The Media Leader, October 15, 2024.
113 Ethan Zuckerman, The Internet’s Original Sin, The Atlantic, August 14, 2014; Matthew Crain, Profit over Privacy: How Surveillance
Advertising Conquered the Internet (Minneapolis, MN: University of Minnesota Press, 2021).

114 In areport underlying a legal filing, researchers and activists have called real-time bidding the biggest data breach of all time,
see Johnny Ryan, The Biggest Data Breach: ICCL Report on the Scale of Real-Time Bidding Data Broadcasts in the U.S. and
Europe, Irish Council for Civil Liberties, May 16, 2022; it also has to be noted that deceptive design practices by ad tech providers
contribute to these issues, for instance, by obscuring the consent choices for people, cf. Lin Kyi et al., Investigating Deceptive
Design in GDPR’s Legitimate Interest, in Proceedings of the 2023 CHI Conference on Human Factors in Computing Systems, CHI
23 (New York, NY, USA: Association for Computing Machinery, 2023); Meta was found in breach of the rules on data
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The tracking and profiling of individuals online can be a privacy violation in and of
itself but is also connected to cybersecurity risks. Criminal hacking can expose
personal data and behaviors. Beyond hacking, there are risks that intelligence
services will buy data collected for advertising purposes with little public or
parliamentary scrutiny.'® In turn, intelligence and national security services are at
risk themselves, with operations or personnel exposed inadvertently by apps
collecting data for advertising purposes. 116

If advertising, whether online or offline, does not cover products and services people
need, it might contribute to overconsumption. This can have harmful effects for the
environment (via overproduction, trash production and more emissions) and for the
financial standing of individuals (via overspending). Online advertising, in
particular, has an additional sustainability angle because the ad tech industry uses a
lot of energy and causes emissions.!” Considering that some of the ads support
fraud and spam, this becomes even more egregious, as energy consumption is not
put to good use.'® Some industry participants themselves recognize the
environmental impact of their industry and have worked towards better measuring
or at least estimating emissions, with the goal of reducing them as the next step.
While sustainability initiatives might carry the risk of greenwashing, there are

movements towards tackling this issue. 11

Appendix 2: Options to address is-
sues in the online advertising indus-
try beyond DSA codes of conduct

Ensure strong enforcement of existing laws touching upon the ad tech industry,
chiefly the rules on data protection, platform regulation, competition and political

minimization and purpose limitation, see Foo Yun Chee, Meta Must Limit Data Use for Targeted Advertising, Top EU Court Rules,
Reuters, October 4, 2024.

115  Thorsten Wetzling and Corbinian Ruckerbauer, Informationsbeschaffung mit der Kreditkarte: Wie nachrichtendienstliche
Datenkaufe verfassungsrechtliche Mindeststandards unterlaufen (Berlin: interface, May 28, 2024).

116 Byron Tau, How the Pentagon Learned to Use Targeted Ads to Find Its Targets — and Vladimir Putin, Wired, February 27, 2024;
relatedly, see Johnny Ryan and Wolfie Christl, Europe’s Hidden Security Crisis: How Data about European Defence Personnel and
Political Leaders Flows to Foreign States and Non-State Actors (Dublin: Irish Council for Civil Liberties, November 14, 2023); Brian
Krebs, The Global Surveillance Free-for-All in Mobile Ad Data, Krebs on Security, October 27, 2024; Sebastian Meineck and Ingo
Dachwitz, Databroker Files: Die groBe Datenhéndler-Recherche im Uberblick, netzpolitik.org, July 16, 2024.

117 Exact measurements are difficult to come by but some companies have set out to do this, see Jonathan Wise, Nadeen Ayyashi,
and Ben Essen, Advertised Emissions: The Temperature Check 2022 (Manchester: Purpose Disruptors, 2022); Scope3, The State
of Sustainable Advertising: December 2023, December 2023; a research project looking only at browser-based cookie traffic
estimated this resulted in 11,442 monthly metric tons of CO2 emissions, see Fernando Cucchietti et al., Carbolytics, an Analysis
of the Carbon Costs of Online Tracking, February 16, 2022.

118 Association of National Advertisers, ANA Programmatic Media Supply Chain Transparency Study: Complete Report, December 5,
2023, p. 94.

119 For an overview of the discussion, see IPA, Agents of Change: The Expert View — Industry Perspectives on the Path to
Sustainable Advertising (London: Institute of Practitioners in Advertising, 2024); see also Jonathan Wise, Nadeen Ayyashi, and
Ben Essen, Advertised Emissions: The Temperature Check 2022 (Manchester: Purpose Disruptors, 2022).
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advertising transparency

This is a boilerplate recommendation but is still crucial because such laws already
address some key potential harms in theory. For example, stronger data protection
enforcement should be considered (including fines, if necessary), regarding privacy
by design, data minimization and purpose limitation or to address data brokers.
Stronger purpose limitations on the sale or monetization of data used for online
advertising could be discussed. The DSA’s prohibition of using certain types of data
for advertising is also important, arguably more so than the ad label requirements
from the same article, Article 2612° . This restriction addresses advertising on online
platforms at a more fundamental level, that is, regarding the use of data for tracking
purposes, rather than only making this data use transparent. The provision should
be enforced strongly right away. It could be considered to expand these restrictions

beyond online platforms in the future.
Enforce and expand corporate sustainability and due diligence reporting

EU rules on corporate sustainability reporting’?! and on due diligence!?2 in the
supply chain should be enforced with a view to the online advertising sector as well.
To lump the two laws together in a broad summary, both legal frameworks only
apply to big companies, but these can include advertisers, publishers and ad tech
intermediaries. Among other things, companies must consider and report on the
positive and negative impacts their businesses, including their supply chains, have
on people and the environment. Within the online advertising industry, business
associations could encourage companies of all sizes to follow these measures. 123
Online advertising, like other industries, contributes to greenhouse gas emissions
but there is also the risk of ads financing websites, pages or videos with unfounded
claims about climate change that undermine joint climate action. This could also be
acknowledged in the reporting.

Use the DSA’s risk mitigation rules to tackle potential harms associated with
advertising on VLOPs

The DSA specifically mentions changes to advertising systems as one risk mitigation
measure that VLOPs can take. VLOPs should make use of this and the Commission
and the key national regulators for the DSA, the DSCs, should encourage a focus on
ad systems in their work on risk assessments and mitigation. A starting point could

be a cross-platform collection of good practices and known issues.

120 Article 26(1) DSA contains the rule on ad labels, Article 26(3) DSA the restrictions on the use of certain data for advertising.
121 Directive (EU) 2022/2464

122 Directive (EU) 2024/1760

123 Cf. suggestions on expanded reporting details in Purpose Disruptors, Advertised Emissions, 2024, p. 33.
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Improve laws and enforcement for deceptive design, particularly consent requests
for data processing for advertising

The Digital Fairness Act could be a place to do this, in addition to enforcing the
rules that are already on the books regarding data protection, platform regulation or
consumer protection. It will be important to ensure that not only consent requests
but also ad labels are well-designed.

Continue to pursue antitrust investigations and strengthen competitive markets

The Commission should work with but not wait for the US to pursue its own
antitrust investigations on ad tech, specifically regarding the ongoing case against
Google.12* A breakup of big ad tech companies should be considered12° | although it
should not be presented as a panacea either. Relatedly, conflicts of interest that
underline market dominance should be addressed. For instance, US lawmakers have
proposed a bill that would, among other things, prevent big brokers from acting on
both sides of the advertising market.126

Research and test middleware for advertising systems

Ideas around “middleware” for content moderation could be adapted to advertising
systems. For content moderation, very basically, middleware can be thought of as a
technical solution that would allow users to pick their favored provider of content
moderation and put it “in the middle” between themselves and existing platforms.
Thus, they could decide what type of content they would like to see and how strict
their content moderation should be. While many platforms offer some controls for
content moderation, they are generally not built to foster third-party services, so
there are no organizations to offer such content moderation services. For
advertising, platforms also sometimes allow some degree of choice over what data is
being used for ads or what interest profiles they fall into. Building on initiatives like
AdChoices or other consent management tools, ad middleware could enhance users’
choices beyond single platforms’ offerings. While this could enhance user autonomy
over data use, it would also place a lot of the burden on individual people and would

not offer disincentives to data-gathering practices.
Strengthen restrictions on data use for advertising

According to the DSA and the regulation on the transparency for political

124 Cf. Cori Crider, Breaking up with Google: Why the EU Should Back the US, POLITICO, October 17, 2024.

125 Cf. Maarten Pieter Schinkel and Ruben van Oosten, Breaking up Big Tech: Scissor Line Suggestions for Smart Cuts, (Rochester,
NY: Social Science Research Network, My 22, 2024).

126 Mike Lee, The AMERICA Act: Lee Introduces Bill to Protect Digital Advertising Competition, March 30, 2023; for commentary on
the bill, see Jason Kint, The AMERICA Act May Finally Bring Much-Needed Common Sense Rules To Digital Advertising,
AdExchanger, March 31, 2023.
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advertising, some data use for certain types of online advertising is prohibited. It
could be discussed whether further data use restrictions should be in place. During
the debates around the DSA, activists pushed this call for restrictions further and
called for a ban on the use of behavioral advertising.'?” Some scholars agree with
this demand.!?8 Meanwhile, research funded by big (tech) companies points to the
high financial cost of banning “personalized ads,”1?° reflecting the vehement
opposition to tracking restrictions in parts of the advertising industry. The debate
about stronger restrictions for online behavioral advertising raises questions on

potential alternatives. One that is often mentioned is contextual advertising.

Encourage and support larger tests on contextual advertising and other forms of
online ads

There are already companies focused on contextual advertising, which is not based
on guessing users’ characteristics or interests, but rather on the content an ad is
supposed to appear around.3® They claim that the system is working well for
publishers and advertisers but remain a minority, nonetheless. The dominant view
among most advertisers and publishers is that the financial costs of not using
behavioral targeted advertising are too high. In this view, also supported by
companies reliant on the tracking-based ad model to make money, the effectiveness
and relative cheapness of behavioral advertising does not render contextual
advertising a viable alternative. 3!

For a stronger empirical basis to judge what contribution contextual advertising can
make, more and better research on the effects of various forms of advertising on
privacy and business considerations would be useful. “Regulatory sandboxes,” that is,
opportunities to experiment with new technologies, have gained some attention in

EU tech policy, for instance, within the Artificial Intelligence Act. A “contextual ads

127 Tracking-Free Ads Coalition, 2021; see, more broadly in the EU context, Maria Ressa and Dmitry Muratov, A 10-Point Plan to
Address Our Information Crisis, February 9, 2022.

128 Joseph Turow et al., “Americans Can’t Consent to Companies’ Use of Their Data: They Admit They Don't Understand It, Say
They're Helpless To Control It, and Believe They're Harmed When Firms Use Their Data — Making What Companies Do lllegitimate”
(Philadelphia, PA: University of Pennsylvania, February 7, 2023); cf. Giovanni Sartor, Francesca Lagioia, and Federico Galli,
Regulating Targeted and Behavioural Advertising in Digital Services. How to Ensure Users’ Informed Consent (Brussels: European
Parliament, September 2021), p. 118.

129 Benjamin Mueller and Daniel Castro, The Value of Personalized Advertising in Europe (Brussels: Center for Data Innovation,
November 22, 2021).

130 There is no common legal definition of contextual advertising. For a working definition with an emphasis on privacy
considerations, see Nathalie Maréchal and Nick Doty, Defining Contextual Advertising (Washington, DC: Center for Democracy &
Technology, August 2024); there are concerns about negative privacy implications from some current data-driven practices
framed as contextual advertising, see Alexander Bleier, On the Viability of Contextual Advertising as a Privacy-Preserving
Alternative to Behavioral Advertising on the Web (Rochester, NY: Social Science Research Network, December 7, 2021).

131 Research funded by big (tech) companies argues this way: Benjamin Mueller and Daniel Castro, The Value of Personalized
Advertising in Europe (Brussels: Center for Data Innovation, November 22, 2021); IAB Europe, Rebutting the Flawed Assumptions
Surrounding the Debate on the “Consent-or-Pay” Model, April 15, 2024; Alexander Bleier focuses on potential drawbacks of
contextual ads beyond economic considerations, see On the Viability of Contextual Advertising as a Privacy-Preserving
Alternative to Behavioral Advertising on the Web (Rochester, NY: Social Science Research Network, December 7, 2021); cf. Rene
Laub, Klaus M. Miller, and Bernd Skiera, The Economic Value of User Tracking for Publishers (Rochester, NY: Social Science
Research Network, April 14, 2024).
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research sandbox” could be envisioned. The EU could become a stronger leader in
innovative advertising practices that do not rely on tracking people and that are not
tied to existing dominant companies (such as Google’s efforts to change some
tracking practices).'®* Many publishers should be more open to test and use other,

privacy-preserving alternatives to behavioral targeting.
Provide legal options for companies to act on ad placement transparency

As the paper argues, the DSA ad code, via its focus on data monetization, could
enhance ad placement transparency. Other EU laws such as the DMA and the
European Media Freedom Act go in a similar direction. To allow ad tech companies
to also act upon this transparency, they could be empowered to demand refunds,
price reductions or other proportionate remedies if ad placements do not work out
as agreed. This could be done in individual contracts between ad tech companies.
However, if there are dominant market players, smaller companies might have few
options to shape the contracts. This is why there could be a legal guarantee to make
such demands, likely mostly benefiting advertisers and publishers. The Check My
Ads Institute has likened this to “lemon laws” in the US?33 | referring to consumer
rights for faulty used cars known as lemons. In the EU, similar consumer protection
rules already exist.13% For businesses, the platform-to-business regulation offers
some transparency rules, but could be expanded to allow more redress mechanisms

with a view to online advertising.
Consider an online ad tax

While much more detailed research and planning on a global scale would be
necessary to think through and avoid potential negative unintended consequences,
proposals for taxing digital advertising already exist to build upon.’3® The idea is to
discourage the amassing and use of large amounts of data for advertising purposes,
thus recognizing the foundational role that tracking and data use plays.!36 One of
the open questions to be addressed is whether contextual advertising can be a viable
widespread alternative (see above) and whether a strong emphasis on

subscription-based news and information services, as Acemoglu and Johnson

132 Kayleigh Barber and Seb Joseph, After Years of Uncertainty, Google Says It Won't Be ‘deprecating Third-Party Cookies’ in
Chrome, Digiday, July 22, 2024; for some discussions on contextual advertising within the industry, see Joseph Zappa,
Contextual Advertising Is Not Replacing Behavioral Ads. It's Enhancing Them, Street Fight, September 9, 2021.

133 Claire Atkin, Hate Is a Business, and Here's How You Unplug It, Check My Ads Institute, February 9, 2024.

134 Two examples are the Directive (EU) 2019/771 on certain aspects concerning contracts for the sale of goods and the Council
Directive 93/13/EEC on unfair terms in consumer contracts.

135 To highlight two differing suggestions, see Daron Acemoglu and Simon Johnson, The Urgent Need to Tax Digital Advertising,
Network Law Review, March 25, 2024, and Paul Romer, Digital Ad-Tax, May 17, 2021. For a counterpoint and call for a “superfund”,
see Lisa Macpherson, The Pandemic Proves We Need A ‘Superfund’ to Clean Up Misinformation on the Internet, Public
Knowledge, May 11, 2020.

136 This is the main background to Acemoglu’s and Johnson’s idea, while Romer focuses more on market dominance. There are
differences in how the authors would approach an ad tax, for example, Acemoglu and Johnson are in favor of a flat tax and
Romer argues for a progressive one.
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envision, is desirable for democratic opinion formation and discourse. In connection
with the point on contextual advertising, it could be considered whether behavioral
advertising can be taxed more than contextual advertising that uses fewer personal
data.

Encourage and build alternatives to commercial digital spaces for communication
and information

Debates about treating online platforms as public infrastructure have been going on
for years. Similarly, there have been ideas to build and/or strengthen noncommercial
public online communication spaces. !’ Such ideas fundamentally question the role
of for-profit platforms in the digital public sphere, even beyond advertising-based

models. 138

Appendix 3: Article 46 DSA - Codes
of conduct for online advertising

1. The Commission shall encourage and facilitate the drawing up of voluntary codes
of conduct at Union level by providers of online platforms and other relevant service
providers, such as providers of online advertising intermediary services, other actors
involved in the programmatic advertising value chain, or organisations representing
recipients of the service and civil society organisations or relevant authorities to
contribute to further transparency for actors in the online advertising value chain
beyond the requirements of Articles 26 and 39. The Commission shall aim to ensure
that the codes of conduct pursue an effective transmission of information that fully
respects the rights and interests of all parties involved, as well as a competitive,
transparent and fair environment in online advertising, in accordance with Union
and national law, in particular on competition and the protection of privacy and
personal data. The Commission shall aim to ensure that the codes of conduct at least
address the following:

(a) the transmission of information held by providers of online advertising

intermediaries to recipients of the service concerning the requirements set in Article

137 For an overview discussion in the context of tackling disinformation, see Mathias Vermeulen, Requlating the Digital Public Sphere
(Brussels: Open Society Foundations, June 2021); for the (US) debate on public utility regulation, see K. Sabeel Rahman and
Zephyr Teachout, From Private Bads to Public Goods: Adapting Public Utility Regulation for Informational Infrastructure, Knight
First Amendment Institute, April 2, 2020.

138 To provide some examples of this debate: In the context of platform workers’ rights, a study for the European Parliament
recommended the establishment of platform cooperatives, see Scientific Foresight Unit (STOA), Online Platforms: Economic and
Societal Effects (Brussels: European Parliamentary Research Service, March 2021), p. 98-101; German activists have called for a
communization of platforms, see Karla Hildebrandt and Paul Robben, Ein Pldadoyer: Holen wir uns das Internet zuriick!,
netzpolitik.org, October 28, 2024; after their analysis of real-time bidding in the context of EU data protection law, Michael Veale
and Frederik Zuiderveen Borgesius also come to the conclusion that alternative business models are necessary, see Adtech and
Real-Time Bidding under European Data Protection Law, German Law Journal 23, no. 2 (March 2022).
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26(1), points (b), (c) and (d);

(b) the transmission of information held by providers of online advertising
intermediaries to the repositories pursuant to Article 39;

(c) meaningful information on data monetisation.

3. The Commission shall encourage the development of the codes of conduct by 18
February 2025 and their application by 18 August 2025.

4. The Commission shall encourage all the actors in the online advertising value
chain referred to in paragraph 1 to endorse the commitments stated in the codes of

conduct, and to comply with them.
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https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022R2065#art_39
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