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Since 2014, our team has worked on building an independent think tank and pub-
lishing well-researched analysis for everyone who wants to understand or shape
technology policy in Germany. If we have learned something over the last ten years,
it is that the challenges posed by technology cannot be tackled by any country
alone, especially when it comes to Europe. This is why our experts have not only fo-
cused on Germany during the past years, but also started working across Europe to
provide expertise and policy ideas on Al, platform regulation, cyber security, gov-
ernment surveillance or semiconductor strategies.

For 2024 and beyond, we have set ourselves ambitious goals. We will further ex-
pand our research beyond Germany and develop SNV into a fully-fledged European
Think Tank. We will also be tapping into new research areas and offering policy in-
sights to a wider audience in Europe, recruiting new talent as well as building expert
communities and networks in the process. Still, one of the most visible steps for
this year is our new name that can be more easily pronounced by our growing inter-
national community.

Rest assured, our experts will still continue to engage with Germany’s policy de-
bates in a profound manner. Most importantly, we will remain independent, critical
and focused on producing cutting-edge policy research and proposals in the public
interest. With this new strategy, we just want to build a bigger house for a wider
community.

Please reach out to us with questions and ideas at this stage.
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Executive Summary

Intelligence services across Europe are increasingly processing commercially avail-
able data as well as a broad range of information they deem ‘publicly available’. To
gain access to such data, they

« purchase data(sets), either ad hoc — when specific information is needed — or
on a rolling basis by means of subscription from various data brokers

e purchase data on the darknet (which may emanate from leaks or stolen cus-
tomer data)

* buy finished intelligence on the market, without any access to the underlying
data (thus outsourcing time and resources for the analysis to private actors)

e purchase from various providers the tools needed for automated analysis of
commercially and publicly available data

< obtain large (bulk) datasets through voluntary submissions of private sector
entities, courtesy requests, or gifts

« purchase or otherwise acquire large datasets through the use of autho-
rised undercover agents or covert human intelligence sources (CHIS).

What these types of access have in common is that they are non-compelled; that is,
the entity which provides the intelligence service with access to such data is not
obliged by law to do so. This distinguishes these practices from signals intelligence
(SIGINT) and computer network exploitation (CNE, commonly known as govern-
ment hacking), where data held by the private sector can be obtained through com-
pulsion or penetration.

Notably, whereas compelled and direct access have been subject to increasingly
dense regulation and oversight in established democracies,[1] governments’ pur-
chases of commercially available data or their acquisition and processing of publicly
available data still face far fewer legal restrictions and less robust (if any) authorisa-
tion and oversight procedures. This deficiency erodes public trust in government
and is at odds with the promotion of the rule of law and democracy in Europe.
Vague or missing legal restrictions and insufficient oversight may also increase the
risk of disproportionate access to personal data without sufficient accountability. In
turn, this may increase risks that various rights will be infringed, notably those to

privacy, informational self-determination, and freedom of expression.

While the quantity and easy availability of commercially and publicly available data
is profoundly transforming the practice and governance of contemporary intelli-
gence, European lawmakers remain rather oblivious to the gradual paradigm shift

Document doesn’t look right? We'll help you out!

s Py o



https://docraptor.com/doc_logs/467900063?open_help_request=true&watermark_link=true
https://docraptor.com/doc_logs/467900063?open_help_request=true&watermark_link=true
https://docraptor.com/doc_logs/467900063?open_help_request=true&watermark_link=true
https://docraptor.com/doc_logs/467900063?open_help_request=true&watermark_link=true
https://docraptor.com/doc_logs/467900063?open_help_request=true&watermark_link=true
https://docraptor.com/doc_logs/467900063?open_help_request=true&watermark_link=true
https://docraptor.com/doc_logs/467900063?open_help_request=true&watermark_link=true
https://docraptor.com/doc_logs/467900063?open_help_request=true&watermark_link=true

Disproportionate use of commercially and publicly available data: Europe’s next fron-

tier for intelligence reform? ‘ 517 ‘

Document doesn’t look right? We'll help you out!

it wiaihatdh it « R © R

lack precision, clarity, and substance: Hardly any European intelligence law current-
ly provides robust legal safeguards, let alone ex ante authorisation and ex post over-
sight for the various types of data purchases and automated open-source analyses.

Having identified a wide range of governance deficits at both the European and the
domestic level, this report shows that the golden era of surveillance is far from over.
Indeed, the current labyrinth of public—private co-productions of intelligence and,
in particular, non-compelled government access to commercially and publicly avail-
able data ought to attract far more legislative attention as well as oversight practice.
It should be the next frontier of intelligence reform, and this report aims to provide
actionable recommendations, food for thought, and pointers for progress to the pio-
neers of future intelligence reform.
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This paper is published under CreativeCommons License ( CC BY-SA ). This allows
for copying, publishing, citing and translating the contents of the paper, as long as
the Stiftung Neue Verantwortung is named and all resulting publications are also
published under the license “CC BY-SA". Please refer to http://creativecom-
mons.org/licenses/by-sa/4.0/ for further information on the license and its terms
and conditions.
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